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 www.pavlo.it  @p_koelio  paolokoelio  detailed CV

WORK EXPERIENCE
2018 – 2024 Doctoral Researcher in Information Security

Eindhoven University of Technology, Netherlands 

• Research as a Service coordinator b/w research group group and IT department
(phishing and response assessments, process and people analytics, measurements)

• Supervisor and coordinator of scientific projects at MSc level (8 students resulting in
7 publications)

• Administrator of lab activities: design and implementation of lab infrastructure and
SOC (malware analysis, remote access and control)

• Teaching support: frontal instructions with 200+ students, exam assessments

May – Oct 2017 IT Security Analyst
Communication Valley Reply, Italy 
• C-SOC monitoring and incident analysis, vulnerability and patching management

2016 - 2017 Lecturer - Tutor
Volta College - University of Pavia, Italy 
• Design and delivery of instructions for Computer Science, C, Python for web and LATEX

IMPACT
Highlights • The Research as a Service collaboration contributed to the adoption of MFA and

the uptake of anti-phishing training (embedded phishing exercises) and mitigation
strategies (streamlining suspicious email reporting process) at Eindhoven University.

Media • Better resistance to phishing temptation - Cursor
• Pas op voor phishing op maat (Beware of tailored phishing) - Computer Idee

EDUCATION
2018 – 2024 Doctorate in Information Security

Eindhoven University of Technology, Netherlands 
• Estimating risks and simulating advanced phishing attacks
• Developing organizational and technological mitigation strategies
• Investigating human factors and organizational security processes

11 scientific publications acrossmultiple disciplines fromHCI to technical communities

2012 – 2017 MSc and BSc in Computer Engineering
University of Pavia, Italy 

SKILLS

Skills
Professional Phishing vuln. assessment Threat analysis, Systems administr.

People analytics for security R, Python, C, Java, InfoSec tools

Personal Research & Problem solving Written comm. & Public speaking
Interpersonal skills, Teaching Multimedia & Typesetting skills

Languages Italian, Ukrainian (mother tongues), English (fully proficient), Czech, Polish, Dutch (basic)

ADDITIONAL INFORMATION

Interests Sci-Fi, tennis, cyber warfare and fine food

https://www.pavlo.it
https://twitter.com/p_koelio
https://github.com/paolokoelio
https://www.pavlo.it/files/CV_Pavlo_Burda_detailed.pdf
https://security1.win.tue.nl/doku.php?id=lab#the_blackhat_s_lab_b-lab
https://security1.win.tue.nl/doku.php?id=lab#security_operation_center_soc
https://old.collegiovolta.org/articles/fondamenti-di-informatica
https://old.collegiovolta.org/news-events/lcoding-2017
https://old.collegiovolta.org/news-events/latex-2017
https://www.tue.nl/en/news-and-events/news-overview/20-12-2021-we-need-to-tackle-cybersecurity-together-its-no-longer-youre-from-security-you-take-care-of-it
https://studiegids.tue.nl/nieuws-agenda/nieuws/05-10-2023-report-phishing-add-in-in-outlook
https://www.cursor.tue.nl/en/news/2024/januari/week-4/better-resistance-to-phishing-temptation/
https://paolokoelio.github.io/files/computer_idee.pdf
https://scholar.google.com/citations?user=X6xku1Im18sC&hl=en

