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Summary

H umans play a critical role in computer systems, making them an integral part of their
attack surface. Social engineering attacks specifically aim to deceive individuals to gain

unauthorized access to sensitive information or deploy malware on their systems. The most
common form of social engineering attack is phishing, by which an attacker sends fraudu-
lent messages (typically in the form of emails), claiming to be from a reputable and trusted
source. Phishing and, more in general, social engineering attacks exploit inherent vulnerabil-
ities rooted in human cognition, allowing attackers to manipulate system users in executing
actions against their own self-interest. Since these vulnerabilities are universal among po-
tential targets and cannot be easily fixed (e.g., by training), they present a consistent and
relatively stable attack surface for attackers to exploit. This allows attackers to minimize the
complexity and costs associatedwith deployingmalware-based attacks, while still potentially
achieving a high impact on the system. Phishing attacks are evolving rapidly and increasing
in sophistication: attackers can gather targeted information about their victims and use it
to build tailored phishing attacks to further improve attack efficacy. The gathered informa-
tion, such as contextual information on the targets and their environment, can be used to
craft believable pretexts that significantly increase the attack success rates. The variability
of attack characteristics (pretext, links) and resemblance to regular communication make
most detection attempts and user anti-phishing education largely ineffective. The potential
scalability and relatively low effort to deploy a tailored phishing campaign create significant
risks for Internet users, organizations, and institutions; historical examples include financial
losses, data breaches, and disruption of democratic processes.

Because of the multidisciplinary nature of social engineering, there is a lack of a structured
and coherent understanding of the complex socio-technical mechanisms that underpin it.
As generic, mass phishing is considered the most prevalent form of social engineering at-
tacks, empirical research has so far mainly focused on these ‘untargeted’ phishing attack
scenarios. However, the nuances involved in targeted phishing attacks and the effects of
the manipulation of information relevant to the target remain unexplored. Further, existing
countermeasures lag behind the evolution of more sophisticated phishing attacks, such as
tailored phishing. We thus examine the following main research question:

What are the current gaps in our understanding of tailored phishing attacks from the target,
attacker, and defender perspectives, and which technological and organizational methods

can be employed to address these gaps?

To answer this question, we develop a framework to structure and map social engineering
attacks to a high-level representation of relevant human cognitive processes. The framework,
grounded on existing well-established cognitive theories, is used to carry out a systematic
literature review of the extant empirical research, allowing us to identify gaps in relation to
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vi Summary

experiment characteristics, core cognitive features, and the exploitable attack surface from
the target perspective.

We then adopt the attacker’s perspective and investigate what techniques can be best ex-
ploited in a tailored attack, and their effects on human cognition with a field experiment
in two large organizations. This provides insights into the relationship between cognitive
exploits, their delivery methods, and the organizational settings. Current countermeasures,
such as automated detection and training, might be off-target for such sophisticated attacks.
As such, we investigate the defender perspective by exploring technological and organiza-
tional mitigation strategies. We develop a novel approach, as a browser extension, to sup-
port users in detecting phishing websites by identifying which website a phishing web page
is imitating using amix of automated textual and visual features recognition techniques. The
second mitigation approach targets organizational environments whereby user reporting of
attacks to the IT department of an organization may be a significant, yet untapped, resource
tomitigate advanced campaigns. We employ qualitative and quantitative methods to investi-
gate what influences reporting behavior 1) by interviewing employees targeted in a simulated
tailored phishing attack at a small IT company, and 2) by investigating the intention to report
as a function of certain human factors. Our findings shed light on the rationale and motiva-
tion of users reporting phishing attacks and provide a more comprehensive understanding
of traits and attitudes affecting individuals’ cyber security behaviors. This carries a series of
implications on both theoretical and practical levels that can help organizations to improve
their security processes, anti-phishing training, and awareness programs.

In the context where the functioning of our society heavily depends on digital communica-
tions, this thesis advances social engineering research by identifying, estimating and mit-
igating the associated risks. We identify open gaps in research by contextualizing social
engineering attacks in the cognitive sciences domain. We estimate the potential risks by
demonstrating how target-related information in phishing can overrun the effects of con-
ventional phishing. Finally, we mitigate the risks by showing why humans – the targets of
such attacks – can be the current best defense against, otherwise unstoppable, sophisticated
phishing attacks.



We do not spontaneously learn that we don’t learn that we don’t learn.

Nassim Nicholas Taleb
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1
Introduction

T he term ‘Social Engineering’ (SE) is used in information security to refer to a type of
attack wherein an attacker manipulates individuals to compromise the confidentiality,

integrity, and availability of data and processes by exploiting human vulnerabilities [368].
These attacks act on and exploit the cognitive domain of individuals and societies, i.e., the
set of human information processingmechanisms, to deceive targets and attain an impact on
the physical world [238]. By deceiving humans behind the systems, attackers avoid complex
and costly system-based exploitation, such as, scanning networks and engineering malware
or exploits [15]. Real world consequences of such attacks may be the acquisition of assets
and disruption of processes in the information and communication domains for financial,
political, ideological and other motives.

1.1. Scope

SE attack types

Attackers can exploit a variety of communication channels to deliver their attacks, such as
email, voice calls, instant messaging or even physical displacement of USB drives with ma-
licious software. Phishing has become the most prevalent attack type, with the email as the
main attack vector due to its wide adoption for professional and private communication;
other common attack types include SMShing which can occur via SMS, vishing over voice
calls etc. [66, 303]. SE attacks can be thought of as mechanisms by which the user is deceived
into facilitating a security breach, such as revealing a password or downloading malware.
For example, typical techniques can deliver a legitimate-looking link or attachment in an
email, spoof the sender address, abuse the software User Interface (UI), or craft believable
pretexts with the aim of persuading the target to disclose sensitive information or execute
malicious code [147]. Furthermore, these mechanisms can vary in sophistication and scope
where message, website and/or any file attachment is difficult to distinguish from legitimate
sources and appear to be relevant for the targets’ environment [59]. It is thus clear that there
can be a multitude of possible attack types that can vary in terms of employed media (e.g.,
voice calls [339], QR codes [354]), attack artefacts (e.g., URLs [88], email attachments [380]),

1



1

2 1.1. Scope

content type (e.g., pretexts [377], contextualisation [256]), targetization levels (e.g., generic
mass campaigns vs. spear-like phishing [61, 150]), and other variables that depend on the
attack goals, attacker efforts and targeted users.

Human cognition

Regardless of the attack type, SE techniques exploit human characteristics that determine
our emotional and mental constitution, our behavior and our social coexistence. Examples
include curiosity, fear and trust, as well as social aspects as loyalty or respect for authority.
From the attacker point of view, these characteristics can be skillfully leveraged, akin to soft-
ware vulnerabilities in computer systems, to manipulate system users. Cognitive sciences
provide a large body of evidence for disparate cognitive mechanisms that affect how humans
process information through thought, experience and perception [27, 146]. Crucially in the
context for this thesis, some of the cognitive processes ingrained in the human cognitive sys-
tem manifest byproducts that, when triggered, can lead to undesirable decisional outcomes.
For example, heuristics are fast and unconscious psychological rules that aid judgment and
decision making, such as breaking under a red-light while driving or to perform repetitive
tasks, that lead to appropriate decisions under most circumstances [146, 176, 340]. In cer-
tain cases, however, heuristics can lead to systematic errors or cognitive biases [74, 124, 175].
An example of heuristics’ effect is scarcity, where the deceiver makes calls for urgent action
to trigger the individuals’ tendency to inflate the importance of an object or event when
it is available for a limited time (such as seasonal sales) [74, 233]. These cognitive vulner-
abilities are often triggered and exploited in SE attacks to deceive the target in performing
an action against their intentions or best interest [256, 359, 375, 379]. Notably, Cialdini’s
definition [74] of cognitive triggers have been widely adopted in multiple domains, such as
marketing [76], behavior change [296], governance [98] and in SE research as ‘persuasion
techniques’ or ‘principles’ [9, 114]. Such tactics and combinations thereof are exploited by
attackers across various attack vectors, such as emails, to bypass technical barriers and com-
promise the security of systems. This created the (unjust) saying of users as ‘the weakest link’
in cyber security.

As a result, research in SE is related to a variety of disciplines such as sociology, psychology
and human computer interaction (HCI) among others, and deals with the interplay between
technical aspects of an attack and the cognitive dimensions characterising its human element.
To navigate this complex socio-technical problem, a new strain of empirical research inves-
tigating the interplay between cognitive effects and attack features emerged in the scientific
literature [52, 238, 276, 320, 321]. For example, extant research investigated the influence
of persuasion techniques inside email content on attack success [379], or how human at-
tention can be manipulated to influence clicks on various system pop-ups [242]. However,
there is no easy way to capture multiple perspectives from a variety of disciplines. Indeed,
the multidisciplinary nature of this problem poses challenges in pinpointing research gaps,
unanswered questions, and interpreting findings in empirical SE research.
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Tailored phishing

Among various types of SE attacks, phishing stands out in terms of prevalence, impact and
efficacy. Due to this relevance in the overall threat landscape, phishing has been extensively
studied in the scientific literature [303]. Phishing usually entails un-targeted mass cam-
paigns of one-time email messages aimed at large chunks of internet users exploiting a con-
sistent arsenal of cognitive vulnerabilities. Because the overwhelming majority of phishing
attacks in the wild are of this type, many empirical results in the extant literature are related
to un-targeted, un-sophisticated attacks scenarios. On the other hand, in recent years there
have been reports of increased volume of targeted phishing attacks [39, 40, 108, 352], com-
monly called spear-phishing, in which the target and their context are investigated so that
the email is tailored to the receiver. Personal details or other relevant information is used to
craft legitimate-looking messages and increase the likelihood of success. It is believed that
spear-phishing emails are successful because personalisation creates trust and this contextual
approachmay deceive peoplewhowould otherwise be cautious about phishing attempts [54].
For instance, an attack on military personnel may involve an invitation to a retirement party
for a general, prompting the recipients to click on a confirmation link [152]. More sophisti-
cated attacks can be diluted over multiple iterations and reconnaissance steps to leverage the
gathered information and avoid detection. For example, studies report multi-stage attacks
against representatives of minorities in China where the language and topic of emails were
highly tailored to the targets [47], or attacks against white-collar workers on LinkedIn where
attackers, behind a fictitious company, exploited applicants’ profiles to adapt their communi-
cation to the intended victims [15]. Although the effectiveness of spear-like attacks is broadly
considered greater than their generic counterpart [150], the associated costs can be higher
than with the latter; hence, such attacks are more commonly employed by resourceful actors,
such as Advanced PersistentThreats (APTs) and state-sponsored groups, or when the return
on investment is high enough [66, 108].

This creates a ‘spectrum’ of phishing attacks, whereby attacks fall between the two extremes
of ‘generic’ phishing (un-targeted, large numbers and ‘hit-or-miss’ fashion) and spear phish-
ing (targeting individuals or small groups, prior reconnaissance, multiple attacks steps), and
vary in adaptation (e.g., to a large demographic, a specific organization or individual), in
goals (e.g., harvesting credentials, delivering malicious files) and levels of sophistication (e.g,
supporting infrastructure, detection avoidance) [61]. As any class of phishing, from generic
to spear-phishing, still attempts to match the interest of the target to some degree, it remains
challenging to characterize the ‘tailoring degree’ of an attack. Among the possible variants
between generic and spear phishing, tailored phishing is becoming increasingly relevant to
the overall threat landscape [15]. Similarly to generic phishing, tailored phishing is a one-
timemessage attack targeting a relatively wide target group; however, the message is tailored
to the target in a spear-like fashion. Tailored phishing can involve a basic ‘hit-or-miss’ strat-
egy (as in un-targeted phishing), but employing more advanced open source intelligence
(OSINT) and personalization techniques to leverage information about the targeted victims
and/or their organization (as in spear-phishing). Such instances of phishing can be deployed
at the scale of large organizations [326], but carrying the potential to be as effective as the
more targeted ‘spear’ variants, in part, due to the growing capabilities of automated OSINT
tools [110] and the availability of specialized toolkits to deliver large scale spear phishing
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training campaigns [281]. Crucially, tailored phishing shares spear-phishing techniques, but
at the scale of organizations or large groups of individuals, and this can lead to high impact
with relatively low effort from the attacker.

Extant research on targeted variants of phishing primarily addresses user susceptibility [120,
142, 223, 320] and training effectiveness against spear-phishing [62, 66, 121, 194]; some in-
vestigate effects of target and email characteristics [209]. However, this research is still in-
conclusive on how variables, such as attack techniques, adaptation levels or user context,
can affect the efficacy of tailored attacks in various situations [132, 320]. Indeed, there is still
little understanding of the nuances of exploitation of target-relevant information and the
associated effects on cognition which, in turn, hinders the development of effective counter-
measures.

Countermeasures

Phishing research and development mainly focused on understanding, preventing and de-
tecting incoming attacks. Following the NIST protect, detect and respond framework [252],
state of the art phishing countermeasures integrate 1) training and awareness campaigns
to ‘immunize’ users against the attacks [10], 2) signature matching and anomaly detection
systems [11, 320] and 3) security operation centers and incident response procedures at or-
ganizations to mitigate possible impact [188]. Preventing users from falling into phishing
attacks can be achieved by training users to identify the specific features of these attacks
and increasing their awareness of the threat. Previous research has shown that training and
awareness campaigns can have a significant impact in reducing the susceptibility of individ-
uals to (generic) phishing attacks [167]. However, small portions of subjects may still be
vulnerable and the same results may not be seen with spear-phishing attacks: some stud-
ies showed either no significant differences between generic and spear-phishing training
effects [194], no effect of training at all [66] or marginally significant effects [62]. Anyhow,
other studies have shown that awareness campaigns may often fail to appropriately change
user behavior due to their inadequate implementation [35] and that the effectiveness of train-
ing inevitably decreases over time [31, 52]. As preventionmethods cannot eliminate the risk
of users falling for (spear) phishing attacks, software detection methods are employed to
block them from reaching the user in the first place. The most common method for detect-
ing phishing attacks is artifact filtering, which checks email content and URLs [180], and
is similar to anti-spam filters. Different methods, such as data mining, machine learning,
heuristics, and allow/block-lists, have been used to implement automated phishing detec-
tion [116]. Each solution has its own trade-offs with respect to accuracy, coverage and com-
plexity among others. Notably, machine learning approaches have become popular, but they
can still lead to a relatively high number of false positives (with high numbers of emails or
websites to check, even a small error rate can get in the way of usability), require constant
retraining to identify unknown attacks (such as spear-phishing), and are not universally ap-
plicable to protect all classes of targets (i.e., such solutions are often narrowed towards a
predetermined target list of organizations or brands) [77, 148, 152, 347, 348]. To address
the drawbacks of automated detection, studies have investigated crowdsourcing and reputa-
tion systems to improve reliability [117, 212, 241], but these solutions still face limitations
against previously unseen attack instances [152, 348]. When both prevention and detection
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are insufficient, response strategies can be put in place to lower the impact of an attack. The
response can occur immediately after detection, for example, when users report an attack, or
after the attack has already caused damage [188, 350]. The detection and response to spear-
phishing attacks can be handled by security analysts in an organization’s IT department or in
a security operation center (SOC) where the remediation process may involve intercepting
the attack and blocking traffic or investigating rogue domains. However, the short duration
of these attacks can hinder this process [61, 161, 192] and containment procedures are sensi-
tive to delays [152, 351], especially with unknown attacks [188]. Despite these efforts being
able to thwart a consistent fraction of ‘generic’ phishing campaigns, no definitive solution
to phishing, let alone tailored or spear phishing, has been found yet. Recent empirical re-
search in SE is driving a revived push for mixed detection-response approaches that account
for human-centric defense strategies, for example, by leveraging human intelligence to assist
automation for response procedures [196] or by supporting individuals to avoid attacks with
combined detection approaches [58, 362].

In this thesis, we adopt the perspective of human cognition to investigate the interaction of
social and technical components of the SE phenomenon. Our efforts are aimed at exploring
and understanding the interplay between the cognitive effects and attack features in SE at-
tacks. In particular, we will focus on the challenges of empirical SE research when studying
tailored phishing attacks. Further, we explore, investigate and propose possible mitigation
strategies from a human-centric perspective in the attempt to challenge the widespread no-
tion in computer security of ‘humans as the weakest link’.

1.2. Research Gap

Lack of structured and coherent understanding of SE attacks

The research community in SE is lacking a structured, shared understanding of the dimen-
sionality of the SE problem. This makes it particularly difficult to identify gaps and open
research questions as well as to interpret experimental results. We have seen that the success
of a SE attack depends on an often unpredictable combination of socio-technical factors. For
example, attacks may consider the impersonation of a trusted entity, such as a government
agency, company or affiliated contacts [200]. This can be achieved, for instance, by leverag-
ing the weaknesses of a communication medium to spoof the sender of a message, such as
an email address or a phone number [147]. Here, a technical factor is at play to enable the
attack and raise the likelihood of success. At the same time, the attack success depends on
the pretext – the purpose alleged in the message – which can leverage social, psychological
and contextual factors, such as social norms, human emotions or timing, to make the target
perform the desired action [148, 365, 375]. This interplay of factors is a major obstacle when
studying and simulating SE attacks. On top of that, extant research in computer science
has mainly focused on technical factors to investigate SE and countermeasures whereby, for
example, technical solutions are developed on the communication protocol specifications,
such as DKIM and SPF1. Social and psychological factors, on the other hand, have been

1DKIM (DomainKeys Identified Mail) and SPF (Sender Policy Framework) are two email authentication methods
used to prevent email spoofing and verify the authenticity of email messages.
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considered less often in computer security, although they relate to a large array of effects on
human cognition and behavior which are no less important than the technological ones. The
study of these factors commonly pertains to fields that include, but not limited to, informa-
tion systems, social sciences and cognitive sciences [238]. In between, we can find disciplines
such as HCI that somewhat bridge multiple fields. However, the overall efforts to compre-
hensively study the socio-technical aspects related to the SE domain remain so far relatively
unstructured. It is therefore clear that the lack of a structured and coherent understand-
ing of SE attacks poses important challenges for SE research, hindering the development of
effective strategies to counter these attacks in practice.

Little understanding of effects of target-relevant information in phishing attacks

Since the majority of empirical research focuses on ‘un-targeted’ attack scenarios, there is
a limited comprehension of the nuances involved in targeted attacks and the manipulation
of information relevant to the target. Research on targeted attacks is carried out mainly on
what is commonly defined as spear-phishing: this class of phishing broadly includes any
type of phishing that explicitly targets individuals or small groups and that is somewhat per-
sonalized [147, 200]. However, this research is mostly focused on the recipient, with few
experiments on how the attack artefacts (e.g., the message) and the situation (e.g., the user
context) influence susceptibility [54, 320]. We have seen that target-related information can
be manipulated in many ways to shape user behavior, such as matching user context and
message pretext [132] or adding more or less details to a phishing email [62]. It is therefore
still unclear what techniques can be best exploited in tailored attacks in various situations.

Similarly, there is little to no understanding of the associated effects on cognition in tailored
attacks. Previous work in this directionmainly addressed the usage of persuasion techniques
(i.e., the triggers of cognitive vulnerabilities) and the influence of human factors on user
susceptibility (e.g., personality, knowledge or experience), mostly, in the context of generic
phishing. For example, some persuasion techniques appear to be more popular than oth-
ers [9, 114] and their relative efficacy varies [115, 379]. Short and long-term human factors
can influence user susceptibility at various degrees and directions, for instance, high cogni-
tive effort lowers phishing susceptibility [361], as opposed to curiosity which can increase the
likelihood to fall for phishing [239]. The only studies on cognitive effects of tailored attacks
report that certain persuasion techniques were more effective within spear-phishing mes-
sages [63], that their relative efficacy varies as a function of individual’s life interests [209] and
that attention, rather than cognitive effort, influences individual’s response to spear-phishing
emails [364]. Overall, there are disparate cognitive mechanisms at play that condition how
attack artefacts and context affect an individual’s processing and ultimately the susceptibility
to a phishing attack [238]. This suggests that the efficacy of well-known cognitive effects in
tailored attacks is unclear and the scientific evidence is still inconsistent.

Common phishing countermeasures are unsuited against tailored attacks

State of the art countermeasures integrate awareness campaigns and training of employees,
advanced detection software and security operation centers. However, existing countermea-
sures are lagging behind the evolution of sophisticated phishing attacks, such as tailored
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phishing [13]. Attack characteristics such as pretext and links are extremely variable, hinder-
ing the majority of detection attempts or generating too many false positives [148]. Further,
the resemblance of these attacks to regular communication make training and awareness
campaigns largely ineffective to ‘immunize’ a significant fraction of the victim pool [62];
anomalies in the communication still exist, such as unusual references to internal processes
in an organization, but these are hard to formalize and cannot be captured automatically by
a single technological solution. Therefore, organizations often rely on response teams, such
as SOCs and CERTs2, as the last line of defense [188]. Still, current containment procedures
based on after-the-fact analyses are too slow to match the high velocity at which targeted
phishing campaigns are known to affect their targets [161, 188, 351]. This brings us to the
point where, albeit the significant progress in countering mass phishing campaigns, we are
currently facing uncharted territory with limited knowledge when tackling tailored, spear-
like phishing attacks.

1.3. Research Questions

The overreaching objective of this thesis is to shrink the gap in understanding social engi-
neering attacks, specifically in terms of tailored phishing and countermeasures against it.
Given that the success of SE attacks is affected by attack features, target characteristics and
the countermeasures in place, we need to account for all three perspectives in our efforts.
We thus articulate our work around the following main research question:

Main RQ: What are the current gaps in our understanding of tailored phishing from the target,
attacker, and defender perspectives, and which technological and organizational
methods can be employed to address these gaps?

The multidisciplinarity of the SE domain makes it particularly difficult to identify gaps and
open research questions, and to interpret experimental results. This is particularly evident
when dealing with more complex forms of SE, such as tailored phishing attacks. To answer
the Main RQ, therefore, we must first draw a picture of the current state of empirical SE
research.

We have seen that efforts to comprehensively study the socio-technical aspects related to the
SE domain are so far relatively unstructured. For instance,much of phishing research focuses
on the recipient, with less efforts to understand how target-related information, message pre-
text or user context influence SE susceptibility. Overlooking the effects of such factors may
lead to conflicting findings, such as less effective training recommendations and imprecise
risk assessments. The same can be said about the human cognitive factors influencing tar-
get deception, for example, with the measurement of how individuals process messages with
persuasion techniques or how a contextual situation around the target affects user attention.
As a result, it becomes difficult to reconcile the different findings and reach a comprehensive
understanding of the ‘SE attack surface’. For that, we need an instrument that can charac-
terize the SE attack surface to evaluate and contextualize research results, and identify said
gaps. To tackle this challenge, we ask the following question:

2SOC - Security operation Center and CERT - Computer Emergency Response Team
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RQI: How canwe characterize the SE attack surface to evaluate and contextualize research
results and identify gaps in empirical SE research?

To answer this question, we study the interplay between the human cognitive processes and
attack features in SE attacks. We develop and showcase a cognitive framework for character-
izing SE attacks based on theories and models of human cognition drawn from the field of
cognitive sciences. Thus, we should be able to better understand the relationships between
features of SE attacks and results in empirical SE research. Thismeans that we could compare
different (simulated and non) SE attacks based on their cognitive features and reason over
why or howwas an attack (in-)effective in prompting a target to compliance. For example, we
could identify shortcomings of experiments and simulated attacks, such as isolating factors
that are difficult to recognize without a reference to the features of human cognition (e.g.,
effects of pretext and context) or reasoning over the attack adaptation to the targets (e.g.,
matching of attacker assumptions and target-related information). This is valuable to iden-
tify open problems in empirical SE research in relation to the aspects of human cognition.
Hence, we ask the question:

RQII: What are the open gaps between the features of human cognitive processes and em-
pirical research in SE, including future research directions?

To answer this question, we carry out a systematic literature review in the field of empirical
SE research, focusing on experimental characteristics and core cognitive features from both
attacker and target perspectives. One of the key findings is that the exploitable SE attack
surface appears much larger than the coverage provided by the current body of research: for
example, the effects of different pretexts and varied targetization levels are overall marginally
investigated, and populations at risk of tailored attacks, such as in industry and institutional
domains, are under-represented in research.

We also observe that one of themost relevant attack vectors in empirical SE research remains
the email where un-targeted phishing constitutes the overwhelmingmajority of experiments.
On top of that, phishing attacks are evolving rapidly and increase in sophistication: attackers
can gather targeted information about their victims, and use it to build tailored attacks to
further increase their efficacy. The gathered information, such as contextual information on
the targets and their environment, can be used to craft believable pretexts, forge identities or
even tune the tone of the decoymessage. Whereas the effect of tailoring on attack success can
be significant, which techniques can be best exploited in a tailored attack, and their effects
on human cognition remain largely unexplored. As tailored phishing keeps growing into a
significant threat, the question of what strategies can help mitigate it remains unanswered as
well. Therefore, we ask the question:

RQIII: How effective are tailored phishing campaigns in deceiving targets to perform an ac-
tion, and what strategies can be employed to mitigate these attacks?

To answer this question we perform a simulated tailored phishing campaign against two
organizations, a mid-sized Dutch university and a large international company. In the ex-
periment, we evaluate the effectiveness of tailored phishing across the two target domains
and measure the velocity at which targets fall for the attack. Our findings reveal insights
on the relation between tailored phishing, cognitive attacks, their delivery methods, and the
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organizational settings of the targets.

To counter phishing attacks that target a specific user base, technical (e.g., detection software)
and organizational (e.g., prevention and response) approaches can be employed. As in our
tailored phishing campaign, phishing attacks commonly deliverURL payloads linking phish-
ing pages that impersonate a target service, such as a company web-mail, to decoy users into
revealing their online credentials. For our experiment, the velocity at which users are com-
promised suggests that detection should occur as early as possible. As a potential technical
countermeasure, we develop and evaluate a method to identify the intended target of a ‘zero-
hour’ phishing page (i.e., a new and unknown attack instance) by relying on its visual similar-
ity with the original website, with the goal to support users in their decision-making. The key
feature of this approach is that no predefined reference list of targets to protect is necessary.
This can be valuable against attacks impersonating and targeting less popular brands or orga-
nizations which might not have the resources to defend against more advanced attack, such
as tailored phishing. Our efforts provide a step forward towards themitigation of phishing at-
tacks, including targeted variants, as well as enable further experimentation in this direction.

We also observe, however, that current defensive strategies, including detection techniques
and user training, may be off-target for sophisticated attacks. Further analysis of our tailored
phishing campaign leads to the finding that user reporting of attacks to the IT department
of an organization may be a significant, yet untapped, resource to enable the mitigation of
advanced campaigns. Response teams at IT departments or operational centers can indeed
uncover advanced campaigns more effectively than common detection techniques. Still, the
efficiency of the reporting process depends on the number and the quality of user notifi-
cations. We argue that among the employees of an organization, there are some that are
particularly good at detecting phishing. However, only a few users typically report phish-
ing emails, and the rationale and incentives behind this are still unexplored in the scientific
literature. To answer the second part of RQIII, we interview the university employees that
reported our tailored phishing attack to the IT department and reconstruct the mental mod-
els reflecting the decision process of the participants. The preliminary results suggest that
exploring users’ reactions and decision making can shed light on how to improve and lever-
age phishing reporting to mitigate the impact of sophisticated attacks, such as tailored or
spear-phishing. Therefore, we ask the question:

RQIV: What rationale do users follow when deciding to report a phishing attack and what
influences their decisions?

To address this question, we investigate the user reactions to a simulated tailored phishing
attack at a small IT enterprise in the Netherlands. By interviewing the targeted employees,
we observe the engagement of a strong community reaction around the attack whereby sev-
eral employees sent a warning to their colleagues triggering a ‘collective defense’ mechanism.
Employees’ answers reveal their reasoning behind detecting and (not) reporting the phishing
email (e.g., the tailored nature of the attack which provoked curiosity in certain employees
to investigate further), along with their thoughts and emotions.

Finally, to understand what other factors influence phishing reporting, we carried out a on-
line survey to evaluate the relationships of certain human factors and intention to report
phishing. We develop and test a research model of how personality traits, beliefs and atti-
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tudes towards the organization and colleagues affect positive cyber security behaviors and,
specifically, intention to report. The results of both interviews and survey reveal a series of
implications for research and practice that extend our comprehension of possible organiza-
tional mitigation strategies against tailored phishing attacks.

1.4. Thesis Outline and Contributions

The objective of this work is to provide an answer to the Main RQ. The Main RQ is divided
in four research questions that address its various aspects. We structure our results in this
dissertation over three parts:

• Part I answers RQI and RQII that characterize human SE attack surface and open
problems in SE in relation to human cognition

• Part II answers RQIII which concerns the effectiveness of tailored phishing attacks and
potential strategies to mitigate these attacks

• Part III answers RQIV regarding the phishing reporting mechanisms as strategy to
counter sophisticated attacks

Each part contains chapters that are based on one ormultiple research publications that have
been organized following a common research line. The original version of each publication
has been slightly adapted to the thesis format. As each chapter is based on an independent
article that needs to be self-contained, theremay be some redundancy across themanuscript.
Every chapter is introduced and the relation with the other ones is briefly described.

We begin with Chapter 2 where we provide an explanation of the main concepts useful to
better understand the following chapters. Here we introduce background notions on SE at-
tack phases and characteristics, the cognitive processes at play during target exploitation and
various methods to counter SE attacks. Parts of this chapter appear in refereed conference
publications.

In Chapter 3 we answer RQI by exploring the cognitive processes involved in a SE attack and
developing a cognitive framework to characterize SE attacks based on theories and models
of human cognition drawn from the field of cognitive sciences. The framework is meant
to characterize and study SE attacks of varying types (e.g., via email, social networks) and
complexity (e.g., increasing tailoring towards the targets) thus helping to contextualize and
evaluate research results in SE (e.g., by providing a structure to isolate cognitive effects). To
showcase the framework’s application, we analyze two academic experiments simulating SE
attacks and two real SE attacks of increasing sophistication to illustrate how the framework
can be used to identify gaps and ways forward. This chapter is published in the proceedings
of a peer-reviewed conference [57].

InChapter 4, to answerRQII, we identify and characterize open gaps in empirical SE research
via a systematic literature review. Our criteria cover the experiment setup, the characteris-
tics of the simulated SE attack, the target’s cognitive processes and characteristics, and the
interactions between such variables. Our study shows that most experiments only partially
reflect the complexity of real SE attacks and that the exploitable SE attack surface appears
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much larger than the coverage provided by the current body of research. For example, de-
spite their high relevance for both attack design and defense, factors such as targets’ context
and cognitive processes are often ignored or not explicitly considered in experimental de-
signs. Similarly, the effects of different pretexts and varied targetization levels are overall
marginally considered. We find that the literature is largely focused only on a few experi-
mental setups, it lacks a common reference for attack targetization and the experimental out-
comes are relatively inconsistent in defining when a SE attack is deemed successful. Finally,
we report promising, interdisciplinary future research directions, as well as still-untapped re-
sources for the design of innovative experiments and effective defensive mechanisms. This
chapter is based on an article published in a refereed journal [59].

In Chapter 5 we answer RQIII by performing two simulated phishing campaigns against a
European university and an international company operating in the consultancy sector. We
derive different attack delivery techniques from the user notifications literature, and iden-
tify the relation between notification techniques and cognitive attacks (i.e., implementing
persuasion principles) commonly employed in phishing. We ran our experiment targeting
𝑛 = 747 employees across different roles within the respective organizations, and measure
the relative efficacy of the adopted tailored phishing techniques. The study results show that
overall employees are highly susceptible to tailored phishing attacks, with an attack success
rate between 10% and 30% across user roles and organizations. The tailoring of the campaign
to the victims (i.e., using target-related information) appears to be more important than the
mere presence of a cognitive attack itself (i.e., the usage of persuasion techniques), whereas
the adoption of notification methods can boost attack success (up to three times). The im-
plications of this study shed light on the relations between well-known and novel phishing
techniques across different organization types and employee categories whereby, for exam-
ple, company employees and junior staff at the university were significantly more susceptible
to authoritative persuasion methods than senior and support staff at the university. Finally,
we report the velocity at which users fall for the attack across user category and organiza-
tion type, which allows us to reason on potentially effective response practices. The study
described in this chapter is published in the proceedings of a peer-reviewed conference [61].

In Chapter 6, we contribute to answer the second part of RQIII concerning additional miti-
gation strategies for phishing attacks that aim at stealing web credentials. We develop a novel
approach to identify which website a phishing web page is imitating bymeans of both textual
features extracted from themetadata of the page and visual features (regions) extracted from
a screenshot of the page. The evaluation show that, compared to previous text-based classi-
fiers, our method reduces the phishing misclassification rate by 67%, for an overall accuracy
of 99.66% on our dataset. The tool, implemented as a browser extension, can support users
in the detection of phishing websites, mitigating the threat of websites aiming to steal user
credentials. This study enables a novel, integrated research line to investigate the complex in-
teraction between users and semi-automated decision support tools. The studies described
in this chapter are published in the proceedings of peer-reviewed conferences [58, 348].

In Chapter 7, we follow up to the second part of RQIII by observing how the untapped poten-
tial of crowd-sourced detection and reporting can assist with response to advanced phishing
attacks. Wedo so by interviewing employees that reported the phishing emails of our tailored



1

12 1.5. Publications

campaign to the IT department of the mid-sized European university. The preliminary re-
sults uncover the respondents’ inability to generalize the rationale for notifying a suspicious
email. We provide pointers for future work to improve the phishing reporting process based
on mental models of individuals that are arguably better predisposed to detect complex at-
tacks. The study described in this chapter is published in the proceedings of a peer-reviewed
conference [56].

In Chapter 8, we follow up on RQIV by investigating employees’ reactions to a tailored phish-
ing attack in small enterprise. We first run a field experiment to demonstrate how an attacker
can leverage publicly available data in a tailored phishing attack. Subsequently, we interview
nine employees to understand the cognitive processes underlying the detection and response
to our campaign. Interestingly, we observe the engagement of a strong community reaction
whereby employees take immediate action to protect each other from the attack. Our find-
ings show that the identification of an inconsistent pattern played a central role in detect-
ing our phishing campaign. This can potentially be attributed to the relatively small size of
the company, where interpersonal familiarity is prevalent. The tailored nature of the attack
prompted certain employees to swiftly inform the wider group, resulting in a defensive re-
action surprisingly faster than what is typically expected at larger organizations. The study
described in this chapter is published in the proceedings of a peer-reviewed conference [60].

In Chapter 9, we address the second part of RQIV by developing and testing a theoretical
model that explains intention to report as a function of certain human factors, such as per-
sonality traits, attitudes towards the organization and co-workers, and beliefs. Our empiri-
cal evaluation shows that accounting for different types of human factors at both individual
and organizational levels provides a more comprehensive understanding of their effects on
individuals’ positive cyber security behaviors and intention to report phishing emails. For
example, the altruism trait has a significant positive impact on individual’s intention to re-
port phishing emails, whereas it has no impact on generic positive cyber-security behaviors.
Surprisingly, the sportsmanship trait (those who tend to tolerate less-than-ideal situations,
such as the nuance of reporting a phishing email) has a negative influence on reporting phish-
ing. This carries a series of implications on both theoretical and practical levels and can help
organizations to improve their overall security posture. The study reported in this chapter
is published in the proceedings of peer-reviewed conference [222].

Chapter 10 revisits our research questions with the relative contributions, and provides brief
discussion points for future research.
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Our research led to the following publications in conference proceedings and journals:
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2. P. Burda, L. Allodi, and N. Zannone, Don’t Forget the Human: a Crowdsourced Approach to
Automate Response and Containment Against Spear Phishing Attacks, In IEEE European Sympo-
sium on Security and Privacy Workshops (EuroS&PW), IEEE, 2020
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2
Background

T o better understand the following chapters, we introduce background notions on Social
Engineering, including attack phases and tailoring, the cognitive processes relevant to

SE, and various methods to counter phishing attacks.

2.1. Social Engineering and tailored phishing

The term ‘Social Engineering’ is used in information security to refer to a type of attack
wherein an attacker manipulates individuals to compromise the confidentiality, integrity,
and availability of data and processes by exploiting human vulnerabilities [368]. Figure 2.1
represents the main phases of an SE attack. In the initial phase, attackers define specific at-
tack objectives (e.g., stealing credentials, obtaining sensitive information), identify potential
target(s) of interest, and gather relevant information in the reconnaissance and intelligence
phases [15]. The gathered intel can include contextual information on the targets and their
environment to support attack orchestration and execution. During the orchestration phase,
attack artefacts such as phishing emails and websites are crafted accounting for the available
information. This includes forging decoy identities, constructing believable pretexts and tai-
loring the attack towards the target’s environment, such as tuning the language to match the
tone and syntax to which the target is accustomed to within that context. The adaptation
of attack artefacts to their targets has recently become a prominent characteristic of SE at-
tacks [15, 47], in stark contrast with ‘classical’ SE attacks that are untargeted in nature and
employ simple techniques to persuade their victims [40, 108, 277].

The constructed artifacts are then delivered to the targets in the execution phase. Finally, the
attacker waits that the targets execute the attack payload (e.g., they submit their credentials)
for target exploitation. An attack can be cycled through multiple subsequent stages, during
which the attacker can collect additional information about the victims and attack environ-
ment, and escalates from there (e.g., to move horizontally or vertically in an organization’s
structure from the current advantage point) until it reaches its final objective [15, 148].

Attackers can exploit a variety of communication channels to deliver their attacks, such as
email (phishing), voice calls (vishing), SMSs (SMShing) or Social Networking Sites (SNS),

15
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Experiment preparation
and target selection
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Figure 2.1: The schema of SE attack (top) and experiment (bottom) phases.

to lure targets and elicit information [339, 357]. Some techniques involve physical displace-
ment, where the attackers physically perform parts of the orchestration and execution stages
by infiltrating buildings or visiting locations of interest, to achieve their goals [55, 338, 354].
Examples are tailgating or dissemination of malicious QR codes, USB drives and decoy wire-
less access points. SE attacks also play a role inAdvanced PersistentThreats (APTs), where the
threat actors have access to nation-grade resources and carry out complex operations, such
as (open source) intelligence and lateral movement, to engineer and deliver sophisticated
artefacts, such as tailored phishing emails or USB drives with payloads triggering 0-day ex-
ploits [47, 198]. Experiments in SE often simulate the phases of real SE attacks (bottom in
Figure 2.1).

Tailored phishing

SE attacks have historically been untargeted and typically aimed at harvesting credentials
for payment or consumer services (e.g., phishing campaigns impersonating PayPal, eBay,
etc.) by employing common persuasion techniques built on urgent and authoritative re-
quests [277]. Recent reports highlight the emergence of highly tailored SE attacks, mostly
spear and tailored phishing, in which information on the target and their context is adapted
to the receiver, and sometimes diluted in multiple stages across different media [39, 40, 108,
352]. Spear phishing specifically targets small groups or single individuals and encompasses
iterative information gathering and attack engineering, such as carefully personalized pre-
texts with compromised information or senders from compromised accounts [144, 220]. Tai-
lored phishing differs from spear phishing, for example, in terms of lower attack sophistica-
tion but a higher potential for scalability. Similarly to generic phishing, tailored phishing is
a single-stage attack and of a ‘hit-or-miss’ nature; however, it encompasses a more advanced
reconnaissance and open source intelligence phase, similar to spear phishing, to gather ad-
ditional information about the victims and their organization (e.g., name, organization’s
domain name, communication processes and practices at the organization). An example of
tailored phishing can be drawn from a phishing exercise at a USmilitary academy where the
authors implemented a widely known communication practice at the academy in the email
salutation [113]. Listing 2.1 reports the phishing email sent to the 512 participants.
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Listing 2.1: Tailored phishing attack from [113].

From: sr1770@usma.edu [mailto:sr1770@usma.edu]
Sent: Tuesday, June 22, 2004 4:57 PM
To: cadet@usma.edu
Subject: Grade Report Problem

There was a problem with your last grade report.

You need to: Select this link Grade Report and follow the
instructions to make sure that your information is correct;
and report any problems to me.

Robert Melville
COL, USCC
sr1770@usma.edu
Washington Hall, 7th Floor, Room 7206

Thecampaign deployment was timed a fewweeks before end of semester (end of June), when
emails regarding final exams can be a relevant topic for the targeted cadets. With just two
easily obtainable elements (the email sign-off, ‘COL’, and timing) the authors of the experi-
ment were able to register clicks from 80% of the 512 participants. To illustrate the possible
‘tailoring degrees’ of the phishing scenario in [113], Table 2.1 presents potential variations in
targeting and sophistication of email features commonly forged in phishing attacks1. Each
feature of Table 2.1 can be crafted to appear more relevant and realistic to the target (from
generic to spear-phishing) by gathering additional target-related information (e.g., recon-
naissance, OSINT) and by engineering more advanced attack techniques and procedures
(e.g., spoofing the sender address2, detection evasion techniques). What distinguishes tai-
lored and a spear-phishing in the example of Table 2.1, is the size of the potential target base:
from any user at the academy (generic), the wide group of cadets (tailored), and to a specific
cohort of cadets (spear). A second distinction is the quality and quantity of information
needed to make the attack relevant to the targeted group: the tailored and spear variants
both attempt to match the target context by means of the sender, timing, pretext and sig-
nature; the spear variant, however, employs qualitatively and quantitatively different bits of
information, such as precise sender name, address, course name and signature, andmore ad-
vanced attack techniques, i.e., spoofing. Importantly, such considerations can be extended
to the following attack stages (i.e., the payload landing page) and to other attack vectors (e.g.,
text messages). The expected impact on attack success of the three variants likely differs as
well.

1Other email features might be relevant as well, such as the email’s look and feel (e.g., graphical and layout features).
As the attack in [113] does not rely on look and feel features, we omit this feature in our example in Table 2.1.
2At the time of the example in [113], address spoofing was more relevant and security awareness was lower than
today. This likely influenced the high attack success rate. Currently, spoofing techniques are less effective.
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More recent instances of tailored phishing in the wild concern organizations’ credential har-
vesting campaignswhere attackers integrate specific information about targets inmeaningful
ways, including: details within the subject of the email relevant for some segment of business
operations; ‘login’ pages where the user’s email or name is already filled in; and custom build-
ing of ‘login’ templates to match the look and feel of the corporate email systems used by the
specific companies they are targeting [326]3. The information used in tailored attacks can
be gathered and/or implemented at a larger scale (than in spear phishing) with automated
tools (e.g., [110]) and used to craft believable phishing artifacts, providing a higher level of
sophistication than generic attacks, with relatively low effort (e.g., [281]). Therefore, tailored
attacks may yield a similar impact to spear-like attacks but at a larger scale thanks to a lower
overall attack effort or cost.

Regardless of the level of tailoring and sophistication, SE attacks tend to exploit ‘vulnerabil-
ities’ inborn in human cognition, e.g. faulty beliefs and cognitive patterns [62, 114, 174, 303,
332]. Attackers engineer cognitive attacks by constructing artefacts able to exploit target’s
processing weaknesses with the aim of convincing their target to comply with their request
(opening an attachment, a URL, or input confidential information to an attacker-controlled
system). Therefore, the investigation of cognitive effects (such as the effects of persuasion
techniques on the outcome of a phishing attack [379]) and the involved processes (such as
priming subjects before deploying an attack [174]), must be considered to understand the
underpinning mechanisms that bring to victimization. In the next section, we introduce the
preliminary concepts on human cognition that are relevant for the following chapters.

2.2. Cognition in Social Engineering

Sensory Input Buffers

The Environment

Working Memory

Central
Executive

Visuo-
spacial
Buffer

Phono-
logical
Buffer Goal

stack

Declarative Memories

Long-term Memory

Procedural Memories

Figure 2.2: The human information processing system according to theWorkingMemorymodel (arrowsmean
flow of information and control) [146].

The term “cognition” refers to the abstract information processing that is implemented by
neurons in the brain [280, p. 112]. Cognitive sciences have identified a general set of compo-

3Further examples of tailored phishing are the topic of Chapters 5 and 8.
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nents that constitute the architecture of human cognitive processes, particularly in the fields
of psychology, linguistics, and neuroscience [27, 146]. This results in a variety of theories and
models accounting for mental capabilities of perception, memory, attention and reasoning
among others. For example, the Working Memory model (shown in Figure 2.2) provides
the currently dominant view of how conscious thinking occurs in the mind [36]. In this
theory, a set of limited capacity systems store and manipulate information incoming from
sensory systems and (long-term) memory. An attentional control system feeds, translates
and retrieves temporarily stored (visual and phonological) computations in a short-term
memory by prioritizing certain information over short periods of time [34]. The results of
these manipulations can interact with other conscious and unconscious brain systems, such
as accessing the long-term memory or functions responsible for movement.

Overall, perspectives in cognitive sciences come in various forms, ranging from detailed
mathematical or computational models of specific phenomena, to broad theoretical frame-
works that try to explain a wide range of phenomena [36]. In this thesis, we are interested
in the latter – high-level – representation of cognitive processes that can be affected during
an SE attack, as reported by various studies in this domain [62, 114, 174, 303, 332]. How-
ever, attempts to explore and characterize SE attacks through the lenses of cognition are so
far unstructured and limited in number. Research in SE often focuses on single domains,
such as technological, human-related or design-related, with few attempts that bridge var-
ious domains. Following, we provide an overview of related work on human cognition in
SE.

Human cognition in SE

SE research focused on human cognition is relatively sparse and heterogeneous. For exam-
ple, Cranor [84] proposes a framework for reasoning about the human in the loop to ana-
lyze the root cause of security failures attributed to human error. Their work is based on
the Communication-Human Information Processing (C-HIP) model from warning science
literature [83]. This framework illustrates the processing of information by a human receiver
whose behavior is dependent on a set of processing steps, personal characteristics and envi-
ronmental disturbances. However, the scope of this work is to facilitate the design and anal-
ysis of secure systems that rely on humans, such as supporting users with an anti-phishing
tool, without contextualizing SE attacks therein. The survey by Pfleeger and Caputo [276]
reviews behavioral science findings relevant to cyber-security, which partially cover features
of cognitive processes, such as information elaboration and behavior; yet, no SE attacks are
characterized and related to the resulting insights. Montanez et al. [238] map a selection
of SE attacks features into a basic and selective framework of human cognition functions,
including perception, memory, decision-making and behavior among others. The authors
advocate to treat SE attacks as psychological attacks by extending the standard framework
of human cognition to accommodate SE attacks, which is closely related to the goals of this
thesis. They discuss the role of short and long-term cognitive factors (e.g., workload, expe-
rience, etc.), memory and attacker effort, and their effects on persuasion of the targets; how-
ever, no details on how to instrument their proposal to characterize SE attacks are provided.
Steinmetz et al. [321] interview social engineers (attackers) on the process and attributes of
SE attacks, and reveal that SE deceptions are intractably intertwined in situational, cultural,



2. Background

2

21

and structural circumstances. This work overlaps with this thesis in the intention to under-
stand the fundamentals of SE attacks’ success, but only from an inherently social psychology
perspective with no specific attack characterization.

Characterization of SE attacks

Research focused on the attack side of our problem is more available and, generally, comes
together with a characterization of defenses against SE. For instance, Heartfield and Louk-
as [147] propose a taxonomy of semantic SE attacks along with their characteristics and
a review defense techniques, similarly to the work of Salahdine and Kaabouch [303] and
Purkait [286]. Darwish et al. [85] investigate the relationship between victims’ character-
istics, such as demographics and personality traits, and phishing attacks, along with some
detection techniques. Tetri and Vourinen [332] introduce a conceptual framework for SE
that touches attack characteristics, a few target and setting-related factors, and the execution
SE attacks. Sommestand and Karlzen [320] review phishing field experiments by looking at
experimental variables, results (susceptibility rates) and experiment design features, such as
hypotheses, control variables, etc. Most of these works on SE attacks (and defenses) do not
treat cognitive-related aspects [85, 147, 286, 303]. The remaining works [320, 332] relate
attack characteristics and certain cognitive processes, although only implicitly and partially.

For the purpose of this thesis, we adopt the perspective of the cognitive framework for SE
proposed in Chapter 3. This framework is grounded on existing, well-established theories
of cognition mapped to the SE domain, and is, therefore, suitable to structure and analyze
SE attacks from a cognitive perspective. The development of the framework, its usage and
relation with the broader literature on human cognition are the topic of Chapter 3.

2.3. Measures to counter tailored phishing

Themost investigated SE attack in research is undoubtedly phishing, with a particular focus
on the design of technical countermeasures based on block-listing and machine learning-
based detection [11, 320]. Research on tailored and spear-like phishing – that is, targeted
and sophisticated variants of phishing – primarily investigates attack and training effective-
ness. Despite these efforts, no definitive solution to phishing, more so to spear-like phish-
ing, has been found yet. Indeed, the reported mean susceptibility rate to phishing attacks
across various experiments and measurements is 21% [320], while spear-like phishing ex-
hibits more impressive numbers: for example, Ferguson and Bargh report that 80% cadets
in amilitary academywere successfully phished in a training exercise (see Section 2.1) [113];
Kumaraguru et al. successfully phished around 50% of the subjects in their experiment [192].
In their context aware phishing campaign against Indiana University students, Jagatic et al.
obtained a success rate of 70% [161]; Caputo et al. report a spear-phishing susceptibility rate
of 60% in their first trial [66]; Burns et al. obtain a click rate of 70% [62].

The high susceptibility rates achieved by sophisticated variants of phishing indicate that cur-
rent countermeasures might not be well-suited against this type of attacks [15]. Next, we
discuss the variousmethods to counter phishing attacks and their effectiveness against spear-
like phishing, starting from solutions employed to reduce phishing susceptibility of potential
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targets to response strategies such as infrastructure take-downs.

Prevention

The ideal remedy to spear-like phishing and, in general, to phishing is to make potential
targets immune to the attack altogether. Preventive measures typically encompass training
users to recognize specific attack features and rising their awareness of the threat. Prior
studies show that training has a significant effect in reducing generic phishing susceptibility,
albeit leavingmargins of untreatable portions of subjects around 10-15%, evenwith repeated
training [194, 369]. The same effects, however, might not be achieved against spear-phishing.
Kumaraguru et al. performed a controlled field experiment to test the effectiveness of train-
ing tailored to spear-phishing, showing no significant differences between generic and spear-
phishing training effects [194]. Caputo et al. report no effects of training (and awareness) at
all when conducting a spear-phishing attack in their experiment [66]. Burns et al. report a
marginally significant effect of training tailored to the detection of spear-phishing attacks, re-
ducing phishing susceptibility rate from 70% to 54% after five weeks of training [62]. Other
works show that training effectiveness decreases over time [31, 52]. Even if some reduction
can be achieved, the underlying problem of the training and awareness campaign lies in the
fact that spear-like attacks can take very different forms, making the attack difficult to be rec-
ognized by users, and requiresmuch less victims than generic phishing to achieve the desired
objectives [66]. For example, the ‘ideal’ spear variant of Table 2.1 would be virtually indistin-
guishable from a legitimate message and somewhat difficult to be trained for. As some users
will still remain vulnerable, training and, in general, preventivemeasures alonemay notmin-
imize the attack surface enough to neutralize or effectively contain sophisticated attacks.

Detection

The most popular approach to the detection of phishing attacks is artifact filtering in an
anti-spam fashion, including emails, URLs and attachments [77, 101, 149, 180, 327, 389].
These countermeasures have been implemented using numerousmethods, such as data min-
ing, machine learning, heuristics and allow/block-listing [116]. Solutions based onmachine
learning techniques might be affected by a large number of false positives and require con-
tinuous retraining [77]; furthermore, they also are not generalizable across domains [347].
A few studies show how these solutions can be bypassed, for instance by legitimizing the
sender (via multiple iterations) to appear less “anomalous” to an anomaly detection sys-
tem [77] or by taking over a legitimate account, e.g. one of the target’s secondary accounts
or one of their associates [148]. Another body of research focuses on the examination of
phishing sites and server characteristics, and relies on block-listing. Some of these works
leverage crowd-sourcing [117, 241] and reputation systems [212] to improve accuracy and
speed. While these solutions have proven to be suitable against general phishing and known
threats, they face significant limitations against tailored and spear-phishing, as block-lists
do not generalize well to unknown attack instances (new URLs, clean IPs, low email volume,
etc.) [152]. The fundamental drawback of automatic detection techniques against spear-like
attacks is the unforeseeable nature of attack characteristics and artifacts, such as pretexts
and links [15, 47]. Such artifacts are meticulously crafted to fit targets’ context (demograph-
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ics, work and previous social interactions) [47], and to fly under-the-radar by employing
legitimate-but-compromised or vanilla websites and by targeting a small numbers of recipi-
ents, such as the tailored and spear variants of Table 2.1 [77].

Among automatic detection methods, some approaches are able to detect unknown attacks
by relying on the visual similarity of certain attack features. This is the case of phishing
websites that are often the payload in a phishing email. These techniques use features such
as the logo, the screenshot of the webpage or other features to compare two websites and
determine which website a phishing web page is imitating [6, 72, 210, 213]. However, their
ability to detect phishing attacks depends on their ability to find the impersonated legitimate
website [348]. This important limitation is evident in the state-of-the-art [210, 213] where
it is often addressed by narrowing the scope to a predetermined target list of sites or brands
that covers specific classes of phishing attacks, potentially, leaving out less popular brands or
organizations.

As a last line of defense, detection can also be accomplished by security analysts, who often
are superior to automatic tools. However, this solution requires that artifacts of interest are
first reported to security analysts by the targets themselves. Thus, these countermeasures
leave advanced attacks to remain undetected or to be detected too late, when the attack may
have already propagated.

Response

Response strategies are typically employed by an organization’s IT department and security
operation centers (SOC) tomitigate the damage of an attack when it occurs. Response teams
are aided by both detection techniques outlined above and notifications from users that de-
tect and report the attacks [188]. A response can be initiated immediately after detection
(e.g., employees notifications) or later after the attack effects have manifested (e.g., a data
leak was identified) [350]. In the former case, incident reporting can alert interested parties
(e.g., subsidiaries or clients) of the incoming threat. The remediation procedure can combine
attack interception by blocking traffic or investigating rogue domains, although attacks are
typically characterized by a short duration, thus hindering such attempts [47]. In particular,
these containment procedures are sensitive to time delays [152, 352], especially in case of un-
known attacks [188]. Prior studies have shown that the response time often does not match
the velocity of spear-phishing attacks where the expected compromise and exfiltration time-
lines are in the order of minutes and, at most, hours, while discovery and containment are in
the order of hours or days [350, 352]. For instance, previous work reports a 50% success rate
after 6 hours from the launch of the attack [161], whereas the same rate was achieved within
only 2 hours in [192]. Recent measurements show that the typical ‘mass’ phishing campaign
lasts on average 21 hours, with half of the victims after 8 hours and detection only at least in
9 hours on average [255]. Overall, there are very few studies that investigated the velocity of
attack propagation in the context of phishing, with only one such study demonstrating the
viability of a timely response to spear-like attacks in organizational setting [196].





I
Characterizing the human attack

surface

25





3
Breaking down SE complexity:

dissecting SE attacks through the
lenses of cognition

S ocial engineering (SE) attacks leverage the fundamental weaknesses ingrained in human
thinking processes, enabling malicious actors to manipulate system users to perform ac-

tions against their own self-interest. Research in SE explores the complex relationship be-
tween the technical aspects of an attack and the cognitive factors that define its human ele-
ment. However, the multidisciplinary nature of the SE domain presents challenges in identi-
fying gaps and open research questions, and interpreting experimental outcomes. As a result,
it becomes difficult to reconcile different findings and reach a comprehensive understand-
ing of the ‘SE attack surface’. For this reason, in this chapter we present, showcase, and ana-
lyze a framework to dissect SE attacks (see RQI). The framework is meant as an instrument
to structure and analyze SE attacks of varying sophistication, isolating specific features and
their effects at the cognitive level, and providing a common structure for comparisons across
different attacks. We showcase the framework against attacks which main characteristic is
their sophistication and increased tailoring towards the targets. The analyzed attacks are
two simulated phishing attacks from the literature and two real, highly-targeted SE attacks
reported in the wild. We carry out the analysis by isolating and relating effects and tech-
niques adopted by the attackers to the target’s cognitive process. The proposed framework,
therefore, has the potential to enable a new way to analyze SE attacks from the literature,
which will be essential, in Chapter 4, to identify open gaps in empirical SE research.

This chapter is originally published as P. Burda, L. Allodi, and N. Zannone, “Dissecting Social Engineering Attacks
Through the Lenses of Cognition”, In IEEE European Symposium on Security and Privacy Workshops (EuroS&PW),
IEEE, 2021, pp. 149–160
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3.1. Introduction

In Chapter 1, we have seen that SE attacks are cognitive attacks aiming at deceiving individu-
als by exploiting ‘vulnerabilities’ inborn in human cognition, with the goal of gaining access
to confidential information and/or deliver malware on the target’s system [233]. The last
years have witnessed an increased sophistication of human-based exploitation techniques,
evolving from less sophisticated ‘your email account is full, click here to reset your password’
type of attacks to tailored and well targeted attacks exploiting target information [47]. Re-
search in this area has, therefore, taken a multidisciplinary approach to grasp the nuances of
the interactions between the technical aspects of an attack, and the cognitive aspects charac-
terizing its human element. However, empirical research results are often contrasting and
hard to contextualize, making it hard to derive effective defensivemeasures for real world ap-
plications. The question of how to develop SE research to support a coherent interpretation
of cognitive effects, and test related countermeasures, remains an open problem.

In Section 1.2, we argued that the primary reason for this is the lack of a structured, shared
understanding of the dimensionality of the SE problem within the research community. For
example, studies often focus on single domains (e.g., technological, human-related or de-
sign), but experimental designs capable of isolating interaction effects across domains are
hard to devise without a clear framework of the underlying cognitive processes. Similarly,
most empirical research results are limited to ‘untargeted’ attack scenarios, whereas little
understanding remains of the nuances of targeted attacks and exploitation of target-relevant
information (e.g., memories). On the other hand, targeted attacks are becoming increasingly
relevant to the overall threat landscape [15, 47], stressing the importance of filling the gap
between SE research results and real-world situations.

In this chapter, we underline that understanding the cognitive processes involved in a SE
attack is fundamental to (a) advance the field of empirical and theoretical research in SE by
identifying gaps and effect interactions; (b) provide a framework to evaluate and contextual-
ize research results; (c) characterize the SE attack surface to, for example, be able to measure
threat levels, or devise research toward effective policies to thwart targeted SE attacks. To this
end, we develop and showcase a cognitive framework for characterizing SE attacks based on
theories and models of human cognition drawn from the field of cognitive sciences. The
framework can support the design of experiments in the SE domain (e.g., by providing a
structure to isolate cognitive effects), as well as being employed to characterize and study
existing, sophisticated attacks in the wild, thus, helping uncovering novel attack techniques
whose effects may be tested in experimental settings. To showcase the framework’s applica-
tion, we analyze two academic experiments simulating phishing attacks [61, 256] and two
real, highly tailored SE attack cases [15, 47] to illustrate how the framework can be used to
identify gaps and ways forward.

The chapter is structured as follows: Section 3.2 describes the framework derivation from
extant theories of cognition and the framewrok itself. In Section 3.3, we illustrate the frame-
work usage and applicability to four SE scenarios (two simulated attack experiments and
two real SE attack cases). We discuss implications for research and practice of the proposed
framework in Section 3.4. Finally, Section 3.5, provides a detailed summary and comparison
with other similar works.
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3.2. Cognitive framework of SE attacks

3.2.1. Framework derivation
Cognitive sciences identify a general set of components that constitute the architecture of
the cognitive processes of the human mind whose body of evidence stems from the fields of
psychology, linguistics and neuroscience [27, 146].

To derive the building blocks of our framework, we investigated popular theories of cog-
nition in the cognitive sciences [27, 146], and mapped those to the SE domain. Table 3.1
presents an overview of the extant theories and models of cognition summarizing the com-
mon perspectives of cognitive processes. We examine the cognitive processes corresponding
to human information processing that can be affected by an attacker during an SE attack, as
reported by various studies in this domain [62, 114, 174, 303, 332]. The identified ‘build-
ing blocks’ of the human cognitive processes that are relevant to SE attacks are reported in
Table 3.2, pictured in Figure 3.1, and presented in detail in the next section.

3.2.2. Framework building blocks

Stimulus: The stimulus is any input (e.g., an event, a sound, a message) that triggers a cog-
nitive process. In the SE context, the stimulus represents the means by which the attack is
delivered to its (human) target. A stimulus is characterized by attributes describing its con-
tent and form. Examples of attributes can be presence/absence of a spoofed address in an
email [221], style of writing [215], or the presence of text aimed to evoke past memories
of the target [380]. These attributes contribute in determining which components of the
framework may be “activated” as the information is processed.

Parameters: Parameters are used to capture contextual information during the cognitive pro-
cess. Context is assumed to influence many aspects of the production and understanding
of text and speech, and is defined as the set of subjective constructions or “definitions” of
the relevant dimensions (i.e., parameters) of social or communicative situations [89]. We
distinguish between attack parameters and target parameters. Attack parameters represent
the assumptions that the attacker makes on the targets and their context. Target parameters
characterize the properties of the target and the context in which the target is when the exter-
nal stimulus arrives. Thus, target parameters mediate the processing pipeline from stimulus
to behavior and define the overall context in which the cognitive processes takes place. As
shown later, this distinction allows us to reason on the level of targetization of an attack
and its effectiveness as the success of the attack is strongly related to the alignment of attack
parameters with target parameters [125, 132].

Perception: Perception decodes the sensory information from an incoming stimulus. Percep-
tion is a complex process spanning from audio-visual interpretation to features integration
and pattern recognition. In particular, perception functions as a signal receiver that trans-
lates the stimulus into a ‘percept’ and automatically loads, from Long-Term Memory (LTM)
further associations, experiences and judgments related to the stimulus and its attributes
based on the contextual parameters of the subject [27, 146]. Perception fetches this infor-
mation and makes them readily available for the upcoming computation, similarly to what
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Table 3.1: Theories andmodels extracted from the cognitive science literature.

Theory/Model References Key aspects

Working
Memory
model
(WMM)

Baddeley [36],
Hastie and
Dawes [146],
Anderson (pp.
129-131) [27]

This model is a multi-module model where input and output modules encode infor-
mation from sensory systems. The main module is the Working Memory (WE)
where manipulation of information from perceptionmodules occur. Amajor system
is the Long-Term Memory (LTM) that contains all sorts of information including
procedures for thinking and deciding. The controller of these modules is the Cen-
tral Executive (CE) which functions as the attention selector and controller
of explicit and implicit cognition.

Dual-process
theories
(DpT)

Evans [111] San-
fey et al. [305]De
Neys and Glu-
micic [86] Op-
penheimer [259],
Hastie and
Dawes (pp. 21-
27) [146]

Dual-processing models theorize two different modes for cognitive processing, one
highly cognitive-intensive, and the other engaging only low-cognition. A common
conceptualization of these modes are “System-1 and System-2”, where two systems
compete for over response: one is unconscious, rapid, automatic, and high capacity;
the other is conscious, slow and deliberative. Regardless of the conceptualization,
these theories suggest a mixed use of fast and approximate computations based on
heuristics where only the final product (e.g., behavior) is posted in consciousness.
The engagement of higher or lower cognition is mediated by exogenous and endoge-
nous contextual variables, for example, the environment, fluency, etc.

Global
Workspace
theory
(GWT)

Baars [32]
Dehaene and
Naccache [87]
Baars and
Franklin [33]

This theory focuses on conscious processing whose coordination and control de-
pend on the CE and its access to a global workspace where other processes are run-
ning automatically and unconsciously. The cognitive cycle starts with a competition
for consciousness of signals from perceptionmodules and LTM, which then can pro-
ceed to the WM (via attention) if goal-relevant or picked up by other modules of the
workspace. Attentionmodulates the access to consciousness. WM and LTM function
as a substrate for the cognitive cycle.

Expected
Utility
theory (EUT)

Hastie and
Dawes (pp. 551-
552) [146]

This theory describes a rational decision making method under uncertainty where
individuals seek the highest combination of subjective value (utility) and the highest
(expected) probability of events. This decision-making technique can be enabled
only by perfectly rational agents.

Prospect
theory (PT)

Hastie and
Dawes (pp. 655-
658) [146]

This theory describes a decision making method under uncertainty where individ-
uals seek the highest utility and the highest prospect (the potential to happen in a
desired way) of events. The difference with the expected utility theory lies in the
asymmetry of weighting the probability of events for which, for example, losses can
have bigger weights than equal gains. This theory corroborates the dual-processing
nature in dual-process theories.

Load theory
of attention
(LToA)

Lavie [201] Perception processes all stimuli in an automatic mandatory fashion until capacity
permits. In case of high perceptual load it is less easy to get distracted by goal-
irrelevant stimuli. Whereas in high cognitive load it is easier to get distracted by goal-
irrelevant stimuli. Thus, an effortful goal-relevant attention is necessary in directing
executive functions (CE) and distractors can more easily disrupt goal-relevant pro-
cessing.

Feature
integration
theory (FiT)

Anderson
(pp. 62-65) [27]

People typically focus their visual attention on a stimulus before they can synthesize
its features into a pattern. This happens in the perception step where early perceptual
processing occurs and patterns are recognized. It follows that anomalies are easier
to spot when their features do not mix well in a perceived pattern. Thus, selective
attention is needed to perform an array search between similar features which is a
more difficult task.
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Table 3.2: Overview of the building blocks for cognition and social engineering.

Component Theory Description Relevance for SE

Stimuli All Any event or object that stimulates the senses. The stimulus represents the means by which the attack is de-
livered to the target, e.g., an email or a voice call. Its attributes
can be presence/absence of a spoofed address in an email [221],
style of writing [215], or the presence of text aimed to evoke
past memories of the target [380].

Perception GWT
LToA
FiT

A signal receiver that translates the stimulus into
percepts. It is mediated by other cognitive pro-
cesses, like LTM associations, that can be con-
cepts, procedures and categorizations, e.g., facial
features.

Before the (attack) stimuli arrive, the target may receive ‘prim-
ing’ stimuli that do not necessarily result in behaviour (hence
are not represented explicitly in Figure 3.1) butmay have strong
effects on the subject’s subsequent decisions [75, 174]

Attention WMM
DpT
GWT
LToA
FiT

A set of systems that modulate the access to con-
sciousness. It has a limited capacity whose allo-
cation can be exogenous (controlled by the stim-
ulus) or endogenous (goal oriented by the Cen-
tral Executive).

SE attacks exploit the lower amount of attention payed to stim-
uli that may be of less relevance to a subject in a given moment
but still calling for action, like urgent or authoritative requests.
Such is the case with exogenous attention (generated externally
by stimuli properties), which has been demonstrated to lead to
higher deception rates [242].

Elaboration GWT
DpT
PT
EUT

A block responsible for reasoning, like making
a decision. It evaluates the available informa-
tion from the loaded percepts and memory. It
allocates cognitive resources, e.g. WM or Atten-
tion, based on currents needs.

Its operation is influenced by many modulating factors, as per-
sonality traits or past experiences. Two known factors that sig-
nificantly influence processing and, consequently, behavior in
the context of SE are heuristics and anomalies [114, 145, 361].

Anomaly DpT A condition when Elaboration cannot deal with
the computation due to, e.g., wrong or lack of
contextual cues, and engages in effortful pro-
cessing, like consciously directing attention and
making use of WM.

This mechanism is employed in anti-phishing training to allow
for anomalies to be triggered, e.g., a mismatch between URL
and the expected domain name, where relevant (or “mediat-
ing”) knowledge is instilled (e.g. what is phishing, what theURL
means, etc) and applied in practice (e.g., embedded phishing ex-
ercise) [193].

Heuristic DpT A condition in which Elaboration block has
found a satisficing rule and engages in low effort
processing by relying on heuristics to evaluate in-
formation and make inferences.

The effects of heuristics are commonly exploited in all sorts of
SE attacks, like phishing [375] or social networks [359], and are
thought to significantly affect the success of attacks [61, 256,
379].

Behavior All The output of the process. It is the response of
the whole system to the stimuli, like complying
or not complying with the request in the stimu-
lus.

Depending on their objectives, SE attacks and simulations can
elicit different types of behavior which lead to different conse-
quences. For example, the success of an attack can bemeasured
just by clicks on links in an email or by submissions of creden-
tials on bogus websites.

Parameters — Properties characterizing the context in which
the cognitive process occurs.

The distinction between attack and target parameters allows
us to reason on the level of targetization of an attack and its
effectiveness as the success of the attack is strongly related to
the alignment of attack parameters with target parameters [125,
132].

Substrate Description

Long-Term
Memory

WMM
GWT
FiT

Amemory systemwhere knowledge is held indefinitely. The twomain types ofmemories are stored therein: explicit
recollections of factual information and implicit procedural memories.

Working
Memory

WMM
GWT
LToA

A limited capacity system allowing the temporary storage (Short-TermMemory) and manipulation of information
necessary for complex tasks as comprehension, learning and reasoning.

Central
Executive

WMM
GWT

An attentional control system that voluntarily manipulates the WM functions.
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Figure 3.1: Generic framework of cognition for SE attacks
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caching does in computing. In the SE context, perception is relevant with respect to SE at-
tacks relying on priming [174]: before the (attack) stimuli arrive, the target may receive
‘priming’ stimuli that do not necessarily result in behaviour (hence are not represented ex-
plicitly in Figure 3.1) but may have strong effects on the subject’s subsequent decisions [75].
Related concepts and information are stored in LTM, that could then be recalled in form
of precepts when a new stimulus arrives, potentially conditioning the targets’ decisions as
detailed above.

Attention: Attention readies the central nervous system to process and respond to stimuli
[27, 33, 201]. Attentional systems select information to process at serial bottlenecks and pro-
gressively filter irrelevant signals and information [27] (pp. 53-54). Within the contempo-
rary theories of attention, two general models exist on different cognition levels [201] [27] (p.
54-74): ‘peripheral attention’ relates to the sensory experience related to visual and auditory
signals, whereas ‘central attention’ relates to the semantics of the stimulus at a higher level
of abstraction. Since we are concerned with higher level processing, i.e. when stimuli have
already been pre-processed, we here consider ‘central attention’, whose purpose is to select
‘lines of thought’ and to focus on a task while allowing for interruption by secondary tasks
[27] (pp. 69-72). Central attention influences which and how stimuli are processed depend-
ing on the current set of goals in a given moment [217]. SE attacks exploit the lower amount
of attention payed to stimuli that may be of less relevance to a subject in a given moment
but still calling for action, like urgent or authoritative requests. Such is the case with exoge-
nous attention (generated externally by the physical properties of stimuli), which has been
demonstrated to lead to higher deception rates in the study ofMorgan et al. [242] where they
set participants’ (central) attention to be endogenous (engaged explicitly by internal goals)
or exogenous to react to malicious pop-ups.

Elaboration: Elaboration is responsible for processing the information incoming from the
other blocks and information stored in memory. The processing involves various conscious
and unconscious mental operations performed by a multitude of interconnected and dis-
tributed sub-modules [27, 87, 146]. As we are concerned with the cognitive features that
can affect cognitive functions with respect to SE attacks, functional and neurobiological def-
initions of such sub-modules, or the mapping of psychological modules with specific neural
circuits, is not of relevance here. Within the scope of this work, the elaboration block is there-
fore treated as a black box whose operation is influenced by two modulating factors that are
known to influence processing and, consequently, behavior in the context of SE: heuristics
and anomalies [114, 145, 361].

Heuristics are fast and implicit (that is, not available to introspection) psychological rules
that aid judgment and decision making in the elaboration phase [146]. Their use is akin to
‘speculative execution’ in computing where heuristic processing employs a number of cog-
nitive shortcuts that lead to appropriate behaviour under most circumstances. Heuristics
can emerge from the need of having adequate but fast decisions (e.g., triggering innate be-
haviour under life-threatening situations), or to lower the cognitive burden associated with
repetitive, pattern-specific decisions (e.g., breaking under a red light while driving, or to per-
form repetitive tasks) [175, 176, 340]. Cognitive biases such as those described by Cialdini,
and often employed in SE research, can also be described as heuristics [73, 114]. Heuris-
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tics are stored in Long-Term Memory and are mostly automatic and unconscious in na-
ture [146]. The effects of heuristics are commonly exploited in all sorts of SE attacks, such
as phishing [375] or social networks [359], and are thought to significantly affect the success
of attacks [61, 256, 379].

The second influencing factor are Anomalies, anomalous conditions that take place when
elaboration is unable to handle information that does not fit an automated processing pat-
tern [175, 176] (e.g., a mismatch between URL and the expected domain name). Therefore,
the CE (see Table 3.2) has to allocate cognitive resources to accomplish the current task,
such as consciously directing attention to the processing of the anomaly, effectively creating
a new goal for the elaboration. This requires employing the WM to handle the current task
and reason on a judgment or decision by means of a wider set cognitive capabilities [87], for
example making connections between experiences and knowledge stored in LTM with the
current case [36]. This mechanism is employed, for example, in anti-phishing training to
allow for anomalies to be triggered, where relevant (or “mediating”) knowledge is instilled
(e.g., what is phishing, what the URL means, etc.) and applied in practice (e.g., embedded
phishing exercise) [193]. The availability of relevant knowledge (e.g., expertise) [364], the
lack of cognitive resources (e.g., workload, stress) [242] or habits (e.g., context, personal-
ity) [361] are all exemplar factors that can condition the triggering of anomalies.

Behavior: Behavior is the output of the cognitive process (e.g., the decision to click a link).
The last behavior can serve as a new stimulus and initiate a new cognitive cycle.

Substrate: The substrate represents the computational architecture on top of which the build-
ing blocks run [146]. The main components are described at the bottom of Table 3.2. The
cognitive framework operates on a substrate made from the Long-Term Memory (LTM)
and Working Memory (shaded in Fig. 3.1). These two components comprise multiple
processing and memory sub-modules and constitute a ‘workbench’ for mental processes
[33, 146]. The Central Executive (CE, not present in the figure for readability) is
responsible for the coordination of mental processes, control of selective endogenous atten-
tion and inhibition of automatic responses [33].

3.3. Cognitive analysis of SE attacks

To illustrate the framework and its applicability to a range of SE scenarios, we apply it to
model two SE attacks simulated in academic experiments [61, 256]1 and two real SE attack
cases from the literature [15, 47] of varying ‘sophistication’. This illustration showcases how
both real and synthetic SE attacks can be interpreted and broken down using the proposed
cognitive framework, similarly to the what is done in [84]. The symbols used through the
description of SE attacks are shown in Table 3.3.

3.3.1. Breakdown of two SE academic experiments

1The example in [61] refers to the work carried out in Chapter 5.
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Table 3.3: Notation

Symbol Description Examples

𝑋 stimulus message, picture, result of actions, etc.

𝛾 attribute of
stimulus medium, features of text and images, etc.

𝛼 , 𝜃 parameters attack and target parameters
𝛼𝑝, 𝜃𝑝 personal age, gender, education, trust propensity, etc.
𝛼𝑤 , 𝜃𝑤 work years of service (YoS), role, domain, tasks, etc.
𝛼𝑠, 𝜃𝑠 setting relevant goals, concurrent events, event time, etc.

𝑌 behavior any action as a response to stimuli and parameters
click, reply, download, etc.

𝑡𝑛𝑡ℎ stage current stage of the cognitive process

Parking fine phishing attack [256]

The first example is derived from a study on phishing susceptibility [256] and represents a
simple phishing attempt whose pretext is a parking fine issued by (allegedly) a local police
authority. The targets are nudged to click on a link in the phishing email; if this happens,
the attack is considered successful. A representation of the attack using our framework is
given in Fig. 3.2a and the verbatim text of the phishing email is provided in Appendix A.1
(Listing A.1).

Stimulus & Parameters: The email is the stimulus 𝑋 triggering the cognitive process of the
target. Oliveira et al. [256] explicitly implemented an authority persuasion technique in the
phishing email (modeled as the attribute of the stimulus 𝛾1 in Fig. 3.2a) and considered the
attack parameters age (𝛼𝑝1 ) and life domain (𝛼𝑠2) in their experiment design. However, other
parameters, such income, attention state, car ownership, etc., may also be relevant to the
cognitive process of the victim. For simplicity, we include here attack parameters 𝛼𝑠1=goal-
relevancy:exogenous (as the stimulus is likely unrelated to the focus of the target when receiv-
ing it), and 𝛼𝑝2=car owner:true (as the attacker assumes the target owns a car). These consid-
erations emerge naturally from the attack description and pretext respectively given in [256].

Perception: At this point, the target’s cognitive process automatically accesses past expe-
riences related to the stimulus (e.g., dealing with bureaucracy, money concerns, previous
decisions in similar contexts and associated emotions). The low specificity of the pretext is
likely to cause only few or vague perceptive associations in the target. This means that the
stimulus is likely to be only loosely linked to pre-existing memories due to the a-specificity
of the message.

Attention: As in the attack simulation run in [256] the subjects do not expect to receive the
provided stimulus, the pretext is unlikely to be linked to the current activity of the targets.
Therefore, in most instances of the attack the attention block will process the stimulus as
‘exogenous’ to the current setting, matching the attacker expectation defined in 𝛼𝑠1. There-
fore, the initial elaboration is likely to be influenced by the use of less resource-demanding



3

36 3.3. Cognitive analysis of SE attacks

Not complyClick link

medium:email

Low specificity of the
pretext likely leads to poor
contextual loading in WM.
Specific parameters (e.g.
ownership of a car)
indirectly conditions
available memories to be
loaded.

Exogenous ( )

Heuristics Anomalies
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Figure 3.2: Examples of SE attacks from literature.

heuristics.

Elaboration: The attack implements the persuasion technique ‘authority’ (𝛾1), exploiting
the associated cognitive bias to increase the chances the target will comply with the email
[73]. As shown in [256], authority is particularly effective when related to the legal domain
and against young people, which are represented in our framework by attacker parameters𝛼𝑠2
and𝛼𝑝1 . Matching these parameters to the actual subjects receiving the stimulus will increase
the chances the target will employ heuristic processing once directed here from theAttention
block. On the other hand, the elaborationmay occur with a higher amount of resources if an
anomaly is detected. For example, if the subject does not own a car, i.e., there does not exist
a target parameter matching 𝛼𝑝2 , an Anomaly is likely to engage more WM during elaboration
(akin to re-reading a sentence that does not make sense at a first glance). Additional anoma-
lies may be caused by the detection of a ‘suspicious’ URL in the email (e.g., as influenced by
a subject’s technical knowledge, a possible parameter in 𝜃𝑝), or of an unknown sender.

Behavior: The attack succeeds if the target clicks the provided link, as per study design. In
a real-world scenario, a new stage may be necessary to complete the attack (e.g., a phishing
web page where to insert user credentials).

Discussion: This attack is rather unsophisticated as it relies on the fortuitous matching be-
tween attack and target parameters. The cognitive processing described in the Elaboration
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step points out that mismatches between the parameters and the pretext may cause anoma-
lies in the system that move the execution to the more cognitive intensive processing, which
will lead to the failure of the attack. We note that the framework structure forces the identifi-
cation of parameters (e.g., for attention and anomalies) that are not explicitly included in the
original experiment design. This suggests that our conceptualization may be useful to iden-
tify factors (and limitations) in an experiment design; for instance, 𝛼𝑝2 can be a confounding
variable in the attack.
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Tailored phishing against organizations [61]

The second example concerns a study on tailored phishing against a university and a con-
sultancy company where a bogus organization department asks employees to update their
holiday schedule (this example refers to the work of Chapter 5). The pretexts are carefully
designed to mimic internal communication patterns and cognitive exploits are employed to
enhance the efficacy of the attack [61]. The targets are nudged to click on a link and enter
their credentials on the fake company page; only submissions to the fake portal are consid-
ered as successful, making this a two stage attack. To capture this, we represent the stage
in which a stimulus is used and write 𝑋𝑡𝑖 to denote the stimulus used in the 𝑖-th stage of
the attack. A representation of the attack using our framework is given in Fig. 3.2b and the
verbatim text of the phishing email is provided in Appendix A.2 (Listing A.2).

Stage 1

Stimulus & Parameters: The email is the first stimulus triggering the cognitive process of
the target (𝑋𝑡1 in Fig. 3.2b). [61] tests four persuasion techniques: Authority, Scarcity, Con-
sistency and Liking, represented as an attribute of the stimulus (𝛾𝑋𝑡11 ). Additionally, every
persuasion technique is enhanced with three notification methods: extended Contact infor-
mation, Personalization towards the target and extended Subject line (𝛾𝑋𝑡12 in Figure 3.2b).

The considered attack parameters are job position (𝛼𝑤1 : junior, senior and support staff) and
affiliation (𝛼𝑤2 : university and company) which are the control variables as per experiment
design. Other parameters, such attention state, work load, time of the day etc., may also
be relevant to the process. We include here attack parameters 𝛼𝑠1=goal-relevancy:exogenous
(as the stimulus in the first stage, at 𝑡1, is likely unrelated to the focus of the target when
receiving it), and 𝛼𝑠2=daytime:11AM (as the attacker assumes to hit a larger audience during
the beginning of a work day). These considerations emerge from the experiment design and
description given in [61].

Perception: In this stage the target’s cognitive process automatically accesses past experi-
ences related to the stimulus (e.g., dealing with organization matters, previous decisions in
similar contexts and associated emotions). The rather high specificity of the pretext is likely
to link perceptive associations in the target to relevant processes the subject is used to within
the organization.

Attention: No assumptions on the subjects expecting or not expecting to deal with updat-
ing their holidays schedule in that time frame are provided in [61]. However, the pretext
is unlikely to be linked to the current activity of the targets as scheduling holidays is a spo-
radic activity. Therefore, in most instances of the attack, the attention block will process the
stimulus as ‘exogenous’ to the current setting. Hence, a low amount of cognitive resources
is likely to be allocated to the initial elaboration of the stimulus.

Elaboration: This attack implements various persuasion techniques (𝛾𝑋𝑡11 ), which exploit
the associated cognitive biases to push the target to complete the decision-making process
heuristically [73]. Following the experiment design in [61], the effect of these heuristics is
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enhanced by their placement in the email (e.g., subject line, contact information, or signa-
ture), 𝛾𝑋𝑡12 . On the other hand, the elaborationmay occur with a higher amount of cognitive
resources if an anomaly is detected, for example, when the subject has already completed a
vacation schedule or the pretext does not apply to the target at all. For instance, as reported
in [61], interns were ‘immune’ to the pretext due to their temporary position. Additional
anomalies may be caused by inconsistencies with the usual communication patterns at the
organization (e.g., as influenced by the subject’s experience, e.g. 𝜃𝑤 : senior).

Behavior: The first stage succeeds if the target clicks the provided link and the second stage
begins (𝑡2) with the phishing web page being displayed. Percepts and decisions made within
this stage are retained and influence the target parameters and processing of the next stage
(𝑡2).

Stage 2

Stimuli & Parameters: The second-stage begins with the website (𝑋𝑡2) led to by the link in
the email. We consider the page URL (𝛾𝑋𝑡21 ) as a relevant attribute for the processing the this
new stimulus, since the attackers actively masqueraded the URL to look like legitimate [61].
The security knowledge of an employee can be represented with 𝛼𝑤3 to represent whether
training has been administered.

Perception & Attention: Similarly to 𝑋𝑡11 , context is maintained with additional percepts
concerning the displayed web page, like page contents and layout. We assume the attention
deployed in this stage to be endogenous 𝛼𝑠1 because the subject may be actively engaged with
the stimulus and have a defined goal in the WM at this point of the attack.

Elaboration: Although endogenous control is exerted, the exact replica of the page layout
and design should accommodate the heuristic processing as the usermay be habituated to lo-
gin to the organization’s portal [357]. However, an anomaly can be generated by processing
the URL bar of the browser, or due to discrepancies with any other relevant previous percept
or memory regarding the present stimulus (e.g., page formatting, ‘lock’ in the url bar, etc.).
On the other hand, these effects also depend on previous knowledge of the user regarding
general Internet security practices, possibly as influenced by received training (𝛼𝑤3 ).

Behavior: At this stage, the attack is successful if credentials are submitted in the bogus web
portal.

Discussion: Unlike the previous case, the examined SE attack implements a tailored context
for the targets in terms of a higher amount of conceivablymatching work parameters. The in-
vestigators employ a set of persuasion techniques and delivery methods to favour heuristics-
driven elaboration and increase the odds of success. The framework’s explicit representation
of anomalies allows to reason on the effects of a highly specific pretext on targets’ cognitive
processes: the 𝛼𝑤2 parameter (university vs. company) leads to different outcomes with re-
spect to 𝛼𝑤1 (junior vs. senior vs. support) where the lack of knowledge of internal organiza-
tion processes makes junior employees less capable in identifying anomalies in the commu-
nication [61]. Further, the two-stage break down of the simulated attack canmake it easier to
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isolate factors that may not have been considered during the experiment design: what is the
influence of a mimicked URL versus a random one with the chosen pretext and parameters?

3.3.2. Breakdown of two real SE attacks

NGO spear-phishing [47]

This example is a tailored spear phishing attack against an NGO, where the email replays
an actual announcement about a conference in Geneva and was edited by the attacker to
indicate that all fees would be covered by the organizers and encourages to open an attach-
ment [47]. A representation of the attack using our framework is given in Fig. 3.3a and the
verbatim text of the phishing email is provided in Appendix A.3 (Listing A.3).

Stimulus & Parameter: The email pretext clearly revolves around the human rights topic
in the context of NGOs and is anchored to two specific themes regarding the Uyghur pop-
ulation and a conference in Geneva. In particular, the attacker assumes the subject’s work
parameters (𝛼𝑤) to map the professional context at a given NGO, and the setting parameters
to represent the assumed attentional state (𝛼𝑠1), the conference date (𝛼𝑠2) and the time of the
day when the email is sent, to reflect working hours (𝛼𝑠3). The stimulus’ attributes comprise
the impersonation of the sender (𝛾1) and an invitation with covered costs (𝛾2) (a trigger for
the reciprocity persuasion technique commonly used in advertisement [73]).

Perception: Given the high specificity of the stimulus, perception will yield the loading of a
rich context in subjects that match the parameters. A rich set of percepts and cached compu-
tations provides the attacker with a wider attack surface, e.g., to trigger biases and to exploit
heuristics related to that context.

Attention: We have no information on whether the targets are focused on actions related
to that specific stimulus when it is processed; from the discussion provided in [47], we as-
sume exogenous attention for most targets, which fosters the use of Heuristics later during
elaboration in Fig. 3.3a.

Elaboration: Three evident features of the loaded information aim to exploit the Heuristic
processing: (i) citing different organizations and topics that the target presumably encoun-
ters frequently (𝛼𝑤1 , 𝛼𝑤3 ) exploits the availability heuristic; (ii) the invitation itself (𝛼𝑠2) and
the covered travel costs (𝛾2) appeal to the reciprocity heuristic; and (iii) the detailed contact
information provided in the email boosts the validity of the messenger as an authoritative
source (𝛾1, 𝛼𝑤2 , 𝛼𝑤3 ). These and other attack parameters (e.g., 𝛼𝑠3) aim to facilitate as much
as possible the reliance on Heuristics and compete against any other cue that might cause
an anomaly or mismatch, like an inaccurate conference date (𝛼𝑠2) or anomalous timing for a
work-related email from that source (𝛼𝑠3).

Behavior: The attack succeeds if the target decides to open the attachment as it contains an
exploit leading to malware execution.

Discussion: A critical feature of this SE attack is the specificity of the pretext in relation to
the experience of the targets. For example, a match of attack parameter 𝛼𝑠2 (i.e., whether the
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Figure 3.3: Examples of SE attacks from real-word scenarios.
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target has registered to the conference) with the actual experience of the target would likely
positively reinforce the heuristic judgment. Importantly, were these parameters wrongly
calibrated by the attacker, an anomaly would be likely triggered, causing more resources to
employed for processing, thus thwarting the attack altogether. The attack flow shows that,
unlike the first example (Sec. 3.3.1), a tailored pretext requires a large set of baseline param-
eters aligned with the target’s context to enable the attack in the first place, similarly to what
is discussed in [132]. When this necessary requirement is achieved, the attacker can further
develop the attack (e.g., including cognitive exploits like in the second example, Sec. 3.3.1),
to keep the victim’s processing anchored to Heuristics. Whereas a large attack parameter
space increases chances of success when well calibrated, the framework suggests that this
also increases chances of mismatch, which may backfire and lead to attack failure. With this
representation at hand, our framework can potentially enable the design of an ordinal metric
to sort similar attacks in terms of matching parameters, amount of knowledge on the targets,
akin to [281], and usage of cognitive exploits, e.g. [347].

LinkedIn multi-stage attack [15]

The last example is the case of a highly-targeted spear-phishing campaign against non-US
white collar workers on LinkedIn [15], who are offered an appealing job position in the US.
Prospect candidates applying for the job are first asked to provide documents and personal
details (including a copy of their passport for VISA reasons), and then a payment for the
anticipated (fake) traveling costs. Fig. 3.3b shows the application of the model and the at-
tacker messages are provided in Appendix A.4 (Fig. A.1 and Listing A.4). This attack evolves
through three stages (𝑡1−3), in which different messages are exchanged with the target.

Stage 1

Stimulus & Parameters: The initial stimulus 𝑋𝑡1 is the job offer post the subject is actively
engaged with, i.e., the task is in her goal stack (represented by attack parameter 𝛼𝑠1). The
stimulus is tailored for a precise set of subjects, that is, experienced managerial workers not
located in the US (represented by attack parameters 𝛼𝑤1−3). The communication medium
(i.e., LinkedIn) is represented by the stimulus attribute 𝛾𝑋𝑡11 .

Perception & Attention: In the perception step, a specific and rich context is retrieved and
readied to processing. Since the percepts and loaded associations are assumed to be goal-
related, 𝛼𝑠1, endogenous attention is likely triggered. Therefore, the elaboration will likely
make use of more cognitive resources.

Elaboration: While using more WM, the target’s cognitive resources are focused on the job
post, this engagementmay last only for a limited time period: the stimulus is delivered on the
LinkedIn platform, a trusted source for job postings, and the job description is well curated
and points to an existing website matching the LinkedIn company profile of the company
advertising the job posting. These attributes of the stimulus all act in unison as ‘heuristics’
for legitimacy, pushing execution towards heuristic processing. Further, the job description
advertises attractive job conditions and benefits, including insurance, leave periods to visit
family abroad (after moving to the US), and a company car, further reinforcing biases.
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Behavior: This stage of the attack succeeds if the target decides to apply for the job posi-
tion. The decision and associated judgments made with the resource intensive WM (𝑌𝑡1) are
automatically stored in LTM, and will be made available for later use.

Stage 2

Stimulus & Parameters: In the second stage of the attack (𝑡2), the applicant is contacted
via email (Listing A.4) with high promises (confirmation of eligibility, highlighting the im-
portance of the role and explanation of the benefits) and low perceived costs (request to
provide IDs for VISA/application). In this stage, the communication medium is an email,
represented by stimulus attribute 𝛾𝑋𝑡21 .

Perception & Attention: When stimulus 𝑋𝑡2 is processed in Perception (at 𝑡2 in Fig. 3.3b),
previous experience, decisions and associated judgments (𝑌𝑡1) are recalled from LTM. These
are key aspects to foster deception in this and later stages of the attack as they produce rein-
forced schemas based on previous experiences that the target will rely on to form upcoming
judgments and decisions. The stimulus is still goal-related and, thus, endogenous attention
is allocated, leading to a higher usage of WM.

Elaboration: The loading of the percepts in the previous step enables a set of heuristics re-
lated to the previous, implicit commitment made in the first attack stage. This is well aligned
with the attacker’s objective to keep the processing as much as possible towards usingHeuris-
tics, where 𝑋𝑡2 can exploit a number of cognitive biases. The foremost bias exploited in 𝑋𝑡2
pushes the subject to remain consistent with their previous decisions (𝑌𝑡1) [73]. Additionally,
Social proof, Scarcity and Authority can be exploited by the attacker, with the latter two sup-
ported by attack parameter 𝛼𝑠2 (i.e., little time ahead of the interview), and stimulus attribute
𝛾𝑋𝑡11 (i.e., a trustworthy source) respectively. At this point, unless an anomaly is triggered,
the heuristic processing reaches a decision whether to continue with the application.

Behavior: This stage of the attack succeeds if the target decides to send the required doc-
uments (note that the attacker can already extract value from the attack in the form of ID
theft from the passport scans and submitted subject details). As in stage 1, the decision and
associated judgments of this stage (𝑌𝑡2) are also stored in LTM for later use.

Stage 3

With the increasing strength of percepts characterizing target’s previous commitments (𝑌𝑡1
and 𝑌𝑡2), the attack enters in its third and final stage (𝑡3) in which a payment is requested
(cf. bottom of Listing A.4). Stimulus 𝑋𝑡3 is processed as in the previous stages, now with
added support toHeuristics in form of Consistency (with 𝑦𝑡2) and Scarcity biases. The latter
is achieved by setting the date of the alleged interview relatively close to when the commu-
nication happened (𝛼𝑠2) – and with the requirement of getting a VISA in time despite the
upcoming Christmas vacations. At this point, the most relevant anomaly that may jeopar-
dize the decision to comply are the travel constraints (the requirement to book through the
affiliate travel company). If the commitment to undertake a positive decision overcomes the
costs of compliance [15], the target will most likely comply with the attacker’s request and
send the payment (𝑌𝑡3).
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Discussion: We showed how the model allows one to consistently break down complex at-
tacks into essential steps characterizing the target’s cognitive processing of the attack. By
highlighting the interaction of multiple stages, we can study the effects of the attacker’s strat-
egy, such as the trade-off between target commitment and (escalating) attacker requests (e.g.,
to define when best to advance a payment request as opposed to asking for additional per-
sonal details). We also observe the tactics used to elicit new information, such as applying
the Social proof persuasion technique in the second stage to gain a stronger ‘foot hold’ on
the target’s side (i.e., it is usual business for large companies to arrange travel and ask for
documents). It is worth noting that these considerations are in line with the art of deception
whose aim is to reduce suspicion in the target’s mind [233, 321]. Importantly, studying the
means by which a target’s processing flow can be deviated from the processing ‘desired’ by
the attacker may open the way to new training techniques or decision support systems, for
example actively detecting the ‘escalating’ nature of complex SE attacks as revealed by the
proposed framework.

3.4. Discussion

3.4.1. Implications for research
We expect the framework to be used by researchers to systematically identify shortcomings
of simulated attacks and experiments, such as isolating factors that are difficult to recognize
without a reference to the features of human cognition (e.g., spotting anomalies), and when
constructing pretexts and keeping track of targets’ context (e.g., thematching of parameters).
The framework can be applied to studies that simulate SE attacks tomap the effects ‘modeled’
in the experiment design (i.e., what the study aims to investigate) on the components of the
cognitive framework. The framework might aid research over several dimensions:

The parameter space, to assure themodelling of a realistic attacker that canmatch ormeasure
the attack and target parameters, as well as factors concerning the context of their targets
that may influence the outcomes (e.g., exogenous or endogenous attention due to subject
variables). Similarly, pre-existent memories and experiences may be employed in empirical
settings to evaluate the effects of percepts (in the ‘perception’ block) on the unfolding decision-
making.

Stimulus engineering over pretext and attributes. The engineering of an artifact goes beyond
the mere presence of triggers for cognitive biases, and considers additional features such as
the effect of the message medium on perception. For example, emails are often associated
to phishing, while LinkedIn posts may not. What are the expected interactions between the
stimulus attributes, and the characteristics of the receiver (subject parameters)?

Attack execution and effect measurement. The framework might help in identifying the key
modulating aspects impacting the execution of the attack, for example what type of central
attention is expected in the subject when delivering the artifact. The iteration and modifi-
cations of attack/subject parameters in multi-stage attacks can also be ‘modelled’ following
the proposed framework: whereas no formal empirical work has been carried out to date
on this aspect, the conceptualization proposed by our model shows that, as in the LinkedIn
attack example, multiple target-attacker interactions can significantly modify the parame-
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ter space across attack stages. The framework might further help researchers in structuring
post-experiment measurements, for example by means of surveys, to assess the effects of
the attack/stimulus at the different levels of a target’s cognitive processes. These include the
usage of heuristics, detection of anomalies, but also the possible presence of percepts and
memories that affect the computation.

Designing and assessing defensive policies and training. Training activities can be aimed at dif-
ferent levels of a cognition process. For example, from identifying known biases to increas-
ing the chances of an anomaly triggering. Defensive policies might further benefit from this
conceptualization by investigating if and how the subject or organizational parameter space
can be tuned to increase the chances for anomalies to occur. For example, by introducing
specific target parameters (e.g., language) in everyday communication patterns inside the
organization that are not easily matched by outsiders, or that is incompatible with the trig-
gering of innate biases (e.g., authority).

3.4.2. Implications for practice
The application of the framework to sophisticated attacks against NGOs and LinkedIn users
revealed that the analysis of complex attacks can be simplified and structured to analyze
and compare different attacks, their techniques, and execution conditions. We expect that
breaking down sophisticated attacks can help to get insights on the causes behind their effec-
tiveness and to devise new detection methods. For example, during the analysis of security
incidents, by including potential target-related contextual variables affecting their decisions
and behavior in an attack. From a threat intelligence point of view, the forced identification
of parameters of an attack, and the match thereof, might help devise risk metrics for dif-
ferent typologies of attacks, for example, based on their level of sophistication. Identifying
parameters of an attackmay be especially relevant when dealing with internal threats, like ex-
employees or undetected compromised accounts, since insider information can be exploited
to carry out effective attacks [7]. Importantly, the breakdown of real attacks is expected to
facilitate researchers and practitioners alike to keep track of innovative or previously unseen
attack techniques, contextualizing and isolating those in the overall cognitive process, open-
ing the way to better training, policies, and research targeted at measuring related effects.
Finally, our framework can be useful when designing security systems to reduce the oppor-
tunity for cognitive shortcomings to trigger undesired behaviour, similarly to procedures
used in design and human computer interaction [84].

3.5. Related Work

Systematic attempts to explore and characterize SE attacks through the lenses of cognition
are so far unstructured and limited in number. Our goal requires a framework able to capture
attack characteristics and cognitive features at a sufficiently high level of abstraction in order
to be applicable to virtually any SE attack. At the same time, the scope of such a framework
needs to be neither too narrow nor too broad to include the relevant features of a SE attack
while not being so general as to be unspecific to the relevant SE constructs. To the best of
our knowledge, only a few works provide a framework related to human cognition which is
applicable to study and analyze SE attacks, albeit at various levels and with different scopes:
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Cranor [84], Dolan, Hallsworth, Halpern, King, and Vlaev [98], Montañez, Golob, and
Xu [238], Tetri andVuorinen [332]. Table A.1 in Appendix A presents a detailed comparison
between the features covered in this framework and the other identified frameworks.

Montañez, Golob, and Xu [238] map a selection of short- and long-term human factors af-
fecting a subject’s susceptibility to SE attacks, such as workload, experience, knowledge, and
culture, on a basic and high-level framework of human cognitive functions, that is, memory,
perception, attention, and decision-making (including heuristics). Cranor [84] proposes a
framework for reasoning on the root cause of security failures attributed to human error in
the loop of a (computer) system, based on theCommunication-Human Information Process-
ing (C-HIP) model from the warning science literature [83]. The MINDSPACE framework
proposed by Dolan, Hallsworth, Halpern, King, and Vlaev [98] is a framework for public
policy-making that summarizes the most robust influences for behavior change across a va-
riety of contexts. Elements of the MINDSPACE framework that concern how behavior can
be influenced includemessage characteristics, contextual variables (e.g., themessenger), and
features of automatic processes of judgment, such as priming, salience, and heuristics. Tetri
and Vourinen [332] introduce a conceptual framework for SE that aims to extend the study
of persuasion in SE attacks to include additional parameters of the targets and environment,
such as organizational settings and security policies.

The framework presented in Montañez, Golob, and Xu [238] is the closest to the framework
described in this chapter, as both are grounded on existing theories of cognition and share
a similar structure and mechanisms of cognition. The scope of the framework in [238] con-
cerns a high-level application of principles from the cyber-security domain on the cognitive
psychology field, such as the influence of cognitive factors, memory, and attacker effort on
behavior. However, due to the lack of an explicit mapping to SE attacks, this framework
would leave room for interpretation on how to instrument it to carry out an analysis of var-
ious SE attacks and, therefore, unsuitable for our purposes. In contrast, the current frame-
work has been specifically proposed to analyze real and simulated attacks from the literature
and evaluate research results by decomposing and comparing different SE attacks in terms
of cognitive features. Similarly to our framework, Cranor [84] describes the processing of
information by a human receiver whose behavior is dependent on a set of processing steps
and mechanisms, personal and environmental variables. However, the scope of their work
is to facilitate the design of secure systems that rely on humans, such as an anti-phishing tool
providing warnings, with an explicit focus on comprehension and retention of knowledge.
Instead, our framework aims to contextualize SE attacks from the point of view of cognition
where the received inputs and processing steps are related to the attack itself. For example,
knowledge retention and transfer are keymechanisms in [84] whereby a human receiver that
processes warnings, such as of an anti-phishing tool, applies this knowledge to future warn-
ings; however, they are not central to the processing of SE attacks. The application of our
framework to real SE attacks shows that this framework is able to capture the main aspects
concerning knowledge retention and transfer that are relevant to the study of SE attacks. The
remaining frameworks related to human behavior and/or cognition aspects [98, 332] either
do not relate those aspects to SE attacks [98], or focus on a narrow set of cognitive features,
such as parameters or persuasion techniques [332]. By contrast, attack characteristics and
cognitive processes are the key elements of the framework proposed hereby.
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In Table 3.2, we show that the features considered here are necessary to characterize and
analyze SE attacks. This is supported by our analysis of the identified frameworks related to
human cognition that can be applied to study SE attacks and, in general, to the cyber-security
domain. Indeed, as shown in Table A.1 in Appendix A, all cognitive features relevant to SE
attacks have been covered by at least one identified framework other than the current. Yet, no
framework (except ours) covers all the relevant features, making them less suitable to evalu-
ate and contextualize research results. Overall, the levels of abstraction in the different works
vary to a point where some are too low-level to represent any SE attack, and other have either
a too narrow scope to capture relevant SE features, or only partially overlap with the domain
of social engineering. For example, the framework in [238] can virtually accommodate any
SE attack, but it lacks mechanisms to sufficiently characterize them; the framework in [84],
on the other hand, describes a rich set of processing steps and factors, but the scope only par-
tially overlaps with SE; the framework in [98] is too broad and barely overlaps with SE, and
the framework in [332] focuses on a narrow set of SE characteristics. Thismakes it difficult to
use any of the discussed frameworks to analyze SE attacks in the context of human cognition.

3.6. Conclusion

In this chapter, we presented a cognitive framework to dissect and characterize SE attacks.
The framework is based on well-established theories and models of human cognition drawn
from the field of cognitive sciences, such as the Working Memory model and Dual-process
theories. The relevant cognitive processes are mapped to the SE domain allowing us to re-
late effects and attack techniques to specific cognitive features and processes of the targets,
for example, linking perception or attention to the conditions of an attack. The framing of
attack parameters (i.e., attacker assumptions on the target) and target parameters (i.e, char-
acteristics defining the target and their context), and the match thereof, provide a structure
to reason on the tailoring degree of the attacks and the related effects, such as the influence
of pretext on the target’s decision making. We showcased the proposed framework against
four attacks (from realistic to real, and from general to highly-targeted), illustrating its ap-
plication both for experimental design (or empirical SE research), and as an instrument to
characterize SE attacks in the wild.

As outlined in the Chapter 1, the lack of a structured understanding of socio-technical as-
pects of the SE domain makes it difficult to interpret and compare experimental results. The
work presented in this chapter, therefore, serves as an instrument for the characterization
of the SE attack surface, and to evaluate and contextualize research results. This provides a
contribution toward answering RQI. In the next chapter (Chapter 4) we employ the frame-
work to answer RQII, enabling us to identify gaps and open research questions in empirical
SE research.





4
The vastness of SE attack surface:
gaps between human cognition

and empirical research

T he interdisciplinarity of the SE domain creates crucial challenges for the development
and advancement of empirical SE research, making it particularly difficult to identify

the space of open research questions that can be addressed empirically. This space encom-
passes questions on attack conditions, employed experimental methods, and interactions
with underlying cognitive aspects. As a consequence, much potential in the breadth of ex-
isting empirical SE research and in its mapping to the actual cognitive processes it aims to
measure is left untapped. By means of the framework presented in Chapter 3, we carry out a
systematic review of 169 articles investigating overall 735 hypotheses in the field of empirical
SE research, focusing on experimental characteristics and core cognitive features from both
attacker and target perspectives (see RQII). Our study reveals a series of open gaps in relation
to how SE attacks are reproduced in experiments and the coverage of the exploitable attack
surface by the current body of research, among others. Our findings on current SE research
dynamics provide insights into methodological shortcomings and help identify supplemen-
tary techniques that can open promising future research directions.

This chapter is originally published as P. Burda, L. Allodi, and N. Zannone, “Cognition in Social Engineering Em-
pirical Research: a Systematic Literature Review”, In Transactions on Computer-Human Interaction (ToCHI), ACM,
2023
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4.1. Introduction

Humans are a critical component of any computer system and, as such, are part of a system’s
attack surface. The ‘human vulnerabilities’ exploited by SE attacks are ingrained in human
cognition and, as they are shared across all ‘human targets’, these vulnerabilities represent a
rather stable attack surface, allowing attackers to avoid the complexity and costs associated
with deploying malware-based attacks [14, 147, 238]. Whereas a number of surveys have
already extensively analyzed defense methods against SE attacks [121, 147, 286, 303], a com-
prehensive overview of studies analyzing the SE attack surface is still missing. Critically, a
clear empirical understanding of the overall attack surface is necessary to design and test
defensive techniques effective against emerging SE attacks.

In Chapters 2 and 3, we observed an increasing sophistication of the techniques adopted
by attackers to exploit human-based vulnerabilities, moving away from simplistic phishing
campaigns targeting the ‘mass’ of Internet users, into tailored multi-step attacks leveraging
target weaknesses and target-specific information. [15, 39]. These attacks are often tailored
against specific organizations or groups of people, exploiting the specificity and character-
istics of their targets [47, 148]. Therefore, research in this area needs to capture multiple
perspectives from a variety of disciplines, such as cognitive and social psychology, to grasp
the nuances of interactions between the technical aspects of an attack and the cognitive di-
mensions characterizing its human element. However, as seen in the previous chapters, the
interdisciplinarity of the SE domain makes it particularly difficult to identify gaps and open
research questions as well as to interpret experimental results [15, 147, 332, 368]. Efforts
to study the cognitive aspects related to the SE domain are so far relatively unstructured,
which hinders a coherent interpretation of cognitive effects, replication of experiments, and
evaluation of gaps.

In this chapter, we present a systematic review of 169 research articles in the field of em-
pirical SE with the aim of identifying and characterizing open gaps between the features of
human cognitive processes and empirical research in SE. We employ snowball sampling on
an initial collection of relevant literature obtained from the Scopus database and employ the
cognitive framework of Chapter 3 to derive the foundational cognitive dimensions evaluated
by the extant literature. Our criteria cover the experiment setup, the characteristics of the
simulated SE attack, the target’s cognitive processes and characteristics, and the interactions
between such variables.

Our study shows thatmost experiments only partially reflect the complexity of real SE attacks
and investigate only a small portion of the overall attack space (e.g., single-step-mono-modal
attacks, as opposed to more sophisticated – and increasingly more relevant [15] –multi-step-
multi-modal attacks). Moreover, our review reveals that the exploitable SE attack surface
appears much larger than the coverage provided by the current body of research. For exam-
ple, despite their high relevance for both attack design and defense, factors such as targets’
context and cognitive processes are often ignored or not explicitly considered in experimen-
tal designs. Similarly, the effects of different pretexts and varied targetization levels (i.e., to
what extent an attack was adapted to the recipient) are overall marginally considered. We
find that the literature is overall focused only on a few experimental setups, it lacks a common
reference for attack targetization and the experimental outcomes are rather inconsistent in



4. The vastness of SE attack surface

4

51

defining when a SE attack is deemed successful. These issues limit the explanatory power of
results, the reproducibility of experiments, and the innovation of experiment designs. Based
on our findings, we report promising, interdisciplinary future research directions, as well
as still-untapped resources for the design of innovative experiments and effective defensive
mechanisms.

The chapter is structured as follows: Section 4.2 introduces a brief background on empirical
approaches adopted in SE research relevant to the analysis. Section 4.3 describes ourmethod-
ology for data collection, lays out the research sub-questions, and derives the criteria used
in the analysis. Section 4.4 presents the results of the analysis and Section 4.5 discusses our
findings.

4.2. Background and Related work

4.2.1. Empirical approaches adopted by SE studies
The study of cognitive processes in the SE context is typically carried out through experi-
ments that aim to reproduce real attacks and measure the emergent behavior of the involved
participants. A participant’s behavior is the result of their cognitive process influenced by
the attack stimuli as well as their cognitive and contextual characteristics. Therefore, these
constitute essential factors to be measured, controlled, or evaluated in the experiment.

Different types of experiments have been conducted to study the effects of SE attacks, ranging
from field and laboratory experiments to observational studies. The choice of the experiment
type usually depends on the scope of the study and availability of resources: if environmen-
tal variables are of interest, a field experiment may be more apt to study their effects on
behavior, whereas a laboratory experiment allows researchers to isolate variables that are
too difficult or impossible to control otherwise. Field experiments, such as unannounced
embedded phishing training [193], are carried out within the natural environment of the
participants, to retain ecological validity. Laboratory experiments are, by contrast, used to
measure the effects of specific contextual factors, such as user interfaces [322], or factors
related to cognitive processes, such as participants’ gaze [234]. However, the outcome of lab-
oratory experiments may not be easily generalizable to real-world settings, notably due to
ecological constraints. Observational studies involve the (retrospective) observation of the
effects of risk factors or treatments, such as in case-control or cohort studies [16], where any
independent variable is out of the control of the investigators. Other types of experiments
commonly adopted in empirical SE research are surveys and interviews, either by themselves,
e.g. [96], or complementary to lab and field experiments [378]. These study types are partic-
ularly relevant when an effect cannot be observed directly, for example, the rationale behind
the detection of an anomaly [378] or decision making [360].

The process to set up an experiment largely matches that of real attacks (cf. Section 2.1 and
Fig. 2.1). In the preparation phase, researchers define the experiment objectives and the hy-
potheses to be tested and, based on them, determine control variables (i.e., independent vari-
ables used to control for confounding effects), treatments (i.e., independent variables that
are manipulated by the investigator), and outcome variables (i.e., dependent variables that
may be impacted by the independent variables). This usually involves identifying the rele-
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vant attack parameters along with the type of stimuli and their attributes to be used in the
experiment as well as determining the behavior of the studied targets to be measured. The
preparation phase also aims to identify the attack environment and potential victims. Thus,
this phase also emulates the reconnaissance phase of a real attack, in which the attacker iden-
tifies targets of interest, as shown in Fig. 2.1. The subject selection phase encompasses the
selection of the actual targets of the experiment, e.g., students of a university or employees
of a company, based on the identified attack parameters.

The artifact construction phase concerns the realization of the stimuli (and often involves
the deployment of the infrastructure) used in the experiments based on the attack parame-
ters and hypotheses to be tested. This might include, for instance, the implementation and
deployment of a phishing website where the targets should submit their credentials, thus de-
termining how the targets’ behavior is recorded (orchestration phase in Fig. 2.1). The stimuli
have to be constructed in such a way they reflect the objectives of the study and the modeled
threat. To this end, the artifacts may be adapted to the subjects and include cognitive ex-
ploits or other features. The adaptation of the artifacts to the targets is particularly critical
for the final outcome of an attack: experiments and real-world cases indicate that attackers
can leverage the information on targets to build tailored messages, achieving high success
rates both in absolute terms [15, 62] and relative to those of non-tailored attacks [63, 120].
The execution phase concerns the delivery of the stimuli to the targets; in the measurement
phase the experimenter measures the outcome of interest, typically in terms of participants’
behavior (e.g., clicks on the link, credential submissions) or other indirect effects.

4.2.2. Related Work
Previous research in the field of SE has been summarized in several literature studies, whose
focus ranges from an analysis of attack characteristics and victims’ underlying cognitive pro-
cesses to a review of the proposed defense techniques and of the performed experiment
designs. Pfleeger and Caputo [276] survey behavioral science findings relevant to cyber-
security, which partially cover cognitive process features, for example, elaboration and be-
havior. Darwish et al. [85] investigate the relationship between victims’ characteristics such
as demographics and personality traits (parameters) and phishing attacks, along with an
analysis of existing detection techniques. Heartfield and Loukas [147] propose a taxonomy
of semantic SE attacks along with their characteristics and review defense techniques, sim-
ilarly to Salahdine and Kaabouch [303] and Purkait [286]. Tetri and Vourinen [332] intro-
duce a conceptual framework for SE to analyze attack characteristics, parameters of targets
and setting, and the execution of SE attacks. Montañez et al. [238] map existing studies on
various aspects of SE attacks into a basic and selective framework of human cognition func-
tions and delimit their considerations to artifact construction, short and long-term cognitive
factors, attention selection, and behavior. Sommestand and Karlzen [320] analyze phishing
field experiments by looking at experimental variables, results (susceptibility rates), and ex-
periment design features, such as explicit hypotheses, control variables, etc. Finally, Franz et
al. [121] present a taxonomy of phishing interventions for usable security that comprehends
the design of training experiments, including the type of training, attack vectors, and some
contextual factors. The authors also review the user interaction problem that touches the
relevant cognitive processes, such as perception and elaboration.
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Table 4.1: Literature studies on Social engineering with their coverage ( means “covered”,G# “partially cov-
ered”,# “not covered”).
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Preparation # # # # G# # G# # G#  
Subject selection # # # # # #  # #  
Artifact construction # # # # G# # G# # #  
Measurement # # # # # # G# # G# G#

Table 4.1 presents a comparison between our literature review and other surveys. Only the
survey in [320] relates attack characteristics and cognitive processes, although only implicitly
and partially. By contrast, our analysis explicitly considers target and attacker perspectives
and relates them to each other, but without systematically analyzing the effect size on SE
susceptibility (we refer to Section 4.3.3 for the motivations underlying this choice). Other
literature reviews [238, 276, 332] focus on human behavior and cognition aspects, but do not
relate those to SE attacks nor examine aspects related to the experiment design. The survey in
[121] relates parts of cognitive processes and experiment design characteristics to SE attacks,
but focuses mainly on prevention and user interaction aspects. The other reported surveys
(i.e., [85, 147, 286, 303]) do not treat cognitive-related aspects nor look into the experiment
design.

4.3. Systematic Literature Review process

4.3.1. Research Questions

Our overarching goal is to advance the body of knowledge in the SE domain by identifying
and characterizing open gaps between the features of human cognitive processes and empiri-
cal research in Social Engineering. We refine RQII in a number of specific research questions
covering the empirical approaches adopted by SE studies (RQ1-4), and the studied cognitive
effect (R5 and related subquestions, and RQ6). The relation between the RQs and the over-
all process of attack engineering and experiment design covered by this literature review is
depicted in Fig. 4.1.
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Figure 4.1: Overview of the research questions (cf. with Figure 2.1).

Empirical approaches adopted by SE studies

We first explore the various empirical methods adopted in the literature to understand how
researchers reproduce the SE attack process described in Section 4.2 and the different as-
pects of real attacks that have (or have not) been covered with such methods. Although an
experiment design can be very nuanced, our aim is to capture the context of a study in terms
of used empirical methods, sampled population, artifacts, and their tailoring to the subject
population (reflecting ‘Attack characteristics’ in Table 4.1). The following question is aimed
to capture the empirical methods used in the SE literature:

RQ1 What empirical methods have been adopted to study cognitive effects in the SE literature?

A general limitation of experiments involving human subjects is the relation between the
sampled population and the external validity of results [304]. In the SE context, this is par-
ticularly relevant because experiment outcomes are largely affected by the characteristics of
the target population [61, 320]. The choice of the target population also reflects the subject
selection and reconnaissance stages of an SE attack process (see Fig. 2.1). This is reflected in
the following question:

RQ2 Which subject populations have been considered to sample targets in empirical SE liter-
ature?

Artifact engineering is a critical step of any SE attack (cf. Fig. 2.1); thus, the artifacts used
in an experiment play a crucial role in the understanding and interpretation of its outcomes.
For example, it has been shown that the success rate of SE attacks is largely influenced by the
stimuli type and media used in the attack [150, 209]. We therefore ask:

RQ3 What types of artifacts have been considered for the delivery of social engineering attacks
in empirical SE literature?

The tailoring of artifacts towards the targeted population (i.e., the alignment between attack
and target parameters, in terms of the cognitive framework presented inChapter 3) is becom-
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ing an increasingly common practice in real-world attacks [147, 303] and has been shown to
have a significant impact on the outcomes of SE experiments [132, 320]. The next question
aims to explore the relationship between the target population and phishing artifacts to shed
light on the study context and the level of attack targetization investigated in the literature:

RQ4 To what extent are SE artifacts tailored to the experiment subjects in empirical SE liter-
ature?

Cognitive features

Attackers are known to engineer their cognitive exploits, i.e., the construction of a believable
identity and pretext, to increase the effectiveness of SE attacks [15]. Therefore, the empiri-
cal investigation of cognitive effects is a necessary step for understanding the underpinning
mechanisms that lead to victimization.

The long-standing problem of why SE attacks work and the inability of current solutions
to neutralize such attacks have spurred researchers from information systems, human-com-
puter interaction, and computer security to explore and isolate human-related factors affect-
ing subject deception [88, 99, 380]. In Chapter 3, we have seen how these represent the “SE
attack surface” which encompasses the ways an attacker can deceive the target to accomplish
her goals and how it can be characterized along the dimensions of: stimuli attributes, target
characteristics, and the contextual situation around the target (personal target parameters,
work-related target parameters and setting-related target parameters, and cognitive processes;
refer to Table 3.2 for the description of each cognitive feature and Table 3.3 for examples
of target parameters). Our aim is thus to understand which factors of the SE attack surface
have been investigated in empirical studies to analyze SE attacks. This leads to the following
research question:

RQ5 Which cognitive features of SE attacks have been tested empirically in the SE literature,
and in which experimental settings?

This question can be further refined based on the features of the cognitive process presented
in Chapter 3:

RQ5.1 What stimuli attributes have been investigated?
RQ5.2 What target and contextual characteristics have been investigated?
RQ5.3 What effects on perception have been investigated?
RQ5.4 What effects on attention have been investigated?
RQ5.5 What effects on elaboration have been investigated?
RQ5.6 What types of behavior have been investigated?

On the other hand, effects at the level of a specific component of cognition may vary (e.g.,
being reinforced or neutralized) by the engagement of other components. These interactions
have been reported in previous studies, for example perceptionmanipulation leads to mixed
effects on behavior [174, 268] and elaboration [129]. These interactions are also affected
by the level of tailoring of artifacts [125, 150]. We, therefore, posit the following research
question:
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RQ6 What interactions between cognitive features have been studied in empirical SE litera-
ture?

4.3.2. Paper collection
To cover the wide and interdisciplinary SE landscape, we chose the Scopus database as the
initial data source. Scopus is a large multidisciplinary database covering published material
in the humanities and sciences. Compared to other databases (e.g., Web of Science), Scopus
is among the databases that index the highest numbers of unique articles in computer sci-
ence [67] and provides wide coverage of venues (journals ad conference proceedings) [106],
including most of the top tier venues on security (e.g., IEEE Security & Privacy, ACM CCS,
USENIX Security) and on human-centric security (e.g., ACM CHI, SOUPS).1 Additionally,
Scopus includes only peer-reviewed studies and offers a set of tools that allow one to limit the
search to titles, abstracts, and keywords, and to subject areas (e.g., computer science), thus
providing an efficient means for the lookup of relevant studies while keeping a high recall.

To answer the research questions presented in the previous section, we collected previous lit-
erature by building the following search query, which relates to social engineering, empirical
research, and cognition:

TITLE-ABS-KEY ((”social engineering” OR phishing OR scam*)
AND (empirical* OR experiment*) AND (cognit* OR psycholog* OR
behavi* OR persua* OR influenc*)) AND (LIMIT-TO(SUBJAREA, ”COMP”))

We derived the specified keywords from our research questions, and included keywords
phishing and scam to cover papers where social engineering is not mentioned explic-
itly.2 psychology is included because it is a concept closely related to behavior, while
persuasion and influence techniques are the main purpose of SE attacks. Finally,
empirical and experiment are related to RQ1-4. The search query was executed on
the Scopus database as of August 2021 on title, abstract, and keywords, and limited to papers
published until December 2020 in the Computer Science subject area.

To be included in the review, a paper must satisfy the criteria in Table 4.2. The third crite-
rion derives directly from RQ5 and is meant to cover aspects related to human information
processing and behavior. The fourth excludes works not considering SE attacks, e.g., studies
only focusing on training without a simulated SE attack. An example of a study that satis-
fies such criteria is a phishing susceptibility study written in English (1st criterion) where
simulated phishing emails are sent (2nd and 4th criteria) and relevant behavior measured
(e.g., clicking links in emails, 3rd criterion) [239]. A study that does not satisfy the criteria
is an evaluation of phishing detection algorithms (not satisfying the 3rd criterion) [348] or
a survey measuring the self-reported victimization and connected factors (not satisfying the
4th criterion) [69].

We applied snowballing to the papers retrieved from Scopus that met the criteria in Table 4.2

1From the best of our knowledge, the only top computer security venue not indexed in the Scopus database is the
Network and Distributed System Security (NDSS) Symposium.
2We did not observe any substantial differences when executing the query with more specific keywords such as
vishing, smishing, etc.
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Table 4.2: Inclusion criteria for the SE literature.

Inclusion (a paper must)

Be published in English
Be an empirical study
Use principles and techniques from cognitive
sciences as independent or outcome variables
Describe an SE attack

Query definition


Query execution
on Scopus


65 papers

Filtering on abstract,
title & full read

194 papers

Snowballing &
Filtering

169 papers

104 papers

to saturation

Figure 4.2: Paper selection process.

till saturation was reached, i.e., when the snowballing process yielded no additional papers.3
This ensures our paper sample comprises relevant papers that may not be covered by the
Scopus database and/or papers missed by the search query (e.g., due to the title or abstract
non including the required keywords). The references gathered with the snowball procedure
were looked up on Google Scholar and retrieved from the publisher’s website. The summary
of the whole procedure is shown in Fig. 4.2. The filtering step in the figure corresponds to
the application of the criteria of Table 4.2 on the title and abstract first and on the full read-
ing afterward. Similar articles by the same authors, such as conference papers extended into
journal papers, were excluded and only the latest more extended versions were included in
the literature review. Paper filtering and data extraction were performed by one of the au-
thors and, in case of uncertain or ambiguous cases, the authors iteratively discussed and
confronted until a consensus was reached. Out of the 194 papers initially found, 65 met the
inclusion criteria for the analysis and after the snowballing saturation and filtering cycles
additional 104 papers met the criteria, for a total of 169 papers included in the review.

4.3.3. Evaluation Approach

Empirical approaches

To characterize the study design (RQ1-4), we categorize the study types (i.e., field experiment,
lab experiment, observational study, survey, interview), population type (e.g., general public,
students, university staff, company employees), attack vectors or stimuli (e.g., email, voice,
social network) and the degree of attack targetization studied in the selected literature. Sim-
ilarly to [320], we classify attack targetization in: individual (I), population (P), and generic
(G) to denote whether the attack employs information about a specific individual or a cate-
gory of individuals. In addition, we use class (U) to denote that the provided information is
insufficient to determine the degree of targetization. We determine the degree of targetiza-
tion by analyzing the matching between the subject selection procedure (target parameter)
and the subject parameters assumed in the attack (attacker parameter). Specifically, we con-
sidered the stimuli and treatments (the content, relevant attributes, such as the sender or
pretext, and their variations) with respect to the intended recipients and the overall context
described in the study. Lab experiments have often been carried out in online environments,
such as crowd-sourcing platforms, and are broadly considered an extension of physical loca-

3When a paper references a paper stored in archives or in similar repositories, we checked whether the referenced
paper has been published in a peer-reviewed outlet and considered the peer-reviewed version for our analysis.
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tions [335]; therefore, we retain the label ‘lab experiment’ for such cases. In addition, many
field and lab experiments include one or more surveys (and possibly interviews) as part of
their data collection method. In these cases, we include the survey label in categorizing an
article when such survey measures a distinct dependent variable that relates to the cognitive
features, such as ‘susceptibility awareness’ [209] or ‘reasons for behavior’ [216], in contrast
to, e.g., only demographics [119].

Cognitive Features

The criteria used to answer RQ5 and RQ6 directly stem from the features of the cognitive
framework presented in Chapter 3. We apply the identified criteria to the experiment design
of the selected studies and focus on tested hypotheses and/or research questions. We con-
sider only quantitative or qualitative results that are explicitly reported in the results section
of the paper. Specifically, for each hypothesis/research question in a paper, we identify con-
trol variables, treatments, and outcome variables, and map them to the features of our frame-
work. As some variables (e.g., attributes of a stimulus) can be used to manipulate the cogni-
tive process further down the cognitive pipeline, we also capture indirect effects whereby a
manipulation can have cascading effects on other blocks (e.g., triggering a cognitive bias in
Elaboration). This allows us to map the effects ‘modeled’ in the experiment design (i.e., what
the study aims to investigate) on the components of the cognitive framework presented in
Chapter 3. We do not capture the directionality of effects, as a direct (and fair) comparison
is not possible, as it would require matching formulated hypotheses across different study
designs (including subject groups, the domain of application, and artifact implementation);
differently, in this study, we are interested in capturing the relation and mapping of these
hypotheses to the relevant cognitive features.

Overall, we identified 792 hypotheses, of which 57 were removed because not relevant (arti-
cles fulfilling the selection criteria of Table 4.2 can contain hypotheses that are out of scope,
e.g., measuring task duration, memory performance), for a total of 735 hypotheses included.
It is worth noting that, when no hypothesis/research question was explicitly provided, we
derived them from the experiment description and/or method section.

Stimuli attributes. We report the attributes describing stimuli content and form, such as
look&feel, pretext, or legitimacy of a message (RQ5.1). Additionally, we report whether the
attacker of the simulated SE attack needs to actively interact with the target, for example, an
instant message (IM) would usually require an active interaction from the attacker, while an
email is commonly a one-off delivery with no further interaction.

Target parameters. We identify the (personal, work-related, setting-related) target parameters
that have been included in the study as experiment’s variables that relate to personal, work,
or contextual characteristics of the targeted sample (RQ5.2). Here we only focus on target
parameters because attack parameters are usually already implemented in the stimuli and
their attributes, and are not used as treatments or control variables. Examples of personal
parameters include demographics (age, gender, etc.) or personality traits (trust propensity,
Big Five traits, etc.); work-related parameters - experience (years of service, training, etc.) or
job position (junior, support, etc.); setting-related parameters - timing (e.g., number of days
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between treatments) or device (e.g., mobile vs. desktop).

Perception. We indicate whether the study investigates any effects on perception, e.g., in
terms of the presence of any pre-attack stimuli or priming operation prior to the delivery of
deceptive stimuli (RQ5.3). An example of pre-attack stimuli can be sending an SNS request
prior to attack stimuli delivery [45]; on the other hand, an example of priming is the influ-
encing of participants with the notion of phishing before a phishing classification task [266].

Attention. We report when the study focuses on effects related to attention, i.e., as an (in)de-
pendent variable (RQ5.4). To better characterize attention, we also extracted which types
of (central) attention are engaged during the attacks since this influences Elaboration and
conditions the final behavior. We identify two possible attention types as inferred from the
experiment design: exogenous, when attention is a passive, transient, automatic, stimulus-
driven process, and endogenous, when attention is a voluntary, sustained, goal-driven pro-
cess in which the stimulus is aligned with the target’s behavioral goals [57]. This distinction
is relevant because, e.g., exogenous-driven attention can lead to a lower amount of cogni-
tive resources used and the activation of heuristics [242]. For example, the use of exogenous
attendance typically occurs in phishing susceptibility exercises at companies where the tar-
geted employees are busy attending to their daily activities when the (unannounced) phish-
ing email arrives. On the other hand, in a lab experiment where participants actively attend
stimuli to, e.g., classify screenshots of phishing websites, attention is labeled as endogenous.
When not enough information is provided, we label attention as unknown.

Elaboration. To provide an overview of the effects and interactions pertaining to Elaboration
studied in the literature (RQ5.5), we identify experiment variables concerning the direct and
indirect effects of stimuli and their attributes on Elaboration. Examples of such effects are
the cognitive effort spent in processing a stimulus, measurements of reasons for a certain
behavior, or the activation of cognitive biases [246, 371, 378]. We also include the activation
of heuristics and anomalies, which is often linked to the manipulations of the artifact, e.g.,
the manipulation of the pretext of an email to reflect urgency or introducing misspellings
in the text [42, 140]. It is worth noting that directly measuring the effects on Elaboration,
such as the actual activation of heuristics and anomalies, could be particularly challenging
as effects are difficult to isolate [91]. Therefore, their effects are often measured indirectly
in relation to the outcome variables of SE susceptibility. To this end, we also investigate the
studied indirect effects in the analysis along with the study types employed to measure them,
as this allows us to get valuable insights into the state of empirical SE research.

Behavior. We identify the types of measured behavior (RQ5.6) to draw a picture of what
are the different measurements of attack success investigated across the literature. Behaviors
typically include clicks on links, submissions of information on boguswebsites, or judgments
of stimuli in classification tasks, for example, flagging legitimate/not legitimate websites or
intention to reply/delete a message.

Features interactions. The collection of independent and dependent variables for each hy-
pothesis/research question of a study allows us to examine the studied interactions between
different variables mapped on the cognitive framework (RQ6). To this end, we record the
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separate hypotheses and related variables along with the respective type (i.e., treatment, con-
trol, and outcome). An interaction is thus computed as an instance of two variables related
to two distinct cognitive features on a per hypothesis basis, e.g., a hypothesis postulating
that the usage of a persuasion technique in a message (stimulus attribute) has some effect
on elaboration, and controls for subjects’ age (personal target parameters), is counted as one
interaction between stimuli attributes and elaboration, one between stimuli attributes and
personal target parameters and one between personal target parameters and elaboration.

A detailed description of the analysis procedure is presented in Appendix B.1. The code-
book used for the analysis and the raw dataset (including analyzed papers, empirical and
cognitive features and exact values) are provided as supplementary material at https://
zenodo.org/record/8380243.

4.4. Results

In this section, we present the analysis of our literature study. Results are presented by follow-
ing the research questions specified in Section 4.3.1: we first present our findings with regard
to empirical approaches adopted by SE studies (RQ1-4); next, we provide an overview of the
cognitive features studied in the identified literature and a detailed analysis of each feature
(RQ5.1-5.6). Finally, we analyze the interactions between cognitive features (RQ6).

An important consideration for results interpretation is that whenever a figure reports the
number of papers (‘# papers’), it should be read as “the number of papers where
[this feature] has been included/employed” unless stated otherwise. This
implies that the total sum of reported papers can be greater than the number of papers con-
sidered in the review, as a single paper can include more than one feature (e.g., modeling
multiple covariates in a study). A comprehensive categorization of the literature sample is
available as supplementary material at https://zenodo.org/record/8380243.

4.4.1. RQ1: Whatempiricalmethodshavebeenadopted to studycognitive
effects in the SE literature?

Fig. 4.3 shows the distribution of papers in our sample over the years. The first works ap-
peared in 1996 and the number of publications has been constantly increasing across the
years, with the exception of the last three, especially with regards to field experiments. Over-
all, the majority of studies are lab experiments (44%), followed by field experiments (42%),
surveys (29%), and interviews (7%). Some papers report on more than one study type; for
example, 19% of all field and lab experiments are complemented by a survey to capture addi-
tional variables and relevant factors needed for the testing of one or more hypotheses, such
as participants’ susceptibility awareness [209] or their reasoning patterns [216]. Interviews
appear to be less common to study cognitive effects, albeit present throughout the whole
period, whereas observational (e.g., retrospective) studies looking at cognitive effects are
only rarely reported in the literature. In particular, we find only three observational studies
that involve some kind of measurement of cognitive features. For example, one such work
measured clicks from real phishing campaigns by studying data from taken-down phishing
websites and correlating the behavior of users with the campaign attributes [138]. Another

https://zenodo.org/record/8380243
https://zenodo.org/record/8380243
https://zenodo.org/record/8380243
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study estimated actual and future clicks on links in real phishing campaigns as a function of
persuasion techniques employed in the emails [347]. A distinguishing aspect of these works
is that theymeasure real SE attacks and real user behavior, for which data is generally difficult
to gather, explaining the relatively low number of such studies in the extant literature.

4.4.2. RQ2: Which subject populations have been considered to sample
targets in empirical SE literature?

Fig. 4.4 provides an overview of the subject populations employed in empirical SE literature
across study types. The figure shows that almost half of the studies involved student pop-
ulations as participants (45% of papers), targeting mostly university students and, in two
cases only, pre-college students [199, 325]. The secondmost frequent target population com-
prises users from the general public (33%), that is, subjects not sampled from any specific
group (such as an institution). This categorymainly consists of general Internet users and, in
some cases, some very broad categories such as Facebook users [45, 357] or eBay users [164].
University staff (faculty and support) and non-university staff (company or institution em-
ployees) come in similar proportions (15% and 14%). Two studies involve a less common
sample of participants: a study on phishing susceptibility of seniors [242] and a field exper-
iment with older vs. young adults [209]. The unknown category contains two studies for
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which it was not possible to determine the population type due to insufficient details in the
experiment description (e.g., participants recruited with fliers around the campus, but no
further detail is provided [383]). Section B.2 in Appendix B reports the distribution of sam-
ple sizes across the study types, and the supplementary material details the exact sample size
for each reviewed study.

The prevalence of studies targeting the student population suggests that many experiments
are carried out with convenience samples out of the pool of subjects available at universities.
This indicates an overall under-representation of studies focusing on other target groups,
such as employees in organizations or professionals active in different domains. University
and non-university staff samples are almost equally represented; however, the former repre-
sents only one type of organization whereas the latter consists of a mix of companies and in-
stitutions operating across very different domains such as finance, construction/manufactur-
ing, andNGOs. This is at odds with the observation that targeted attacks often aim at compa-
nies and institutions other than universities [39], suggesting that academic studies and exper-
imentsmay be overall of only limited relevance for ‘real world’ attacks. For example, findings
in [61] and [192] suggest that the effects of targeted attacksmay vary substantially depending
not only on subject characteristics but also on the domain in which the organization oper-
ates. Interestingly, experiments with general population samples are mostly lab experiments,
while non-university staff are for the large part used as a subject pool in field experiments.
This may depend on the effort needed to implement certain recruiting procedures (e.g., re-
cruiting general public participants for a field experiment may be more difficult than for an
online lab experiment), and the need to achieve a desired control of study variables (i.e., in
field settings itmay be unattainable to control specific factors such asworkload or attention at
themoment of the attack). On the other hand, some of these difficultiesmay bemitigated for
experiments in organization settings, where the researcher may have access to fine-grained
data to control, for example for stratified sampling, or measuring confounding variables.

Overall, we observe a general trend of recruiting subjects from the general public in lab
experiments and non-university staff in field experiments. Conversely, students are largely
recruited in both types of studies, with potential limitations on the external validity of the
associated findings. Therefore, the problem of characterizing the effects of SE attacks on
company and organization employees, and across domains, remains open. Further, highly
vulnerable categories such as senior citizens and youngsters remain widely understudied.

4.4.3. RQ3: What types of artifacts have been considered for the delivery
of social engineering attacks in empirical SE literature?

Fig. 4.5 shows the prevalence of different types of stimuli across study types. Emails are the
most commonly employed stimuli followed by websites and, to a lesser extent, SNS. URLs
only and voice calls are also studied, but much less prevalent. Other stimuli encompass Wi-
Fi access points and instant messages [183], pop-ups [242], physical media (brochures, mail,
affixed QR codes) [174, 354, 376] and in person deception [55]. The high popularity of at-
tacks with emails and websites is not surprising, given their popularity as attack vectors. On
the other hand, attacks conveyed by media other than email and websites are widely under-
represented despite these being increasingly often reported in the wild [39]; examples are



4. The vastness of SE attack surface

4

63

43 35 2 0 3 4 0 1 0 0

61 33 8 5 0 0 3 1 1 1

35 18 5 1 1 1 1 0 0 0

11 6 0 0 1 0 0 0 0 0

3 1 0 0 0 0 0 0 0 0

Lab exp.

Field exp.

Survey

Interview

Obs. study

email

website sns

voice call

pop-up url

physical m
edium

messaging

access point

in person

0

20

40

60
# papers

Figure 4.5: Distribution of papers with respect to stimuli and
study types (SNS: Social Networking Site).

33 25 10

31 3 30

26 9 9

6 1 5

2 0 1

Lab exp.

Field exp.

Survey

Interview

Obs. study

email

website

email,w
ebsite

Figure 4.6: Zoom-in on com-
binations of email and web-
site stimuli types.

deception over voice [43] or Stuxnet-like attacks over USB drives [197], and more in general
multi-step-multi-media attacks, such as reverse SE on LinkedIn [15] or lateral movement
attacks in organizations [77]. Studies reproducing these attack scenarios are largely not yet
reported in the literature.

As emails and websites are tightly linked and generally part of the same attack procedure
(e.g., email with a URL linking to a counterfeit login interface), Fig. 4.6 offers a breakdown
of these dimensions. Studies reported under each label are studies that employ that stimulus
type (e.g., URL) but not the other (e.g., website). Studies employing both are reported as
email,website. We can observe that the majority of experiments investigate these stimuli in-
dividually. This implies that most studies assume that phishing attacks are successful when
the target executes one action only (e.g., click a link or open an attachment) [88, 380]. On
the other hand, this is generally not the case in reality [120]. Therefore, these studies may
not accurately capture real victimization rates. For example, especially in field studies, users
may want to preview a URL they detect as phishing out of curiosity, without the intention to
input their credentials on the landing webpage [119]. Further, users are known to commonly
engage in multi-modal communications (e.g., voice and text, email, SNS, instant messaging)
for both personal and professional communications. These happen across multiple devices,
such as personal computers and portable devices all with their own user interfaces (that con-
dition how stimuli are consumed, and how deception takes place). These dynamics stress the
need to account for multi-step-multi-modal scenarios for future experiments in this area.

Nonetheless, we find a number of studies featuring email and website combinations (and
possibly other stimuli on top of those⁴). We observe that the majority of these are field
experiments, for example simulating phishing campaigns with a website asking for some
information. Interestingly, there are only a few lab experiments in our sample that repro-
duce two-step SE attacks, e.g. [17, 199, 381]; the sheer majority of lab experiments feed
participants with one stimulus at a time, often in a static fashion, such as screenshots of
emails, where no interaction is possible. This signals a tendency to prefer one-step attacks in

⁴Among the few works that did combine email, website, and other stimuli, Workman et al. [375–377] utilized a
combination of email, website, voice call (andmail) but without providing details on the specific behavior(s) being
measured.
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laboratory settings with either emails or websites compared to other more realistic and com-
plete experimental setups. This highlights an open opportunity to explore cognitive effects
in multi-step attacks with more simulations in laboratory settings; some researchers have
already moved in this direction [105, 257, 322]. From Fig. 4.6, we can observe only three
field experiments that use websites in combination with other stimuli types; these studies
use access points [183], SNS [317], and QR codes [354].

Fig. 4.7 shows the distribution of papers across stimuli types and targeted populations. Emails
and websites have been studied with all types of target populations, while other stimuli types
are not evenly represented across populations: for example, voice calls were exclusively uti-
lized with university and non-university staff, and social networks mostly with students and
the general public. There is only one study where SNS were employed to simulate an attack
against company employees by impersonating a fake employee to infiltrate closed groups on
LinkedIn and later post a malicious link [317]. Various media display different information
to the user, their perceptions, expectation and interaction change accordingly. Therefore,
these gaps fall short with the increasing adoption of SNS,messaging apps, and evenQR codes
across all sectors of society (e.g., QR codes at bus stops, or on pub tables to access menus),
emphasizing the importance of expanding SE empirical research to cover asmany diversified
population samples with as much attack surface as possible, for example, in terms of stimuli
types and sequential attack stages. To this end, frameworks able to capture the (cognitive)
processes triggered by SE attacks, as the one presented in [57], can help define a coherent and
consistent account of possible interactions betweenmulti-stage stimuli and help identify the
relevant target population and methodological choices to employ for their investigation.

4.4.4. RQ4: To what extent are SE artifacts tailored to the experiment sub-
jects in empirical SE literature?

Fig. 4.8 shows the distribution of attack targetization over study types. The studied attacks
are mostly targeted against generic populations (68% of papers) and against specific popula-
tions (32%). Only four papers study attacks against specific individuals (2.4%), for example,
by investigating the effects of increasing degrees of targetization [337] or of training against
spear-phishing attacks [62]. By contrast, recent attacks already show signs of automated tai-
loring, such as automatic detection of the affiliated company based on the domain in the
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user’s email address and integration of that company’s logo into a fraudulent webpage [326].
On this same line, a recent research work presents a toolkit to leverage OSINT information
on targets to deliver large-scale spear phishing training campaigns [281]. This positions the
current state of empirical SE well behind the future of scalable targeted attacks against which
current defensive strategies may need to be adapted. Surveys and interviews capable of pro-
viding qualitative insights on targeted effects are especially lacking.

FromFig. 4.8, it also emerges that a number of studies consider both ‘general’ and ‘population’-
targeted attacks (16% of papers), showing that attack targetization is responsible for large
changes in expected success rates. For example, Holm at al. [150] report a fourfold increase
in attack success rate when the pretext is tailored to the subject population. A number of
other studies provide similar insights [18, 19, 375, 377], suggesting that targetization is an
important variable to account for in SE studies. This contrasts with the fact thatmany studies
do not gauge the level of targetization of the used stimuli. Hence, it often becomes impracti-
cal to compare the results between apparently similar experiments with similar populations,
but with differently adapted stimuli [132]. To address this, future studies could benefit from a
consistent accounting of the adaptation degree between stimuli, the targeted population, and,
where possible, the target context. With respect to the framework in Fig. 3.1, this translates
to determining the degree of matching between target and attack parameters and accounts
for such a degree during artifact construction.

4.4.5. RQ5: Which cognitive features of SE attacks have been tested empir-
ically in the SE literature, and in which experimental settings?

Fig. 4.9 presents an overview of the cognitive features studied in the identified literature, and
their employment in the respective experimental designs as treatment, control, or outcome
variables; features only indirectly included in a study design are reported as ‘indirect’. Un-
surprisingly, the most studied feature is behavior, mainly as an outcome variable (in 96%
of papers) and/or as a control variable (25%; again, note that a single variable may be used
in different ways within the same paper). Personal target parameters are the second most
studied feature (14% as treatment, 59% as control, and 21% as outcome) followed by stimu-
lus attributes (29% as treatment, 58% as control, and one instance as outcome); by contrast,
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only a few papers consider perception (6% as treatment, 3% indirect and one as control) and
attention (2% control and 1% indirect). This suggests that extant research tends to focus
more on the effect of subject characteristics on phishing than on contextual factors affecting
the subject at (or around) the time of the attack.

All target parameters (personal target parameters, work-related target parameters, setting-
related target parameters) are for the largest part used as controls. However, personal target
parameters and work-related target parameters have also been instrumented as treatments,
often in the form of anti-phishing training/awareness in either personal or work-related con-
texts. Personal target parameters have also been instrumented as outcome variables in studies
interested in situational variables (such as perceived susceptibility, awareness, risk) and in
how these variables are influenced by other factors, e.g. [20, 244]. Setting-related target pa-
rameters have been almost exclusively used as control variables; when used as treatments,
they were employed in the form of incentives provided to the participants [206, 245, 316,
388]. Overall, we find that the extant literature tends to focus on the personal characteristics
of the subjects, overseeing the setting in which the attack takes place.

Perception has been mainly ‘manipulated’ with treatments aimed at ‘priming’ participants
(e.g., [45, 65]) or indirectly triggering the activation of generic vs. specific percepts with
highly contextualized stimuli (e.g., [125, 150]). We find that attention is the least investi-
gated feature in empirical SE: two studies indirectly manipulated attention [361, 364] and
four studies used attention as a control in relation to the outcome variable, e.g. [242, 372].

Elaboration, Heuristic, and Anomaly are generally studied in terms of outcome and indirect
effects and are less frequently employed as control variables. Attempts to measure Elabora-
tion features includemostly cognitive effort and elicitation of reasons for behavior (e.g., [244,
354]). Heuristics andAnomalies features are predominantly studied as indirect effects of cog-
nitive biases and anomalies [42], and as outcome variables in terms of heuristics and trust
indicators [88, 361].

The overview of the status of empirical SE research reported above indicates that theremight
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be certain ‘boundaries’ with respect to what is being measured and what is possible to mea-
sure with the available techniques. For example, investigating the effects of stimuli attributes
and target parameters on behavior is highly relevant, particularly for more advanced and
targeted attacks, but somewhat limited by the uncertainty of indirect measurement meth-
ods; on the other hand, directly measuring and manipulating Elaboration-related features
would be invaluable but so far infeasible except in very narrow applications: some cogni-
tive processes simply cannot be measured till technologies, such as brain implants, are made
available [282].

RQ5.1: What stimuli attributes have been investigated?

Fig. 4.10 shows the distribution of stimuli attributes across stimuli types. Whereas a large
body of literature evaluates the effect of legitimacy, persuasion techniques, look&feel char-
acteristics (i.e., layout, design, logos, writing style, etc.) and pretexts, the effect of warnings
and the means by which the stimulus is delivered to the target (communication channel)
appear to be far less developed. Active interactions across multiple stimuli between attacker
and target were utilized, in our sample, in only nine studies, for example, in voice call pretex-
ting [4, 51, 55, 375, 377] or social network interactions [355, 357, 359] (category ‘other’ in
Fig. 4.10). The effects of these active interactions on cognition and attack success were, how-
ever, not thoroughly investigated, leaving ample room for further studies, given also their
saliency in recent attacks [15].

Themapping of attributes on the stimuli types shows that persuasion techniques (i.e., the ex-
ploitation of certain human cognitive biases), have been covered in the literature across all
stimuli types. The legitimacy attribute, i.e. the stimulus being legitimate or non-legitimate, is
often instrumented in an experiment as a control variable by collecting samples of real decep-
tion attempts and legitimate communications, and by administering them to the participants
to assess their ability to judge the stimulus legitimacy [184]. This method is a popular and
easy way to estimate the susceptibility to SE attacks of a given population (cf. Section 4.4.5).
However, the legitimacy attribute is almost entirely investigated for emails and websites, but
very seldom for other types of stimuli. Similarly, the look&feel of other types of stimuli is
also under-explored, for example, the case of instant messaging apps or SNSs is certainly
worth investigating deeper given their widespread and the great potential for misuse [324].
There is thus a lack of studies exploring the effects on elaboration and behavior of otherwise
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Figure 4.11: Distribution of papers by parameter type and category.

commonly investigated stimuli attributes (excluding persuasion techniques) on SNS, instant
messages, or voice calls. As mentioned in Section 4.4.3, other stimuli types represent a rich
avenue for new and sophisticated attacks that can capitalize on the diversity of media and
mix personal and professional life domains.

A number of studies in our sample investigated defensive mechanisms against SE attacks
as part of their experiments (e.g., [1, 95, 104, 384]). Such studies often involved testing
warning messages (as shown in Fig. 4.10) aimed at preventing user deception. However,
the type of warning messages, i.e. the different designs and contents of such messages, was
seldom considered. This is at odds with the unclear effectiveness of many standard warning
messages reported in the literature [96, 362, 381]. Investigating warning types is important
because effective warnings can help users make the right decision when subject to SE at-
tacks. The experimentation with new and non-intrusive warnings and interventions (e.g.,
nudges) has been recently highlighted as a valuable opportunity to improve current defense
techniques [53, 58, 121].

RQ5.2: What target and contextual characteristics have been investigated?

Fig. 4.11 shows the distribution of the studied target parameters, namely personal target pa-
rameters, work-related target parameters and setting-related target parameters. Parameters
have been grouped in logical categories (we refer the interested reader to the codebook pro-
vided in the supplementary material at https://zenodo.org/record/8380243).
It is worth noting that the same name has been used to denote certain categories related
to different types of target parameters although they represent different parameters. For
instance, demographics in personal parameters includes age, education, etc. while in work-
related parameters it includes salary (for more details see also Appendix B.1).

It is immediate to observe in Figure 4.11 that the sheer majority of investigated parameters

https://zenodo.org/record/8380243
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fall into personal target parameters. Experience and demographics are the most commonly
studied personal parameters (40% and 38% of studies respectively), as they are traditionally
included in experiments with humans, e.g., age, gender, or level of security knowledge and
training. The third most frequent parameter category, situation, encompasses short-term
cognition factors that are often situation dependent, such as perceptions of risk [130] or
self-efficacy [386] in a task. While such factors represent constructs related to the personal
subjective dimension of a given situation, these are not to be confused with setting-related
target parameters which regard the contextual dimension of the circumstances of the exper-
iment, such as the environment [318], timing [97] or the concurrent activities of the partici-
pants [361]. Other personality traits represent long-term factors, such as propensity to trust
or the Big Five Inventory (BFI) personality measures [172]. A number of personal subject
parameters show consistent negative effects on SE susceptibility, such as experience [380]
and knowledge [145, 364], whereas others show mixed or no effects (e.g., age [266, 375],
gender [266]). Subject parameters such as curiosity and commitment are often reported to
have a positive effect (i.e., they increase attack susceptibility) [239, 375].

Work-related target parametersmostly consider subjects’ professional experience (15%) such
as years of service and security training in the working environment [177, 369]. Job posi-
tion (e.g., student, professor, management, support staff) is oftentimes used as a proxy for
familiarity with the overall organization context [61]; however, this may introduce errors
for newly hired professionals in senior positions [54]. Only one study in our sample eval-
uated the effects of subject parameters across different organizations (yielding mixed out-
comes) [61].

The most common setting target parameter is attack timing (10%), as employed in anti-
phishing training studies. Only three experiments (2%) measured the effect of different de-
vices on which the stimuli is received: two field [358, 359] and one lab experiment [237]; of
these, the two field experiments reveal a significant positive effect (i.e., increasing the attack
success rate) of using a smartphone as opposed to a desktop environment. The lab experi-
ment found no significant differences, albeit we note that it was carried out in a controlled
office environment, which is far off from the ordinary context that subjects experience in
field experiments [237], making the two results hardly comparable. Nonetheless, the effects
of contextual factors (while relatively unstudied) may be decisive on the outcome of SE at-
tacks, as highlighted in [132].

Overall, our first and most important observation is the net tendency of the state-of-the-art
to favor personal target parameters and work-related target parameters in their investigations.
Whereas individual personal and work-related factors are undoubtedly important in affect-
ing the outcome of SE attacks, setting parameters are largely dismissed as of secondary impor-
tance both in terms of the number of studies that investigate such factors and their variability
across the studies; indeed, hardly any setting-related factor is constantly considered in the lit-
erature, despite their reported importance [132]. For example, only four studies considered
smartphone usage (grouped under device in Fig. 4.11), which is surprising considering
the popularity of mobile phones and the usability constraints they introduce both at the in-
terface level [358] and at the contextual level [316, 358] (e.g., multitasking while on the go).

The lack of studies considering setting-related factors may be partly due to the inherent dif-
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ficulty to control for such variables. Nevertheless, some studies were able to measure some
aspects of the target’s context, such as workload [166] or email load [371], or the life domains
the targets are sensible to [209]. Studies from other disciplines, such as social sciences, can
provide valuable methodological insights. For example, a study on clinical reasoning asked
participants to watch video-recorded clinical encounters (treated with patient contextual fac-
tors related to emotional volatility and language proficiency) and produce a diagnosis; the
investigators then measured the effects of such factors on diagnosis accuracy [226]. This
methodology can be conveniently adapted to, e.g., laboratory experiments in SE where par-
ticipants are given a framing scenario for a task, but with modified contexts. This example
illustrates that future experiments may benefit from new techniques or techniques adapted
from other disciplines to control promising contextual factors, such as the operational set-
ting in an organization or the shared vs. individual domain of current activities [132].

RQ5.3: What effects on perception have been investigated?

Perception translates stimuli into percepts, which represent the mental result or product of
perceiving. Depending on how well a stimulus aligns with the target’s context, perception
can load more specific percepts in a subject’s working memory [57]. In this respect, an at-
tacker’s attempt to condition perception with pre-attack and priming operations before the
delivery of deceptive stimuli might play a critical role in the success of SE attacks (cf. Chap-
ter 3). However, despite the relevance of priming in SE, only a few papers in our collection
have studied its effect either for defense [65, 129, 131, 160, 170, 174, 266, 268, 270, 271]
or attack [45], and overall the effect of priming still remains unclear. For example, Be-
nenson et al. [45] do not find significant effects of priming on attack success (i.e., sending
SNS friend requests before the actual attack). Many studies on priming in defensive sce-
narios [65, 129, 266, 268, 270, 271] do find that priming has a significant positive effect,
while other studies [65, 131, 160, 174] report no significant effect of priming subjects before
similar phishing classification tasks. Priming can also have an impact on the amount of cog-
nitive effort subjects employ in their defensive decisions [266]. Whether the opposite is true
in an attack scenario is still an open question. Albeit the considerable uncertainty around
the effects on perception, related attacks can represent an untapped extension of the attack
surface exploitable by the attackers. Overall, priming for attack scenarios calls for further
experimentation; relevant techniques may be borrowed from the field of social psychology
and cognitive sciences such as social stereotypes [90] and subliminal triggers of affective
reactions [374].

Only a few studies investigated the specificity of target-related information and contextual-
ization in phishing attacks [125, 150, 154, 184]. We find that most studies employ only a
‘general’ perception, whereas only two studies design specific attacks likely to trigger highly-
specific percepts in their targets [62, 337]. Overall, a detailed account of perceptual mecha-
nisms and their effects in the context of SE is still inconclusive. Once again, methods applied
on perceptual andmemory-based influences [302] may be used, for example, to evaluate the
performance in phishing classification tasks of inexperienced users, or subjects acting under
time constraints.

Furthermore, whereas the suggested social and cognitive sciences literature focuses on infor-
mation-richmedia, such as in-person or verbal communication, the SE literature has focused
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Figure 4.12: Distribution of papers by attention type across study types.

mainly on written communication forms, i.e., emails and websites. This suggests that effects
on perception may be particularly relevant in verbal communication, i.e., vishing attacks
as well as socially rich written communicative such as SNS or lateral movement attacks in
organizations. For example, caller ID spoofing and internal/familiar entity impersonation
can significantly increase an attacker’s success over voice calls [339], as also exemplified by
recent vishing attacks in political cases [43] and recent mass social security scams involv-
ing expats [102]. Similarly, the involved perceptual mechanisms in written attacks still have
the potential to make scams more convincing, such as friends’ recommendations on Face-
book [158] or the specificity of tailored scenarios [15]. We argue that this represents an
opportunity to define a new research line to test and address new, unconventional forms of
attacks involving perception.

RQ5.4: What effects on attention have been investigated?

Attention modulates the conscious elaboration of stimuli, where the two types of central at-
tention considered here (exogenous and endogenous) influence the tendency of Elaboration
to occur heuristically or consciously (cf. Chapter 3). From Fig. 4.9, we can observe that only
six works studied the effects on attention: five studies [242, 361, 364, 372, 379] investigated
the effect of attention type (endogenous, exogenous) and one measured the level of (endoge-
nous) attention [287]. Wang et al. [364] and Wright et al. [379] employed surveys to find
out, retrospectively, which attention type has been engaged and showed a significant corre-
lation between attention type and phishing susceptibility (with exogenous attention leading
to higher deception rates). On the other hand, only Morgan et al. [242] manipulated the
attention type by setting the experiment to (indirectly) set participants’ attention to be en-
dogenous or exogenous to the specific task. This study supports the effect of attention on
lowering the amount of cognitive resources deployment, with exogenous attention leading
to higher chances of heuristic processing. Results in [287] indicate a strong positive cor-
relation between the ability to exercise sustained attention (closely related to endogenous
attention [306]) and the ability to correctly classify phishing websites. These studies signal
a trend to associate exogenous-like attention with higher attack success rates; conversely,
studies where (the degree of) endogenous attention is explicitly evaluated are still lacking.

Fig. 4.12 presents a breakdown of attention types with respect to study type. Laboratory
experiments (and surveys) almost always imply the use of endogenous attention, while field
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experiments employ exogenous attention. Studiesmarked as ‘ex,end’ involve both types (e.g.,
[4, 151, 166]) or control for attention type [242, 372].

Overall, these observations indicate that attention can play a decisive role in the outcome of a
SE attack. This is particularly topical as practices such as the introduction of Bring Your Own
Device (BYOD) to work settings, or the employment of mobile devices for work-related and
personal tasks alike may significantly affect the outcome of an attempted attack. As these
effects are widely understudied, this opens a large research gap calling for new studies aimed
at understanding how attention is affected by contextual factors of the target, such as device
type or physical environment, and the effects of this on attack susceptibility and possible
countermeasures. Nevertheless, only a handful of studies reproduced scenarios where at-
tention can be reasonably manipulated (as in [242]) and related to, e.g., matching of target
parameters (as in [358]). Techniques to manage attention can be adopted from other fields,
such as parallel recognition tasks from cognitive sciences [207]. Being able to determine and
control the kind of attention deployed during laboratory or field experiments would allow
an unprecedented step forward in the comprehension of the mechanisms responsible for
conscious and unconscious determinants of ‘right’ and ‘wrong’ decisions during SE attacks.
Furthermore, methods for defense would benefit from these advancements by, for example,
developing interfaces able to nudge attention to spot anomalies without negatively affecting
the usability of applications [121].

RQ5.5: What effects on elaboration have been investigated?

To characterize and determine the boundaries of the effects on Elaboration that have been in-
vestigated and to shed light on what has not been investigated in relation to the experimental
constraints, we provide an overview of the effects pertaining to Elaboration, Heuristics and
Anomalies with respect to study type in Fig. 4.13. Across study types, the most investigated
features are cognitive biases, reasons for the adopted behavior, and cognitive effort. From
the figure, we observe that lab experiments are the preferred method to investigate features
concerning elaboration. For example, a phishing classification task by Parsons et al. [267] in-
cluded open questions about participants’ reasoning for decisionmaking to develop a frame-
work on user intention and actual behavior; Nicholson et al. [249] tested anomaly detection
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Figure 4.14: Distribution of papers by features related to Elaboration, Heuristic, and Anomaly w.r.t. stimuli
attributes.

with saliency nudges as treatments in an online lab task. Similarly, but in a more elaborate
lab setup, Hale et al. [140] explored heuristic activation and anomaly detection. Field experi-
ments have also been adopted to study elaboration features, especially concerningHeuristics:
Williams et al. [371] investigated the triggering of cognitive biases by means of persuasion
techniques and reconstructed reasons to respond to or report a phishing email. In another
phishing simulation, Caputo et al. [66]measured reasons for behavior and cognitive effort by
interviewing “clickers and non-clickers” after the fact. Interestingly, both studies reveal that
subjectsmentioned (correct and incorrect) strategies to quicklymake a decision. Standalone
surveys and interviews are nonetheless employed to investigate some features of elaboration
such as heuristics usage, e.g. [360, 361], trust indicators or anomaly detection, e.g. [165, 275].
Measurements of effects on elaboration and their relations to the outcomes of an experiment
can be generally considered as indirect, given that suchmeasurements result from conscious,
after-the-fact elicitation that may not always be accurate: people might have limits in their
motivation to report mental content of which they are aware; limits in their opportunity,
given the circumstances of a measurement; as well as limits in their ability and awareness
(inaccessible mental content) [254]. Nonetheless, more direct measurements have also been
adopted in certain cases. For instance, cognitive effort has been measured as a function
of time [266] or by means of eye-tracking devices [246], which are employed to identify
visual focus areas during the elaboration [234]. Additionally, several attempts to directly
measure brain activity have been carried out with, e.g., fMRI during phishing classification
tasks [247, 248, 346], where, for example, brain areas responsible for executive functions are
more active when subjects are explicitly asked to evaluate phishing stimuli, than when asked
to just look at stimuli without judging [248]. However, performing such measurements is
challenging as effects remain difficult to isolate [364].

Fig. 4.14 shows the interactions between features of elaboration and stimuli attributes. Per-
suasion techniques are often implemented in the stimuli to trigger cognitive biases in the
targets. The most investigated cognitive biases are Scarcity/Urgency, Authority, and Lik-
ing, whose triggering is usually inferred from the outcomes of a simulated attack. With
this approach, however, it is difficult to control confounding effects stemming from each
individual’s characteristics and context (i.e., target parameters). To mitigate the resulting
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Figure 4.15: Distribution of papers by behavior w.r.t. study types.

uncertainty, several studies implemented additional measurements; for example, Parsons et
al. [265] tested persuasion techniques and controlled for impulsivity as a proxy of a subject’s
propensity for heuristic or systematic decision-making. Similarly, Vishwanath et al. [359]
explicitly asked subjects for the “heuristics they generally use” in the designed scenario and
which stimulus cues (i.e., picture and number of friends on a Facebook page) they pay at-
tention to. Look&feel is often related to trust indicators in heuristics; for instance, the lab
experiment reported in [208] investigates how awebpage content andURL can influence the
process of consciously evaluating whether something is deceptive and which trust indicators
subjects rely on when classifying phishing. Look&feel along with pretext or other stimuli at-
tributes have also been studied in combination with persuasion techniques. For example,
one study [42] relates look&feel characteristics and the subjects’ detection of ‘anomalies’ in
the same hypothesis. Similarly, the pretext used in the attack may be sometimes related to
persuasion techniques and consequently to cognitive biases [125]. In accordance with previ-
ous literature [320], we observe that the effects of the pretext on elaboration are less explored
(especially heuristic and anomaly activation) in spite of the pretext being often regarded as
an important explanatory variable in real and simulated attacks [132, 209].

Nonetheless, nearly all studies concerning effects on elaboration rely on conscious elicita-
tion to measure such effects. To overcome the general limitations of conscious elicitation of
elaboration, SE research may need to resort to implicit measurement procedures (i.e., that
do not rely entirely on conscious elicitation) [254], or develop methods able to measure
features when the processing phase is still ‘hot’, that is, immediately after a certain action
is performed [121] (e.g., instant feedback [322]). The present state of knowledge in social
cognition provides a plethora of implicit measurement methods and research evidence as
summarized in [254], with applications spanning from organizational [342] to consumer re-
search [294]. The applicability and adaptation of such techniques to the SE domain remain,
however, an open question.

RQ5.6: What types of behavior have been investigated?

Fig. 4.15 presents the distribution of behaviors considered in the extant literature across
study types. Classification of stimuli is the most studied behavior (e.g., phishing vs. legit
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emails) followed by clicking a link and submission of sensitive information such as creden-
tials. Whereas these are usually considered by themselves as proxies for deception success
(e.g., [66, 182, 364]), in general, a single action may not necessarily lead to a security impact;
rather, the impact realization may depend on the resources of the attacker and the type of
system (e.g., determining the success or failure of a drive-by-download attack [189]), or on
the characteristics of subsequent stimuli (e.g., a badly cloned website). Moreover, visiting
a malicious website does not currently represent a high-security risk due to the counter-
measures employed by most OS and browsers (such as the wide spread of Address Space
Layout Randomization, auto-updates, and phasing out vulnerable technologies, e.g., Adobe
Flash or Java), eventually leaving macros-enabled documents as the preferred attack ‘click-
vector’ [80, 112, 351]. Yet, the assumption that a click corresponds to a security impact is of-
tentimes (explicitly)made: “clicking […] deploysmalware and opens virtual backdoors” [356],
“the click of an email link can take users to a fake site requesting login information” [154] or
“expose the organization to a network of hackers” [166]. None of these works, however, mod-
eled or measured the actual compromise, information submission, or exploitation by means
of, e.g., submission forms or executables [120, 192]⁵. Whereas relevant, the implicitly as-
sumed threat model diverges significantly from that of a ‘regular’ attacker (see, e.g., [47]),
with unclear implications on the realism of the simulated attack procedure (including the
implementation of the pretext). An alternative to malware infection via link clicks is by
means of email attachments; yet, surprisingly, we find very few studies of this type. For ex-
ample, only two studies employ archive files as attachments [169, 322], other two PDF files
with links [358, 360] and one with an HTML attachment [96], whereas we find no study em-
ploying MS Office documents, despite their importance as delivery vector of malware [269].

A number of studies do distinguish link clicks from submission of information (e.g., [150,
192]), submissions only (e.g., [61, 145]) or consider the opening of artifacts and executables
(e.g., attachments [360] or downloaded files [150]) as measures of ‘success’. Generally, ex-
periments considering two-stage scenarios (e.g., phishing email and a subsequent landing
webpage, see Section 4.4.3) report lower success rates than one-stage studies [320]. This
suggests that real phishing success rates may be lower than otherwise reported by studies
simulating only one attack stage. Finally, a few studies recorded and investigated the act
of reporting SE artifacts to, e.g., IT departments [66, 96, 133, 378], despite reports being a
valuable prevention and mitigation method [56].

The breakdown by study types shows that only a few studies investigate behavior using sur-
veys or interviews. For instance, interviews have been used to correlate classification tasks,
clicks, and responses with other features such as reasons for a given behavior, indicators
of trust in stimuli, and identified anomalies (e.g., [66, 99, 380]). Interestingly, two studies
report remarkable differences between intention to click and actual clicks, finding rates in
the latter higher than in the former [151, 209]. However, surveys and interviews often do
not consider other relevant behaviors, such as credential submissions and opening/execut-
ing artifacts. Neither do lab experiments, except a small user study with attachment-like
artifacts [322]. Nevertheless, such experiments can be valuable instruments to capture user
perception or decision-making, e.g., trust certain file types, enable macros in document files,

⁵This observation can be extended to past works as well where, e.g., browser exploitation was still relevant but its
realistic impact on security (e.g., [189]) might be unclear.
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Figure 4.16: Studied interactions between SE cognitive features.

or report attacks to IT departments. As an example, a survey employing phishing emails
with and without attachments reported that the presence of a file influences suspicion and
heuristic processing in the subject, and ultimately conditions the attack outcomes [360]. It
is thus important to foster investigations able to reproduce and measure such scenarios (e.g.,
with attachments) to get insights on what drives such risky behaviors and to devise suitable
un-intrusive methods to guide the user in the right decision for such cases.

4.4.6. RQ6: What interactions between cognitive features have been stud-
ied in empirical SE literature?

Fig. 4.16 reports the distribution of cognitive features that have been studied together, as
defined in the hypotheses of the sampled literature. It is worth noting that a data point in
this figure is a hypothesis evaluated in a paper, as opposed to a paper; accordingly the di-
agonal reports the number of hypotheses that consider the respective variable. Interactions
between stimuli attributes and target personal parameters, as well as personal parameters
and work parameters, seem to be commonly explored in the literature. For example, pre-
text and persuasion techniques have been investigated across several hypotheses together
with gender and personality traits [12, 125], or with job position and type of anti-phishing
training [170, 240]. Similarly, attributes and personal target parameters’ effects on Elabora-
tion and Heuristics are also commonly explored (reflecting stimuli attributes and personal
characteristics being the typical means researcher employ to measure the effects on Elabora-
tion [356, 371], as also discussed in Section 4.4.5).

Studies investigating the interactions between perception and other cognitive features are,
in general, rare (cf. Section 4.4.5). The only interactions that have been studied are with the
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stimulus attributes (e.g., [174]), personal target parameters (e.g., [129, 266]) and to a lesser
degree with Elaboration (e.g., [268]) and work-related target parameters (e.g., [170]). Percep-
tion can be influential in SE attacks that capitalize on exploiting the trust and expectations
subjects place in certain media or platforms that are widely accepted to be trustworthy. This
is the case, for instance, for the attack delivered through the LinkedIn platform described
in [15].

Setting-related parameters are also, perhaps more surprisingly, seldom considered in relation
to other variables. Notably, no hypothesis in our sample considered the effect of target set-
ting parameters on attention and perception values, and very few evaluated setting-related
parameters’ effects on Elaboration (e.g., [159, 245, 316]). Similarly, we find large gaps be-
tween cognitive processing at Elaboration and attention levels (e.g., [63, 287]), and little work
explicitly studying the relation between anomalies and heuristics with Elaboration dynamics
(e.g, [145, 360]). Yet, insights on interaction effects with Elaboration and other features can
hold valuable implications for the development of more effective anti-phishing education
efforts. For example, increased elaboration and attention to incoming email messages may
not be an effective strategy in making the right decisions and, perhaps, it is better to teach
users to rely on only a few key elements in the message (e.g., the actual address) [145]. On
the same wave, studying the interactions with attention can increase the understanding of
SE attack processes, especially more complex processes which are otherwise more difficult
to measure or reproduce. For example, one can attribute an influential role to attention in
highly interactive and fast-paced attacks, such as vishing attacks. A notable case is an OS-
INT investigation in a high-profile political assassination attempt [43] where the attacker
attempts to deceive his targets into revealing information by means of authoritative imper-
sonation (spoofing caller ID) and overloading the targets’ attention with several contextual
details. These examples underline the relevance of gaps in the map of Fig. 4.16, which clearly
shows that the extant literature has focused on a rather narrow research space.

4.5. Discussion

In the previous section, we analyzed the collected studies on the various dimensions repre-
sented by our research questions, as outlined in Fig. 4.1. In this section, we summarize our
findings and identify gaps in the literature and promising directions for future work.

Gap between real attacks and attacks simulated in the studies

Themain conclusion from our analysis is that real(-istic) attacks are only partially reflected
in the experimental setups employed by a large portion of studies, even by only considering
‘untargeted’ attacks. The literature has achieved undeniably valuable results with remark-
able precision in simulating the archetype of SE attacks: a phishing email with a malicious
link. However, there are many more scenarios that are worth investigating deeply, which
are largely ignored by the literature (cf. Section 4.4.3). Moreover, several simulated phish-
ing campaigns and classification tasks do not reflect the current threat landscape (cf. Sec-
tion 4.4.5). Future experiments should account for multi-step attacks that go beyond clicks
only, such as submissions of credentials with multi-factor authentication (e.g., MFA bomb-
ing [29]) or opening attachment-like artifacts. Lab experiments should accurately reproduce
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the complete attack process, e.g. click then submit, and allow for interactive interfaces (such
as hovering on links, reactive forms, etc.) over static screenshots of emails and websites. Fur-
ther, modern-day attacks feature a diversification of utilized media (cf. Section 4.4.3) and
of the modality of their employment (cf. Section 4.4.5). Therefore, the need to precisely
simulate complex attack scenarios extends not only to multi-step, but also to multi-modal
simulations where attack interactions may cross multiple media, applications, and devices;
for example, combinations of instant messaging and websites [137], social networks and
email [15] or QR codes [78, 354]. In addition, the gap between real attacks and studies in
empirical SE stems from the limited scoping of experiments to specific domains. For ex-
ample, the majority of experiments are conducted with participants drawn from university
pools (cf. Section 4.4.2), while companies and institutions belonging to other domains, such
as governmental or industrial, are overall under-represented, albeit increasingly at risk of
generic, spear-phishing, and tailored campaigns [39]. Yet, studies already observe that the
effects of attacks can significantly vary across organizations operating in different domains
and, at the same time, across different roles in an organization [61, 132, 196]. We underline
that assessing the state of target susceptibility in richer multi-step scenarios across different
domains and how new media can be weaponized is a necessary path toward filling the gap
between real and simulated SE attacks.

The SE attack surface is vast

While the gaps between real and simulated attacks mainly concern how simulations are car-
ried out, the gaps in the coverage of the SE attack surface regardingwhich attack dimensions,
and relative combinations, have been investigated in the literature. Our study points out
that the attack surface available to the attackers is vaster than what the experiments covered
thus far, and its exploitation by real attackers is growing wider. As shown in Section 4.4.5,
work-related and setting-related target parameters are seldom investigated in the literature,
perhaps because they are not easy to isolate and control, particularly in in vivo experimen-
tal settings. Nonetheless, email load, timing, and, most of all, the relevant dimensions of
a social or communicative situation are shown to significantly affect the susceptibility of
the targets [132, 320], and represent good candidates for experimentation in future research.
Themost uncharted segments of the SE attack surface are the patterns and nuances of human
cognitive systems and, as highlighted in Section 4.4.5, the effects of priming and specificity
of percepts are still unclear. Similarly, studies investigating attention suggest that it can play
a decisive role in the outcome of an SE attack (cf. Section 4.4.5), although possible vulnera-
bilities related to attention remain, at the moment, largely unexplored. Heuristics represent
another important avenue of exploitation of the human attack surface and have been mod-
erately studied in the literature, but almost exclusively as indirect effects of stimuli attributes
(cf. Section 4.4.5). The dynamics regulatingHeuristics andAnomalies, and their interplay, re-
quire additional research particularly to evaluate the effect of different pretexts, attack/target
parameters, and multi-stage attacks on attack success (and defense effectiveness). For exam-
ple, whereas the literature suggests systematic processing is beneficial to thwart phishing
attacks [145], it remains unclear under which circumstance it is triggered during processing.
Similarly, the power of ‘anchoring’ effects such as cognitive biases is unclear, and specific
methods to alleviate their effect have not been explored at the moment.
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The exploitable attack surface, thus, appears to be much larger than the current coverage
provided by the state-of-the-art. Addressing these gaps would allow an unprecedented un-
derstanding of the human attack surface that enables SE attacks in the first place and support
the design of novel prevention techniques. To this end, we encourage further experimen-
tation covering uncommon attack scenarios of higher risk in the current threat landscape.
Moreover, we recommend expanding previous approaches to new or adapted techniques
from cognitive science and social psychology (e.g., [207, 254]) with the aim of capturing and
analyzing the target’s contextual and cognitive factors.

Studies are focused on a few experimental setups only

We find that the literature tends to employ certain experimental methods with specific popu-
lations. Section 4.4.2 suggests that subjects from the general public are often associated with
lab experiments and non-university staff with, predominantly, field experiments. This may
depend on the limitations of recruiting procedures (e.g., for ethical reasons) or the need for a
controlled environment. Moreover, the reviewed literature tends to employ population-level
targetization almost exclusively with field experiments, while generic-level targetization is
addressed by other types of studies, mainly laboratory experiments (cf. Section 4.4.4). This
can make the obtained results of limited explanatory power. In addition, the commonmeth-
ods to carry out SE experiments may not be suitable to test hypotheses involving a variety of
cognitive factors (cf. Section 4.4.5). This saturation of what can be measured or tested does
not help fill the gaps between real and simulated attacks and to cover uncharted segments of
the SE attack surface. Some of these limitations may be mitigated for experiments in organi-
zation settings, where the investigators may have access to fine-grained data to control (e.g.,
seniority or operational setting, cf. Section 4.4.5) or measuring confounding variables (e.g.,
contextual factors specific to that organization). Field experiments with the general public
may be unattainable for ethical reasons. However, the research may gain similar insights
with observational studies, perhaps in collaboration with service providers as in [10, 391].
As some cognitive features cannot be measured quantitatively and potential confounding
factors cannot be fully controlled for, qualitative insights (especially as enabled by surveys
and interviews) can shed further light on contextual factors as well as to qualify the effects
beyond merely the metric of choice. Therefore, we advocate for the inclusion of such instru-
ments as part of the ‘standard’ phishing experiment setup.

Lack of common reference for targetization

Wefind that the literature is inconsistently referring to targeted attacks while employing only
general or population-level targetization. For example, the experiments in [45] and [244]
self-report the use of individual and population-level targetization respectively, while these
studies are classified as generic-level targetization according to the criteria of Section 4.3.3.
More in general, the adaptation of stimuli to the participants depends on the target’s envi-
ronmental and contextual factors which, in turn, are difficult to reproduce across repeated
measurements [132], as also thoroughly discussed in Section 4.4.5. This can draw confu-
sion on the state of research with respect to some types of SE attacks and the used terminol-
ogy, such as phishing or spear-phishing, where the reported results are, if not contrasting,
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inconsistent. For example, many studies tested spear-phishing, “social phishing” or other
variants of targeted stimuli yielding a significantly higher success rate vs. un-targeted con-
trol groups [125, 137, 161]. However, there were also reports of targetization not yielding
increased attack success rates where, for example, users were more susceptible to emails
with links to external servers than they were to email with links to internal servers [48],
and where attempts to individualize adaptations (e.g., saluting the recipient by name [164]
or congruently to expectations of participants [250]) were no more successful than generic
emails [320]. The lack of approaches for consistently gauging the level of the inherent targe-
tization of the employed stimuli against a common reference scale, or at least a common def-
inition of targetization, makes a coherent interpretation and comparison of these conflicting
findings impractical. Therefore, we identify the need for upcoming SE frameworks to system-
atically enable the measuring of sophistication (and thus targetization) levels of SE attacks.
A first step in this direction is provided by the framework in Chapter 3, which evaluates the
parameters assumed by the attacker vs. those of the subjects, thus providing a consistent
accounting of the adaptation degree between stimuli, experiment subjects and context.

Inconsistent constructsof experimentaloutcomeswith respect to thecurrent threat land-
scape

Our analysis shows an overall inconsistency in how the extant literature defines a successful
SE attack. The experimental constructs devised to measure the success rate vary, from study
to study, between clicking a link, opening an attachment, visiting a webpage, submitting cre-
dentials, answering to an email, etc. However, each of these constructs arguably measures
different degrees of attack success and, conversely, leads to conflicting findings. This par-
ticularly concerns field experiments where the attack success is approximated with clicks on
links, which do not necessarily lead to a security impact, as discussed in Section 4.4.5. Clicks
or wrong classification of stimuli may result in a successful outcome for an attacker, and
studies employing such measurements provide valuable results [270, 314]. However, click-
ing on links equals attack success, or low classification accuracy equals high susceptibility,
have become a common assumption that can lead to wrong or imprecise conclusions. Espe-
cially in the field of Information Systems or other disciplines that also investigate SE attacks
(e.g., medicine [166], behavior sciences [154]) click rates are often adopted as the de-facto
measure of attack success. The inconsistency of attack outcome measurements can bear im-
portant consequences on how research results are applied in practice. Indeed, organizations
might use the results of simulations, i.e. click rates, to draw conclusions on their information
security posture and to guide company policies, such as budget allocation or reprimand of
employees [187, 289]. However, when not applied carefully (e.g., without considering poten-
tial confounding factors, such as users’ motivations, competing tasks or misinterpretation of
training material [93]), this can lead to adverse side effects, such as a false sense of security,
making employees even more vulnerable to phishing [132, 196].

Relevant factors often not controlled for

As we have seen in Section 4.4.5, some factors are especially difficult to control or measure,
namely setting parameters as well as cognitive features such asPerception,Attention andElab-
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oration. For example, keeping track of a large number of targets’ primary goals or concurrent
events in a given time framewould require an enormousmonitoring effort, ormeasuring the
state of cognitive features may be too invasive and infeasible with a large number of partici-
pants [26]. However, we argue that there are numerous opportunities to face such challenges
by looking into the fields of cognitive science and (social) psychology. Supplementary tech-
niques from such fields can provide valuable methodological insights to investigate, for ex-
ample, various effects of different contextual variables in SE experiments [226], the role of
priming [90, 374] and memory [312] in subjects’ perception or how their elaboration can
be influenced by attention [207], heuristics [44, 134], and anomalies [153]. Such an interdis-
ciplinary approach for solving problems in information security is well exemplified by the
results obtained in usable security studies where concepts and techniques, such as behavior
change theories [231] and digital ‘nudges’ [333], have been successfully employed in exper-
iments to evaluate, for example, warning [208, 249] or training efficacy [192, 318], as also
discussed in [121, 276].

Considerations for practice

Our findings point in the general direction of a gap in measurements of human attack sur-
face over several dimensions. For example, whereas training and awareness programs at
organizations mostly focus on emails [317, 336], consideration should also be given to other
communication channels used at the organization, such as SNSs or messaging apps. Further,
our findings suggest that specific outcome measurements may not always be representative
of the actual threat. For example, carrying out embedded phishing exercises to assess the
state of target susceptibility with click rates may not necessarily represent a realistic compro-
mise scenario even if these are used ‘interchangeably’ in the literature with actual credential
submissions as a measure of ‘attack success’. Similarly, any specific countermeasures already
in place should be accounted for in the experimental setting; for example, measuring cre-
dential submissions may provide an unrealistic picture of the overall threat if Multi-Factor
Authentication protocols are in place. Similarly, accounting for the confounding factors that
lead to a given attack outcome and the embedded training side-effects, can strengthen the
understanding of why users fall for the attack and assist the implementation of appropri-
ate security controls or processes. For example, the success rate of an instance of embedded
phishing exercise can be heavily conditioned by the type of pretext and user context in a given
moment [66, 132]. Understanding these elements can assist the design of anti-phishing train-
ing and awareness programs tailored to the specifics of the organization’s domain or even
of employee characteristics [222]. Similarly, embedded phishing training may unintention-
ally train employees to not report phishing emails after interacting with them [93], whereas
reporting phishing to IT is a desired behavior. Practitioners may want to complement em-
bedded training with measurements (e.g., briefly after the phishing email) of user context to
understand what conditioned a user’s behavior and, therefore, to encourage or discourage a
certain action, such as reporting to IT vs. asking for confirmation to the sender [93].
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4.5.1. Threats to validity

Internal threats. The cognitive framework adopted for our analysis (see Chapter 3) was dis-
tilled from mainstream theories and models in cognitive science. Being this a diverse field
with sometimes inconsistent usage of concepts andwith ongoing debates, the perspectives in
cognitive science may vary with respect to different debates, which are far away from closed.
Nevertheless, the framework abides by themost shared views in the field of cognitive science
and lends itself to a generic enough application to SE to avoid such risks, akin to what is done
in previous work [238], and as discussed in Appendix B.

External threats. The search query used on the Scopus database to retrieve the body of em-
pirical research could have missed some relevant papers. We mitigated such limitations by
performing a reverse snowballing till saturation was reached, and by running more specific
queries on Scopus which showed no substantial difference in results. An additional limita-
tion may be the query restriction to the Computer Science subject area. To verify this, we
performed additionalmanual checks (including further snowballing) on the results from the
same query without restriction and found that the limited set of additional papers resulting
from the procedure did not significantly change the results presented in this paper. Further,
we encountered two main fields that contained the bulk of the reviewed papers: IT Security
and Information Systems. The description detail, scoping, and comprehensiveness of publi-
cations in such fieldsmay vary and, thus, condition the applicability of inclusion and analysis
criteria. However, this is a reflection of the actual state of affairs in SE research and we have
no reason to believe that our method missed other research fields (e.g., Human-Computer
Interaction, Decision Support Systems, Computer-Mediated Communications) that regard
(empirical) SE with particular interest as the previous two. This suggests that the collected
sample well represents the current state of the art of empirical SE research on cognition.

Construct threats. Some works investigated variables related to Elaboration, Heuristics, and
Anomaly with multiple other features in the same hypothesis. This can result in associations
that might appear counter-intuitive, e.g. cognitive biases are related to pretext and look&feel
in Fig. 4.14. We argue that this still reflects the original intentions of such papers and does
not affect qualitatively the results of our review. Also, there could be bias and subjectivity in
the extraction and grouping of some variables, e.g., the clear-cut classification of study types,
the adaptation levels of stimuli, or even features of cognitive systems. The authors iteratively
discussed and confronted the ambiguous situations until a consensus was reached (more de-
tail in Appendix B). More in general, this is a common problem in similar articles, where
the absence of an established framework for classifying SE experiments poses such limita-
tions [320]. To this end, we distilled our criteria from a cognitive framework specifically
designed for the analysis of SE attacks, akin to the previous work discussed in Chapter 3.

4.6. Conclusion

This study provides a systematic review of the state of empirical SE research on cognition
with the goal of advancing the body of knowledge in the SE domain by identifying and char-
acterizing the open gaps between the features of human cognitive processes and empirical re-
search in SE. To this end, we systematically analyzed 169 articles from the wide andmultidis-
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ciplinary landscape of empirical SE research along the dimensions of experiment design and
human cognition. Our study reveals that experiments only partially reproduce real attacks
and that the exploitable SE attack surface appears much larger than the coverage provided
by the current body of empirical research. Factors such as targets’ context and cognitive pro-
cesses are often ignored or not explicitly considered in experimental designs. Similarly, the
effects of different pretexts and varied targetization levels are overall marginally investigated.

By relating the findings of the analysis with the dynamics of real attacks and extant SE re-
search, we identified open problems, relevant insights and promising directions for future
work. This provides an answer to RQII. Stemming from the considerations in Chapters 3
and 4. In the next part of this thesis (Chapters 5, 6 and 7) we address the problem of tailored
phishing attacks and potential phishing mitigation strategies (RQIII).
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5
Tailored phishing attacks

A s the email remains the main SE attack vector, phishing attacks keep evolving into more
sophisticated and targeted variants. We have seen in Chapter 2 that tailored phishing

represents a lightweight, scalable variant of spear-phishing, which can lead to a high impact
with relatively low effort from the attacker. In this scenario, attackers tailor their phishing
emails to increase attack credibility based on the information about the intended victims at
the scale of entire organizations. Among the gaps in empirical SE research identified inChap-
ter 4, it remains unclear to what extent known tailored phishing techniques improve attack
success rates, and their interaction effects with well-known persuasion techniques, as well as
targeted populations. In this chapter, we report a field experiment targeting 747 participants
employed in two organizations (a university and a large international consultancy company)
to evaluate the interaction between phishing persuasion techniques and the attack success
rate in a highly-tailored setting (see RQIII). For this purpose, we exploit well-established
user notification methods to enhance the delivery of persuasion techniques (e.g., Authority,
Scarcity, etc.), and evaluate how such techniques affect the phishing success rate across indus-
trial and academic domains. We find that the effect of ‘traditional’ attack techniques, such
as those relying on cognitive vulnerabilities, is widely mitigated in highly-tailored phishing
settings, suggesting that current user training and detection techniques may be off-target for
more sophisticated attacks. However, we find that themeans by which the attack is delivered
to the victim matter, and can greatly (up to three times) boost the effect of the base attack.

This chapter is originally published as P. Burda, T. Chotza, L. Allodi, and N. Zannone, “Testing the Effectiveness of
Tailored Phishing Techniques in Industry and Academia: A Field Experiment”, In the 15th International Conference
on Availability, Reliabilityand Security (ARES), ACM, 2020, pp. 1–10
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5.1. Introduction

We have seen in Chapters 1 and 2, that phishing is becoming the most prevalent source
of compromise for most organizations [350, 352]. Novel social-engineering models where
attackers move laterally within an organization to increase the effectiveness of their attacks
[148], and sophisticated, multi-stage attacks targeting representatives of social minorities in
China [47], as well as at scale [15], have been reported in the literature.

A key element of this trend is that attackers gather targeted information about their victims,
and use it to build tailored phishing attacks targeting that victim (or group of victims) specif-
ically. Among the gaps identified in Chapter 4, the techniques attackers can employ to best
exploit this information are still unexplored. The effectiveness of well-known cognitive ef-
fects in well-tailored attacks is unclear [347, 369, 379], and the scientific evidence is still
inconsistent, for example, across application domains [82, 320] or job roles [132]. To an-
swer these questions we must develop specialized experiments measuring the effectiveness
of sophisticated phishing techniques on real users.

In this chapter, we provide the first insights on the relation between tailored-phishing, cog-
nitive attacks, their delivery methods, and the organizational settings in which the victims
operate. We perform two simulated phishing campaigns against three departments of a mid-
sized European University (UNI), and a division of a leading, international company operat-
ing in the consultancy sector (IND). We derive different attack delivery techniques from the
user notifications literature [391], and identify the relation between notification techniques
and cognitive attacks commonly employed in phishing [347, 369]. We ran our experiment in
bothUNI andIND in June 2019, targeting 𝑛 = 747 employees spanningSenior, Junior
and Support roles within the respective organizations, andmeasure the relative efficacy of
the adopted ‘enhanced’ phishing techniques.

Following on RQIII, we structure this chapter along four specific research questions:

RQ1 Does professional role have an impact on success rate of tailored phishing attacks?
RQ2 Are cognitive vulnerabilities effective in tailored phishing?
RQ3 Do notification methods to deliver cognitive vulnerabilities increase the success rate

of a tailored phishing attack?
RQ4 Which characteristics of the campaign and victims affect the velocity of a tailored

phishing attack?

Our contribution can be summarized in three points:

1) We identify notification methods (the way a persuasion technique is implemented) that
can be used by attackers to enhance the effectiveness of phishing attacks, and their relation
to well-known persuasion techniques adopted by attackers. We find that ‘baseline’ cognitive
attacks are not effective in tailored phishing scenarios, whereas the adoption of notification
methods can boost attack success (up to three times).

2) We provide insights on the effect stability of different well-established as well as novel
phishing techniques (i.e., combinations of persuasion techniques and notification methods)
across organizations operating in different domains, and employee expertise. We show that
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the effectiveness of some attack technique can significantly vary across organizations oper-
ating in different domains.

3) Wemeasure and report the velocity at which users fall for our attack, how that diverges by
user category and attack type, and provide insights for effective attack response practices.

NB: The phishing experiment described herein has been characterized in Chapter 3 accord-
ing to the cognitive framework (introduced in Chapter 3) where the mapping of experiment
treatments to the features of cognition have been discussed in detail. For example, the ef-
fects of the job role and target domain is hypothesized to influence the participants’ ability
to detect the fraudulent nature of the phishing pretext (e.g., Junior vs. Senior roles).
The interested reader may refer to Chapter 3 for a detailed reasoning on which features of
the current experiment might affect the cognitive processes of the participants.

The chapter is structured as follows: Section 5.2 provides background on cognitive vulner-
abilities and user notification techniques. Sections 5.3 and 5.4 detail the adopted method-
ology and its implementation respectively. Results are presented in Section 5.5, whereas
Section 5.6 discusses our findings.

5.2. Background and Related work

In Chapter 4, we have observed that various empirical studies have been conducted to assess
the efficacy of phishing campaigns, e.g., [11, 52, 161, 164, 256]. Such studies can be roughly
classified in three types: observational, laboratory experiments and field experiments (with
surveys and interviews as additional data collection methods). The efficacy of a phishing
campaign is usually evaluated with respect to three main factors, namely attributes of the
phishing email, victim characteristics and context, and by measuring some form of partici-
pants’ behavior, as thoroughly discussed in Chapter 3. In this work, we perform a field exper-
iment, focusing on the attributes of the phishing email and victims’ characteristics, andmea-
sure the attempts of participants to login on a bogus web page (i.e., the payload of the email).

5.2.1. Cognitive vulnerabilities
Cialdini’s principles of persuasion [73] are commonly employed in the literature as predic-
tors for phishing success. These principles define six ‘cognitive vulnerabilities’ that can be
exploited to influence individual decision-making: Authority, Liking, Scarcity,
Consistency, Social proof and Reciprocity. An overview of the principles of
persuasion is presented in Table 5.1. These principles are employed across the spectrum of
human communication activities. For example, in marketing Scarcity can be exploited
by limiting the duration of sales, generating fear of missing out and pushing clients to pur-
chase more than they would otherwise do.

Cognitive vulnerabilities are often exploited in phishing campaigns, whereLiking andAu-
thority appear to be the most used [371]. However, their effectiveness has been shown
to vary significantly across studies. For example, Liking and Social proof were
reported to have a positive effect on phishing success [379]. Authority was highly ef-
fective according to [63, 155, 371] and Scarcity to [371]. Other studies find ‘reversed’
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Table 5.1: Cognitive Vulnerabilities

Principle Description

Authority Tendency to obey people in authoritative positions, driven by the possibility of pun-
ishment for not complying with authoritative requests.

Liking Tendency for saying ‘yes’ to requests of people they know and like. People are ‘pro-
grammed’ to like others who like them back and who are similar to them.

Scarcity Tendency to assign more value to items and opportunities when their availability is
limited.

Consistency Tendency to behave in a way consistent with past decisions and behavior. After com-
mitting to a certain view, company or product, people will act in accordance with
those commitments.

Social
proof

Propensity to label behavior as correct to the degree that others performing it.

Reciprocity Tendency to repay, in kind, others for a received favor.

effects, whereby the presence of certain cognitive vulnerabilities reduces the probability of
success of the attack. For example, van der Heijden et al. [347] find a negative correlation be-
tween Reciprocity and the number of users falling for the attack in the banking domain.
Other studies purport similar negative effects for Authority [379] and Social proof
[63]. Other studies reported no significant effect in either directions for Consistency
and Reciprocity [379].

These contrasting results provide mixed evidence on the relative effectiveness and employ-
ment of cognitive vulnerabilities in phishing attacks. It appears that context matters [132],
suggesting that the way in which these cognitive attacks are delivered to victims has an im-
pact on their effectiveness [114]. Oliveira et al. [256] conducted a field experiment to test
the relative effect of cognitive vulnerabilities, age and life domains (private context and dif-
ferent pretexts) on spear phishing susceptibility. However, no studies to date evaluate how
different implementations of the same cognitive attack vary the effect and, in particular, how
‘stable’ such an effect can be expected to be across varying contexts (e.g., organizations).

Similarly to our work, Butavicus et al. [63] have studied the effectiveness of cognitive vul-
nerabilities in general phishing vs. spear-phishing. Whereas [63] adopts a survey-based
lab experiment involving 121 undergraduate students, we perform an ecologically diverse
field experiment to evaluate how the presence and delivery of cognitive vulnerabilities affect
tailored phishing success.

5.2.2. Notification methods
Part of the reason why different techniques for the delivery of cognitive attacks in phishing
have not been investigated yet is the lack of a framework to consistently differentiate attack
features (cf. Chapter 3). On the other hand, the problem of effectively conveying a cogni-
tive attack is not dissimilar from that of effectively notifying a risk or security measure: in
both cases the sender needs to find the most effective way of obtaining compliance from the
user [391].
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Table 5.2: Notification Methods

Principle Description

Contact
information

Contact information includes a name, an email address, a business address, phone
numbers andmore, and is typically added at the bottom of an email. Including contact
information in the email increases credibility to the notification [379].

Personalization Personalizing the email content to the identity of the recipient, her location, and pre-
ferred language increases the feeling that the notification is custom-made for the re-
cipient [79].

Subject Line A semantically meaningful and captivating subject line contributes to capture the at-
tention of the recipient and thus help increasing email opening rates [178].

Detailed
information

Providing detailed information about the addressed topic gives a sense of proactiv-
ity [349].

Time Notifications should be sent when recipients are most open to receive them [382].

Several studies investigated the factors affecting users’ reply behavior in organizational set-
tings [68, 205, 349, 382]. Table 5.2 provides an overview of the relevant notificationmethods
identified in those studies. For example, sending time is known to have a significant impact
on the rate of notification responses [382]. Similarly, Li et al. [205] and Vasek and Moore
[349] show that detailed information increases the remediation rate of security issues com-
municated to end-users, when compared to the effectiveness of more terse notifications.

Other aspects that affect notification effectiveness are found in practices and guidelines for
email and push notifications. Some studies show that basic personalization of notifications
results can considerable increase email opening rates [79]. Similarly, including contact in-
formation in the email is considered to be part of email etiquette, and may contribute to
increase the credibility and relevance of the message to the receiver [21, 214]. However, the
authority of the signatory does not always have an effect on user compliance [68]. By con-
trast, clear headings in the subject line can (but not always [178]) significantly affect user
behavior [168, 218].

In this work, we evaluate whether notification methods can be used by attackers to enhance
the effect of cognitive vulnerabilities, and whether that effect varies depending on the con-
text. For brevity, hereafter we will refer to the combination of notification techniques and
cognitive vulnerabilities as persuasion techniques.

5.3. Methodology

To determine which persuasion techniques have an impact on phishing success, we per-
formed a field experiment on 747 subjects. Selected subjects are randomly assigned to an
experiment condition, namely a persuasion technique composed of a cognitive vulnerability
and a notification method. The adopted phishing pretext leads users to login to a web page
resembling their organization’s login portal. Phishing success is measured in terms of rates
of users that provide their credentials (cf. Sec. 5.3.4 for ethical aspects).
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Table 5.3: Employee categories at UNI and IND.

Category Org. Job function no.

Junior UNI PhD students, Postdocs 690
IND Non-Managerial staff, interns 723

Senior UNI Faculty members (Assistant, Associate, Full Prof.) 420
IND Managerial staff 480

Support UNI Research support, secretaries, admin staff 210
IND Technical specialists, secretaries, mgmt. assistants 180

5.3.1. Experimental approach

Organizational settings

To assure the ecological validity of our experiments, we launch two phishing campaigns in
two diverse settings: a mid-sized university (UNI) and a European branch of large consul-
tancy company (IND). In particular, we target three departments of UNI (total of 1320 em-
ployees),1 and one division of IND (total of 1383 employees). The contrast between IND
and UNI allows us to evaluate treatment effects across two different organizational settings.
IND runs regular phishing campaigns as part of security awareness training for its employees.
By contrast, UNI does not employ any form of security awareness training for its staff.

Sampling

Employees at both organizations have different levels of professional expertise and job func-
tions. For both UNI and IND, consistently with dimensions identified in previous studies
[52, 256], we group employees into three categories according on their seniority within the
respective institution: Junior, Senior and Support. Table 5.3 provides a mapping of
job functions to the respective categories for UNI and IND. We limit our sample to 30% of
employees in each of theJunior, Senior andSupport categories; thisminimizes ‘word
of mouth’ effects that may affect experiment outcome.

Persuasion techniques

We adopt a selection of persuasion techniques in the cognitive and notification domains (ref.
Sec. 5.2.1 and 5.2.2) as the treatments for our experiment. Among the cognitive vulnera-
bilities identified in [73], we adopt the Authority, Liking, Scarcity and Consis-
tency principles. We exclude Social proof and Reciprocity, as these relate to
social pressure (i.e., behaving consistently to peers) rather than to professional customs (i.e.,
related to professional duties and obligations).

To evaluate how cognitive effects are mediated by the adopted notification method, we em-
ploy a second set of treatments modifying the implementation of the cognitive attacks. Ta-

1The selected departments are Chemical Engineering and Chemistry, Industrial Design, and Mathematics & Com-
puter Science. These were chosen to cover a wide spectrum of computer systems knowledge, with Chemical Engi-
neering on the lower end and Computer Science on the higher end of the spectrum.
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Table 5.4: Association between selected cognitive vulnerabilities and notification methods.

Cognitive vuln. Notification
method

Association rationale

Authority Contact informa-
tion

The inclusion of contact information in an email conveys a sense of
formality that the recipientmight perceive asAuthority and thus
might make them feel more inclined to comply to the request.

Liking Personalization Notifications should be tailored to each user to create a baseline
of one-to-one familiarity. Based on the insights of previous stud-
ies [52], we use the recipient’s first name in the message to create
such sense of familiarity and, thus, to induce a perception of Lik-
ing.

Scarcity Subject line The ‘feeling of urgency’ exploited by Scarcity can be immedi-
ately conveyed through the subject line, which may provide an ad-
ditional effect on the victim opening and acting on the email. This
feeling can be generated by including words implying time sensitiv-
ity and triggering an immediate call to action in the subject lines,
like “urgent”, “important”, “alert”, etc.

Consistency Subject line The content of a subject line can also be exploited to describe follow-
up actions to previous interactions, thus conveying a sense of Con-
sistency with previous decisions and commitments. Common
examples are Re: formats employed in subject lines of phishing at-
tacks.

ble 5.4 reports mapping and rationale for the association of the adopted cognitive vulnerabil-
ities with the relevant notification methods. These are chosen to match the functional pur-
pose of the respective cognitive vulnerability. For example, contact information can exercise
Authority on a victim, whereas subject line is ill-suited to convey primarily authoritative
message.

5.3.2. Experiment conditions
Based on the persuasion techniques above, we devise nine experiment conditions, summa-
rized in Table 5.5. To synthetically represent them, we adopt the following notation: each
condition is assigned an identifier of the form 𝑅𝑁𝐶 , with𝑁∈{𝐷, 𝐴} reflecting a default (𝐷) or
advanced (𝐴) notification method, and 𝐶∈{Au, Lk, Sc,Cn} indicating the presence of a spe-
cific cognitive attack: Authority (Au), Liking (Lk), Scarcity (Sc), Consistency
(Cn). The baseline condition with no cognitive exploits is denoted as RD.

5.3.3. Evaluation Criteria

Criteria for RQ1-RQ3

Wemeasure the success of a phishing campaign in terms of the rate of subjects that submitted
their credentials. Specifically, the probability of success 𝑝𝑘𝑖,𝑗 per user group 𝑖 (Junior, Se-
nior, Support) at an organization 𝑘 (UNI, IND) and experiment condition 𝑗 (RD, RD

Au,…,
RD
Cn, R

A
Cn) is computed as the number of successful outcomes (i.e., subjects that submitted
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Table 5.5: Experiment conditions

No
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d None RD RD
Au RD

Lk RD
Sc RD

Cn

Contact info. — RA
Au — — —

Personalization — — RA
Lk — —

Subject line — — — RA
Sc RA

Cn

their credentials) over the total possible outcomes (i.e., sent emails):

𝑝𝑘𝑖,𝑗 =
(# 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠)𝑘𝑖,𝑗
(# 𝑠𝑒𝑛𝑡 𝑒𝑚𝑎𝑖𝑙𝑠)𝑘𝑖,𝑗

To answer research questions RQ1 to RQ3, we employ odds ratios (OR), which quantify the
effect size of a treatment by measuring the relative change in the probability of success be-
tween the treatment group and the baseline:

OR = 𝑝𝐼/(1 − 𝑝𝐼)
𝑝𝐵/(1 − 𝑝𝐵)

where 𝑝𝐼 and 𝑝𝐵 are respectively the probability of success for the group receiving the treat-
ment and for the group receiving the default email. OR = 1means that the probability is the
same regardless of the presence or absence of the treatment (i.e., the treatment has no effect);
a ratio greater (lower) than 1 indicates that the treatment has a positive (negative) effect on
the success of the campaign compared to the baseline.

For RQ1, we compute the probability of success per each user category 𝑖 at an organization
𝑘 as:

𝑝𝑘𝑖 =
∑𝑗∈{𝑅𝐷 ,…,𝑅𝐴𝐶𝑛}(# 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠)

𝑘
𝑖,𝑗

∑𝑗∈{𝑅𝐷 ,…,𝑅𝐴𝐶𝑛}(# 𝑠𝑒𝑛𝑡 𝑒𝑚𝑎𝑖𝑙𝑠)
𝑘
𝑖,𝑗

For RQ2 and RQ3, we compute the probability of success per each experiment condition 𝑗
at an organization 𝑘 as:

𝑝𝑘𝑗 =
∑𝑖∈{Junior,Senior,Support}(# 𝑠𝑢𝑏𝑚𝑖𝑠𝑠𝑖𝑜𝑛𝑠)𝑘𝑖,𝑗
∑𝑖∈{Junior,Senior,Support}(# 𝑠𝑒𝑛𝑡 𝑒𝑚𝑎𝑖𝑙𝑠)𝑘𝑖,𝑗

Statistical significance. To report the statistical significance of our results we compute 95%
confidence intervals (CI) for the odds ratios. A result is considered statistically significant
when the calculated confidence interval is either completely below (negative effect) or com-
pletely above (positive effect) the unity. To qualitatively evaluate marginally significant re-
sults, we additionally compute 80% confidence intervals (we do not report these for the lack
of space). We evaluate our results bothwithin and across the participating organizations: the
former indicates differences across experiment conditions within the same organization (CI
completely above or below unity); the latter compares differences in outcomes for the same
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experiment condition between the two organizations (OR point estimate for one organiza-
tion is outside of CI of the other organization, and vice versa). To graphically differentiate
reporting of highly significant and marginally significant results within and across organiza-
tions, we adopt the following notation:

Strongly sig. Marginally sig.

Across green cells yellow cells
Within bold, black text bold, blue text

The table below provides an example of result interpretation (mock experimental outcomes).
For simplicity, we only report an example for strongly significant results:

OR [lower, upper]

Cond. ORG1 ORG2

𝐴 0.6 [0.2,0.7] 0.9 [0.8,1.2]
𝐵 1.3 [1.1,1.4] 1.5 [1.1,1.8]

Within condition𝐴, ORG1 shows a significant, negative effect w.r.t. the baseline: theOR point
estimate (0.6) indicates that chances of phishing success in experiment condition𝐴 are 40%
lower than in the baseline condition for ORG1, and as the CI does not cross the unity the
result is statistically significant. By contrast, the effect forORG2 is not significant. Comparing
the effect across organizations, the point estimate for ORG1 (0.6) is outside of the CI of the
estimate for ORG2; the opposite is also true. This indicates that experiment condition 𝐴 has
also a significantly different effect across the two organizations.2 As the point estimate of the
former is lower than the point estimate of the latter, this indicates a negative effect in ORG1
when compared to ORG2 under condition 𝐴. By contrast, under condition 𝐵 estimates for
both ORG1 and ORG2 are significant within the respective organizations, but no significant
difference emerges across organizations as the 𝑂𝑅 estimate for ORG1 (1.3) falls within the
CI of the effect of 𝐵 in ORG2 ([1.1, 1.8]).

Criteria for RQ4. Research question RQ4 aims to determine which characteristics of the
campaign and victims has an effect on the velocity of the attack. To this end, we compute
how the success rate progresses over time.

5.3.4. Ethical considerations

The experiment was approved by the UNI’s Ethical Committee and by management at IND.
We followed best practices concerning consent waving and user debriefing [293]. ‘Submitted’
user credentials as well as the association between user identities and their real names were
neither transmitted nor saved by the system.

2In the tablewe denote that a condition exhibits significant effects bothwithin an organization (ORG1 in the example)
and across organizations by using both the bold font and the green cell.
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5.4. Experiment design

This section describes the design and implementation of the experiment. First, we present
the scenario of the phishing campaign and then we discuss the concrete implementation and
data collection.

5.4.1. Experiment preparation

This section describes the scenario and artifacts (phishing emails, website) developed for our
phishing campaigns.

Scenario selection and attack prototype

Wedesign two phishing campaigns in close collaborationwith the security and privacy teams
of UNI andIND to assure their credibility. Both campaigns are built around the same pretext,
namely the need to register holiday hours within the organization’s portal for administrative
purposes. We adopt the following phishing email prototype:

From: info@{domain-name}
Subject: Your holiday hours
Dear Colleague,
To facilitate the planning of activities for the period September to De-
cember, we invite you to provide a rough estimate of the holiday hours
you are currently planning to take until the end of this calendar year.
Please provide this information by following this link: {domain-
name/path}
Thank you,
{signature}

This prototype is used for both UNI and IND. The values in {curly braces} were customized
for each organization using a signature and a domain name (for both the link and From
field) that resemble the ones typically used in those organizations; no spoofing techniques
was used. Values were defined jointly with the security and privacy teams at UNI and IND.
All experimental treatments are applied to this baseline email.

Treatments

We defined a treatment for each experiment condition (ref. Sec. 5.3.2). A treatment is a mod-
ifier to the baseline email. We consider two sets of treatments: one set in which cognitive
vulnerabilities are added to the body of the baseline email prototype, and one set adopting
a specific notification method to deliver the cognitive vulnerability. An overview of the ad-
ministered treatments is presented in Table 5.6.3 For example, the treatment for Scarcity
is implemented by extending the body of RD with a deadline for the submission of holiday
hours (“by the end of this week”) (RD

Sc in Table 5.6). The notification method
treatment is then applied to RD

Sc by including “Action Required” in the subject line
(RA

Sc in Table 5.6). This allows us to evaluate the relative increase in effectiveness of adding a

3The emails are available at https://github.com/paolokoelio/testing-tailored-phishing

https://github.com/paolokoelio/testing-tailored-phishing
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Table 5.6: Principles used in the campaign and respective implementations.

The treatments in which the cognitive attacks are delivered in the body of the prototype email are presented on the
left side. The treatments in which the cognitive attacks are delivered through notification methods are presented
on the right side. Changes from the respective baseline email are highlighted in bold. The meeting in 𝑅𝐶𝑛 is
fictitious.

Cognitive Attack Notification Method

ID Principle Implementation ID Principle Implementation

RD
Au Authority ”[...] to December, the {ORG} Sup-

port team, on behalf of the Execu-
tive Board, requires you to provide
a rough estimate [...]”

RA
Au Contact

Information
From: secretariaat.executive@{domain-
name}
Subject: Your holiday hours
”Dear Colleague,
To facilitate the planning [...]

All inquiries must be directed to:
secretariaat.executive@{domain-name}
Thank you,
The {ORG} Executive Board Secretariaat
Email: secretariaat.executive@{domain-
name}
Address: {ORG’s street, ZIP, City}”

RD
Lk Liking ”[...] to December, and to take into

consideration your future plans, we
invite you to provide a rough estimate
[...]”

RA
Lk Personalization ”Dear {FirstName},

To facilitate the planning [...]”

RD
Sc Scarcity ”[...] to December, we invite you

to provide by the end of this week a
rough estimate [...]”

RA
Sc Subject Line Subject: Your holiday hours - Action

Required

RD
Cn Consistency ”Dear Colleague,

This is a follow up to the {De-
partment} Employee Meeting held past
February. To facilitate the planning
[...]”

RA
Cn Subject Line Subject: Your holiday hours - Follow

up

specific notification method to a predefined cognitive attack. The implementation of the se-
lected cognitive attacks is consistent with wording used in past experiments and field studies
reported in the literature [15, 148, 347, 379].

Phishing website

We crafted a phishing website for each organization consisting of a login page mirroring
that of the corresponding organization. The webpages are instrumented to log the loading
of the phishing website, and the credential submission. Upon submitting their credentials,
users are redirected to a debriefing web page. The debriefing page informs victims about
the experiment (i.e., purpose, authors, which data have been collected and how it will be
used, and experiment authorization). Author contact information was also provided for any
additional communication and to waive consent to data usage.

5.4.2. Implementation and data collection
The sampling method described in Sec. 5.3.1 results in 396 individuals sampled from UNI
and 415 from IND; however, a group of employees in IND (𝑛 = 64) proved to be ‘im-
mune’ (by design) to the chosen pretext (see Sec. 5.6 for a discussion), and we therefore
exclude them from the analysis. This leaves us with 396 and 351 subjects in UNI and IND
respectively, for a total of 747 subjects. Each sampled subject was randomly assigned to
an experiment condition and received exactly one email in the context of this experiment.
Accordingly, 83 subjects were assigned to each condition (44 at UNI and 39 at IND). Sub-
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jects were neither informed of the phishing campaign beforehand nor received any form of
training for the detection of phishing email.

The campaign was launched on June 3rd 2019 at 11:00 AM. Phishing resources (e.g., the web-
site) remained live for five working days. At IND, the phishing campaign was executed as
part of a periodic security awareness training. The phishing emails were sent in batches, one
for each experiment condition, every eleven minutes to avoid triggering server-side spam
alerts. During the experiment we collect: userId (anonymized); event (email opened,
website loaded, credentials submitted); time of event (timestamp). The user cate-
gory (Junior, Senior or Staff) and experiment condition (treatment group)
are reconstructed through the userId.

5.4.3. Experimental limitations

In our experiment, we added treatments incrementally to ‘baseline’ (treated) emails (e.g., RD

→ RD
Au → RA

Au). Due to this choice, we cannot isolate the effect of ‘multiple attacks’ on a spe-
cific cognitive vulnerability, from the sole added effect of modifying the notificationmethod.
However, the alternative of applying treatments directly to RD is undesirable because it will
introduce two changes to the default email simultaneously (the cognitive attack and the no-
tification method), making it difficult to distinguish the single contribution of each adopted
persuasion technique. Similarly, as the implementation of a cognitive attack does depend on
its position in text, simply applying the notification method to the baseline implementation
would produce undesirable syntactic anomalies in the email bodies. In practice, this lim-
its the set of meaningful comparisons we can make to RD vs. the ‘baseline’ cognitive attacks,
and to each ‘baseline’ cognitive attack vs. the one treated with the corresponding notification
method. Finally, we consider a phish to be successful when a user submits their credentials.
In reality, just visiting a webpage can compromise a user’s system.

To minimize learning effects that may skew the results we limit our campaign to only one
email per victim. This reduces the number of overall observations, but allows us to derive
interpretable conclusions while not stretching ethical concerns on the experiment [293].
Whereas the final subject sample is relatively large, the adoption of nine experiment con-
ditions limits the number of subjects assigned to each treatment to 83 overall. To evaluate
statistical significance, we report robust confidence intervals for all results. However, as only
a fraction of users fall for the attack, statistical tests across all user categories and experiment
conditions may be deceiving. For this reason, we report descriptive statistics for all user cat-
egories and experiment conditions (Table 5.7), and run statistical tests only on aggregated
results (Tables 5.8 to 5.10).

5.5. Results

Table 5.7 reports an overview of the submission rates by employee category and experiment
condition. Overall, the observed success rate at IND is 29.9%, whereas the success rate at
UNI is 15.4%; the overall success rate for both campaigns is 22.2%. The experiment con-
ditions with the highest success rate belong to IND, with the exception of RA

Au that scores
higher for the Junior category at UNI. This suggests that, in general, IND is more vulner-
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Table 5.7: Overall submission rates per experiment condition and category

Numbers underlined and in bold are the highest figures per experiment condition (rows). Numbers in bold but
not underlined are the highest values within that organization. The overall success rate of the campaign is 22.2%;
IND appears to be the most vulnerable with an overall attack success rate of approximately 30%. By contrast, the
recorded success rate against the UNI group is 15.4%. The Junior category is in general the most vulnerable, but
appears to be particularly susceptible to Authority attacks in the UNI group.

Overall UNI IND

#Submissions (%) #Submissions (%) #Submissions (%)

ID no. Overall Junior Senior Support no. Overall Junior Senior Support no. Overall Junior Senior Support

RD 83 19 (22.9) 11 (27.5) 5 (16.7) 3 (23.1) 44 5 (11.4) 4 (17.4) 0 (0.0) 1 (14.3) 39 14 (35.9) 7 (41.2) 5 (31.3) 2 (33.3)
RD
Au 83 21 (25.3) 10 (25.0) 8 (26.7) 3 (23.1) 44 5 (11.4) 1 (4.4) 3 (21.4) 1 (14.3) 39 16 (41.0) 9 (52.9) 5 (31.3) 2 (33.3)

RA
Au 83 19 (22.9) 11 (27.5) 6 (20.0) 2 (15.4) 44 11 (25.0) 7 (30.4) 3 (21.4) 1 (14.3) 39 8 (20.5) 4 (23.5) 3 (18.8) 1 (16.8)

RD
Lk 83 20 (24.1) 9 (22.5) 8 (26.7) 3 (23.1) 44 6 (13.6) 5 (21.7) 1 (7.1) 0 (0.0) 39 14 (35.9) 4 (23.5) 7 (43.8) 3 (50.0)

RA
Lk 83 19 (22.9) 12 (30.0) 5 (16.7) 2 (15.4) 44 8 (18.2) 6 (26.1) 2 (14.3) 0 (0.0) 39 11 (28.2) 6 (35.3) 3 (18.8) 2 (33.3)

RD
Sc 83 16 (19.3) 8 (20.0) 7 (23.3) 1 (7.7) 44 4 (9.1) 3 (13.0) 1 (7.1) 0 (0.0) 39 12 (30.8) 5 (29.4) 6 (37.5) 1 (16.8)

RA
Sc 83 23 (27.7) 14 (35.0) 5 (16.7) 4 (30.8) 44 9 (20.5) 7 (30.4) 0 (0.0) 2 (28.6) 39 14 (35.9) 7 (41.2) 5 (31.3) 2 (33.3)

RD
Cn 83 15 (18.1) 7 (17.5) 5 (16.7) 3 (23.1) 44 7 (15.9) 5 (21.7) 1 (7.1) 1 (14.3) 39 8 (20.5) 2 (11.8) 4 (25.0) 2 (33.3)

RA
Cn 83 14 (16.9) 7 (17.5) 5 (16.7) 2 (15.4) 44 6 (13.6) 4 (17.4) 1 (7.1) 1 (14.3) 39 8 (20.5) 3 (17.7) 4 (25.0) 1 (16.7)

Tot 747 166 (22.2) 89 (24.7) 54 (20.0) 23 (19.7) 396 61 (15.4) 42 (20.3) 12 (9.5) 7 (11.1) 351 105 (29.9) 47 (30.7) 42 (29.2) 16 (29.6)

Table 5.8: Odd ratios between [Senior, Support] and Junior categories

Overall UNI IND

Category # (%) OR 95% CI # (%) OR 95% CI # (%) OR 95% CI

Junior 89 (24.7) – – 42 (20.3) – – 47 (30.7) – –
Senior 54 (20.0) 0.76 [0.54, 1.07] 12 (9.5) 0.41 [0.27, 0.63] 42 (29.7) 0.93 [0.60, 1.45]
Support 23 (19.7) 0.75 [0.46, 1.22] 7 (11.1) 0.49 [0.25, 0.68] 16 (29.6) 0.95 [0.53, 1.67]

able to the attack On the other hand, attacks exploiting Authority seem more effective
on Junior employees at UNI, supporting previous observations on the domain-dependent
effect of cognitive attacks [347, 379].

The most effective cognitive attacks appear to be Authority and Scarcity (see ‘Over-
all’ column in Table 5.7), although we observe wide fluctuations between UNI and IND for
Authority. For instance, for the Junior category RA

Au appears to provide a large boost
compared to RD

Au in UNI (30.4% vs. 4.4%), whereas it halves the success rate in IND (23.5%
vs. 52.9%). We observe a decreased success rate across all employee categories inIND forRA

Au
when compared to RD

Au. By contrast, only the Junior group in UNI was impacted by the
treatment, whereas more senior employees were not. The use of subject line for Scarcity
(RA

Sc) achieves higher success rates across both organizations, although by a lesser extent than
RD
Au.

RQ1: Does professional role have an impact on success rate of tailored phishing attacks?

The overview in Table 5.7 suggests that, in both organizations, the Junior category is the
most vulnerable. Differences across other categories appear to be smaller. To more formally
evaluate this, we report in Table 5.8 the relative change in submission rates related to the
Senior and Support categories when compared to the Junior category. The overall
figures show an only marginally significant negative effect for the Senior category (odds
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Table 5.9: Odd ratios of Cognitive Vulnerability vs. Default treatment

Overall UNI IND

ID # (%) OR 95% CI # (%) OR 95% CI # (%) OR 95% CI

RD 19 (22.9) – – 5 (11.4) – – 14 (35.9) – –
RD
Au 21 (25.3) 1.14 [0.56, 2.33] 5 (11.4) 1.00 [0.27, 3.73] 16 (41.0) 1.24 [0.49, 3.09]

RD
Lk 20 (24.1) 1.07 [0.52, 2.19] 6 (13.6) 1.23 [0.35, 4.38] 14 (35.9) 1.00 [0.39, 2.52]

RD
Sc 16 (19.3) 0.80 [0.38, 1.69] 4 (9.1) 0.78 [0.20, 3.12] 12 (30.8) 0.79 [0.30, 2.04]

RD
Cn 15 (18.1) 0.74 [0.35, 1.59] 7 (15.9) 1.48 [0.43, 5.06] 8 (20.5) 0.46 [0.17, 1.27]

Table 5.10: Odds ratios of Notification Method vs. Cognitive Vulnerability treatments

Overall UNI IND

ID # (%) OR 95% CI # (%) OR 95% CI # (%) OR 95% CI

RA
Au 19 (22.9) 0.88 [0.43, 1.79] 11 (25.0) 2.60 [0.82, 8.25] 8 (20.5) 0.37 [0.14, 1.01]

RA
Lk 19 (22.9) 0.94 [0.46, 1.92] 8 (18.2) 1.41 [0.45, 4.46] 11 (28.2) 0.70 [0.27, 1.83]

RA
Sc 23 (27.7) 1.61 [0.78, 3.32] 9 (20.5) 2.57 [0.73, 9.09] 14 (35.9) 1.26 [0.49, 3.24]

RA
Cn 14 (16.9) 0.92 [0.41, 2.05] 6 (13.6) 0.84 [0.26, 2.72] 8 (20.5) 1.00 [0.33, 3.00]

ratio of 0.76). Overall, belonging to Senior reduces the chances to submit the credentials
by approximately 24% when compared to Junior. Support performs similarly, but the
smaller sample size reduces its statistical significance.

Looking at results by single organizations, we find that Senior and Support in UNI
are significantly less susceptible to the campaign w.r.t. Junior (𝑂𝑅 = 0.41 and 0.49
respectively): Senior and Support employees at UNI are approximately 60% less likely
to submit their credentials compared to employees in the Junior category. By contrast,
the campaign success does not seem to vary significantly across professional roles in IND.
On the other hand, we find that the Senior and Support groups are significantly less vul-
nerable at UNI than at IND, when compared to the respective Junior. This suggests that
professional seniority and expertise may affect victims of phishing attacks differently across
organizations.

RQ2: Are cognitive vulnerabilities effective in tailored phishing attacks?

The effect of cognitive vulnerabilities vs. the default email RD is reported in Table 5.9. In con-
trast with previous literature [63, 155, 371, 379], we find no significant effect for themere in-
troduction of cognitive attacks in our phishing campaigns. The implementation of a tailored
attack appears to reduce the effect of ‘standard’ cognitive attacks. The only marginally sig-
nificant effect we observe within an organization is the negative impact of RD

Cn in IND when
compared to the effect of RD. The addition of Consistency decreases the success rate of
the default attack in IND. This result is also confirmed across organizations, whereby UNI
shows a significantly higher vulnerability to Consistency than IND when compared to
the effect of RD.
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Figure 5.1: Success rate over time per user category inUNI (top) andIND (bottom). The grid linesmark 2 hour
intervals.

RQ3: Does the use of notification methods to deliver cognitive vulnerabilities increase
the success rate of a tailored phishing attack?

The effect of notification methods for the delivery of cognitive attacks is reported in Ta-
ble 5.10. It is worth noting that, except for Scarcity (RA

Sc), the effect of notification meth-
ods reverses across UNI and IND. For instance, the use of contact information for Author-
ity (RA

Au) has a positive effect in UNI (OR = 2.60) whereas it has a negative effect in
IND (OR = 0.37), with the latter being marginally significant. Nonetheless, the difference
across UNI and IND is strongly significant, and indicates a relative change in chances of suc-
cess of 2.60/0.37 = 7.03 times (i.e., approx. 603%), highlighting the highly-dependent
effectiveness of the adopted treatment across the two environments. In contrast, the uses of
subject line for Scarcity (RA

Sc) has a positive effect on both UNI (OR = 2.57) and IND
(OR = 1.26). However, the effect is not significant for IND and only marginally significant
for UNI.

RQ4: Which characteristics of the campaign and victims affect the velocity of a tailored
phishing attack?

Figure 5.1 shows the progress of the success rates over time for both organizations and by user
category. We observe that victims’ responses to the phishing campaign is almost immediate:
for all categories in both UNI and IND, 50% of submissions occurred within the first 2 hours
of the first day and approx. 75% of submissions occurred within 4 hours. We also observe
that the victimization rate slows down as time passes across all categories, suggesting that
most users that will fall for the attack will do so almost immediately.

5.6. Discussion

The effect of persuasion techniques in tailored phishing campaigns

The main outcome of our investigations is that, in tailored phishing campaigns, the means
by which cognitive attacks are delivered to the victims appear to be more important than the
mere presence of a cognitive attack itself. This suggests that, in presence of a tailored attack,
‘cognitive effects’ may be superseded by the overall ‘persuasive’ effect of a well-engineered
phishing email. On the other hand, the means by which the cognitive vulnerability is deliv-
ered to the victim (i.e., its notification method) do have a sizable effect, although this does
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not appear to be stable in direction across experiment conditions. This is particularly evident
in the case of Authority, for which forged ‘contact information’ more than doubles the
chances of success at UNI, but at the same time halves the chances at IND. This suggests that
the notification method can be very effective in enhancing a cognitive attack, but it must be
precisely tailored against the target – otherwise, it can backfire.

As notification methods move the cognitive attack from the body text of the phishing email
to amore prominent position, theymay either increase the persuasive power of the attack, or
expose it to additional scrutiny from the user (the interested reader can refer to Section 3.3.1
for a more detailed discussion). For example, addressing a person by name (Personalization)
in official correspondence may not be common practice in some organizations. In line with
this observation, Senior subjects atINDwere less likely to fall for the attack when adminis-
tered RA

Lk (19%), as opposed to the ‘untreated’ version of the same cognitive attack R
D
Lk (44%).

Likewise, forging authoritative contact information to sign off a phishing email may back-
fire, particularly with Senior personnel: in IND, RD

Au achieves a submission rate of 52.9%,
which is essentially halved in RA

Au (23.5%) once the forged contact information is added in
the email signature.

Other effects appear to be more stable across organizations; for example, Scarcity’s effec-
tiveness is magnified by modifying the subject line of the email both at IND and UNI. This
suggests that modifying the delivery of cognitive exploitation methods may further improve
the attack success rate. An alternative interpretation is that it could be the novelty of the
implementation of the attack to make a difference in how easily can the attack be spotted.

Implications for research: The effect of notification methods in advanced, tailored phishing
attacks is a little-explored area of research. Our results suggest that the effect of specific
cognitive attacks (e.g., Authority) may be greatly enhanced by its positioning in a phish-
ing email. This opens new paths forward in research on the relation between attack fea-
tures, delivery and (expected) success. For example, this calls for new methods to evaluate
how specific cognitive attacks are delivered in the wild (e.g., in multistage spear-phishing
attacks [15]), and new experimental procedures to replicate these effects in laboratory set-
tings. Similarly, this opens towards the development of risk-based detection tools looking
for evidence of specific notification methods implementing cognitive attacks in phishing.

Implications for practice: Our results suggest that the implementation of consistent email
designs through enforcement of internal policy may aid users in distinguishing ‘legitimate’
from ‘illegitimate’ requests. This is substantiated by the consistent trend whereby more ex-
perienced employees are more consistent in identifying ‘anomalies’ in the communication
introduced by our treatments. Ideally, the devised internal policies could prescribe email
structures and language that is opposite to that of an effective attack (e.g., no reminders in
email subjects, name-only sign offs, etc.).

Susceptibility to tailored phishing

Our results illustrate that the professional role can have a significant impact on the success of
a tailored phishing campaign. At the same time, they show that this effect can significantly
vary across organizations operating in different domains. This is evident by comparingUNI’s
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and IND’s cases, where the Junior category appears to be significantly more susceptible
to phishing than the Senior and Support categories in UNI, but no measurable effect
emerges in IND. A possible explanation for UNI, in line with [52], is that Senior and Sup-
port can be considered as experienced users that are able to spot inconsistent patterns (or
‘anomalies’, as framed in Chapter 3), and potentially targeted phishing, due to their (on aver-
age) longer experience in the context of the organization itself. Surprisingly, this is not the
case for IND, where the apparently more senior users score similarly to the less senior ones.
A hypothesis is that the turnover rate is higher at IND compared to UNI for Senior and
Support employees: newer employees in Senior and Support positions could lack ex-
perience in the organization processes and practices whilst being experienced professionals.

A surprising result is that the campaign against IND achieved much higher success rates
than the campaign against UNI, despite IND employees periodically and structurally receiv-
ing phishing awareness training, whereas employees atUNI do not. This suggests that widely
different results can be achieved across different domains and organizations. More studies
are needed to systematically evaluate whether specific domains (e.g., education, manufac-
turing, finance) are vulnerable to specific types of attacks. This also indicates that previous
phishing measurements relying on experiments with students and employees (see [320] for
an overview) may be limited in validity across different application domains.

Implications for research: Theevaluation of training effectiveness is an issue per-se [363]. The
case of IND vs. UNI raises an interesting flag on the (lack of) interaction between training
activities and susceptibility to phishing attacks. For example, it is known that training ef-
fectiveness decreases with time [31, 52], and may be less and less effective as users achieve
higher awareness levels. However, whether the remaining fraction of users cannot be treated
(i.e., theywill fall for the attack, irrespective of the training received) is an open question in its
own right. Further research onmarginal returns of training activities could shed light on the
overall effectiveness of awareness campaigns. Finally, our results call for replication studies
evaluating the varying effect of phishing techniques against different user populations and
organizational settings.

Implications for practice: Victims’ lack of knowledge on internal organization processes can
be exploited by an attacker to build credible pretexts and get a foothold within the organiza-
tion (e.g., to perform lateral phishing attacks [148]). Junior staff may be most vulnerable
to sufficiently tailored phishing attacks mimicking organizational settings. This may also ex-
tend to newly hired personnel in senior professional roles. Given this baseline of vulnerable
users, specific training targeted towards these groups (e.g. based on URL detection [363])
may help reducing the attack surface.

Time characterization

Our time analysis shows that most users that will fall for the campaign will do so in its first
few hours. The velocity at which phishing victims fall for the attack suggests that, when
a tailored phishing campaign has been identified, chances are that a significant portion of
targeted employees has already been compromised. This very short time makes phishing
attacks dangerous and difficult to counter to date, since there is little to no time for defenders
to react and contain the attack.
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Implications for research: Whereas traditionally phishing prevention activities deal with de-
tection, the findings above suggest that an effective response strategy may be more apt for
tailored phishing. For example, the development of risk metrics for phishing attacks no-
tified by highly-aware users in an organization could help mitigating the success of highly
effective attacks within the first few hours of the campaign. This suggests that effective mech-
anisms for user reporting of phishing attacks may be a significant, yet untapped, resource to
enable mitigation of advanced campaigns.

Implications for practice: Any effective reaction from an organization’s response team should
happen within the first few hours since the start of the campaign to be effective at all. Appro-
priate prioritization metrics, as well as response strategies, should be in place to address the
threat in a timely manner [347]. Awareness from the response team of the ongoing attacks
is key in this context. The competent departments at the organization should provide em-
ployees with clear instructions on how and when to report suspicious emails, have in place
methods to promptly triage user reports and well-tested mitigation procedures ready to be
deployed.

5.6.1. Threats to validity
Construct validity. As we cannot evaluate whether users read the email, treatment effect
can only be assumed. Similarly, user categories and cognitive treatments might account for
only a part of our outcome variables. Further, the pretext scenario may not reflect the real
procedure for holiday hours at the organization. To mitigate this, we involved employees at
the security department of both organizations since experiment design time.

Internal validity. Timing measurements are susceptible to unaccounted variables such as
email load, working habits, and personality traits. Subject characteristics, like age, gender,
nationality etc., may also have an impact on the results [256, 379]. The subject randomiza-
tion at design time limits the statistical effect of these subject variables. Nonetheless, the
sample size may affect the accuracy of the estimated effects. The designed treatments were
designed to influence participants according to Cialdini’s persuasion principles. There are
inevitable variations in the users’ perception of these manipulations. We mitigated this risk
by implementing cognitive attacks based on the findings of previous studies (cf. Sec. 5.4.1).
Finally, as we do not check for credential correctness, not all submissions may correspond
to a successful phish.

External Validity. The sample encompasses academic staff and industry workers, which can
have different characteristics than, e.g., private users or clients of a bank. Similarly, our
results may not generalize to other organizations and types of phishing (e.g., clone-based
phishing, for which cognitive attacks may be less important).

5.7. Conclusion

In this chapter, we evaluated the efficacy of a tailored phishing scenario and the effects of
persuasion techniques, their delivery method and context of deployment on the attack suc-
cess rate. The tailored phishing attack against employees yields a high success rate, between
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10% and 30% across user roles and organizations, thus highlighting the relevance of context
in explaining attack success variability (e.g., academia vs. industry). Our experiment shows
that an advanced target tailoring of the campaign overcomes the effects of more conven-
tional, cognitive attack techniques. In particular, our results reveal that the means (i.e., in
our experiment, the notification method) by which the cognitive attack (i.e., the persuasion
technique) is delivered matters, and can further enhance a well-tailored attack against an
organization. Finally, the measurement of attack velocity reveals the key role of time in the
impact of a phishing attack, providing insights for more effective attack response practices.

Our results provide an answer to RQIII and stress the importance of replicating previous
studies on phishing across different domains to evaluate how effects may vary in different
organizational settings. The results and recommendations reported in this chapter suggest
that further research on advanced, tailored phishing attacks is needed to support organiza-
tions’ defensive processes and capabilities. In the following chapters (Chapter 6 and 7), we
draw from the above conclusions to continue our investigation on RQIII by exploring tech-
nological and organizational mitigation strategies against phishing attacks.





6
Detecting zero-hour phishing web

pages: visual similarity and
user intervention

F rom the results of the previous chapter, we find that time is of the essence in reacting to
(tailored) phishing attacks: the delivered URLs link web pages that victimize the targeted

user base in the first few hours since delivery. Typical detection approaches, such as block-
lists, are limited against these zero-hour phishing attacks due to the unknown features of new
attack instances, such as the URL or page contents; detection evasion techniques employed
by attackers, such as embedding targeted brand references in pictures, further complicate the
identification of the phishing attempt. Some visual similarity-based detection approaches
can overcome evasion techniques and spot an unknown phishing page by comparing the
rendered content of a page with a known reference brand. However, such methods are lim-
ited by the need of a predefined reference list of domains or brand representations, such as
logos and screenshots, hindering the defense possibilities of less resourceful organizations.
Following on RQIII, this chapter demonstrates a technological mitigation strategy against
zero-hour phishing that relies on search engines to identify which website a phishing page
is replicating by means of textual and visual features extracted from an unknown page. The
tool, implemented as a browser extension, supports users in deciding on a website legitimacy
with various risk communication methods. We evaluate the tool effectiveness in detecting
phishing pages using a dataset sourced from phishing aggregators and suggest new research
directions to investigate the complex interaction between users and decision support tools.

This chapter is originally published as B. van Dooremaal, P. Burda, L. Allodi, and N. Zannone, “Combining Text
and Visual Features to Improve the Identification of Cloned Webpages for Early Phishing Detection”, Tn the 16th
International Conference on Availability, Reliability and Security (ARES), ACM, 2021, pp. 1–10
and as P. Burda, L. Allodi, and N. Zannone, “A Decision-Support Tool for Experimentation on Zero-Hour Phishing
Detection”, In Foundations and Practice of Security (FPS), vol. 13877, Springer LNCS, 2022, pp. 443–452
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Figure 6.1: Phishing website imitating Microsoft Office 365 with no textual reference to Microsoft or Office in
the web page DOM.

6.1. Introduction

Throughout the previous chapters we witnessed the emergence of increasingly sophisticated
phishing attacks [15, 127, 232]. The adoption of innovative detection evasion techniques and
the velocity at which phishing attacks arrive and change form make it challenging to design
early detection systems able to warn users of the suspicious nature of a visited website. As
the tailored phishing campaign of Chapter 5, new and unknown attack instances take their
toll in the first few hours since delivery (hence zero-hour phishing), and attempt to bypass
detection systems by fingerprinting user agents or concealing features of cloned pages in
embedded objects, while preserving the visual similarity needed to persuade the end user
they are indeed on the legitimate webpage [255].

Considerable research has been conducted in the domain of phishing detection, for exam-
ple, block-listing phishing domains [128], bag-of-words filtering, visual similarity compar-
isons [163] and machine learning techniques [3, 213]. The timeliness and accuracy of these
approaches, however, is limited; for example, updating a block-list of phishing domains is
often too slow to match the velocity of an unknown attack and, filtering is often subject to
a high misclassification rate. Visual similarity-based methods rely on accurately finding a
corresponding legitimate page and can be limited by certain evasion techniques and, impor-
tantly, by the need of a predetermined list of brands to protect.

Among existing phishing detection approaches, some visual similarity-based approaches
have the ability to support the detection of ‘zero-hour’ phishing websites [136, 163]. To iden-
tify the web page that the phishing page is most likely mimicking, these approaches typically
extract features from the web page Document Object Model (DOM) and use these as search
terms in search engines. Still, these efforts are limited by detection evasion techniques such
as the replacement of text and logos by other objects (such as images and other embedded
objects). This is, for instance, the case of a recent phishing website imitatingMicrosoftOffice
365’s login page, shown in Fig. 6.1, where any appearance of the brand names is in embedded
objects, thus making the use of current feature extraction techniques ineffective.

In this work, we propose a method aimed at improving the automated identification of a
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cloned web page by extracting visual features from the screenshot of a suspicious web page,
in addition to textual features extracted from the DOM of the web page. Our approach ex-
ploits color contrast within portions of a screenshot to recognize regions of interest on the
web page, which are then used as search terms for a reverse image search, thus following the
common assumption of visual similarity-based approaches that search engines place benign
results at the top [211]. The top results of the combined text search and reverse image search
are deemed as the potential targets and compared with the suspicious page using image sim-
ilarity metrics for phishing detection.

As seen in Chapter 2, recent studies suggest user awareness alone remain ineffective against
the increasing sophistication of phishing attacks [28, 88, 272, 307]. Hence, the solution space
for effective measures for early-detection of phishing websites is moving towards mixed ap-
proaches where technology and automation can support the decision-making of a (threat-
aware) human. Yet, users are often not considered in the design of the tools themselves [6,
213]. Humans may not heed the generated warnings due to, e.g., lack of trust in the decision
support system or additional user interface fatigue, with consequent detrimental habitual
patterns [235]. Moreover, the amount, type and even content of warnings can depend on
the employed detection system and, consequently, affect warning effectiveness. In this sce-
nario, extant phishing detection tools are often limited in their applicability to experiments
that capture the full process where the interaction between the phishing web page and the
user unfolds. For example, even the best detectionmethods can be ineffective when users do
not trust and follow the tool’s advice [70]. On the contrary, pitfalls of detection tools, such
as false positives or long run-times, can be mitigated with effective risk communication. We
argue that these limitations narrow the research possibilities where technology and automa-
tion can support individuals in avoiding phishing attacks. Therefore, our approach yields
an integrated phishing detection solution in the form of a client-server architecture where
the detection logic stays on the server while the client is implemented as a browser exten-
sion that warns users when they visit a potential phishing page. Our proposition results in
an integrated research approach that puts both phishing detection and Human Computer In-
teraction (HCI) ingredients together for an experimental tool to evaluate, characterize, and
refine the interaction between phishing decision support, and the final user.

Our contributions towards answering RQIII can be summarized as follows:

• We devise a novel approach to identify which website a phishing web page is imitating
by means of both textual features extracted from the DOM and metadata of the page and
visual features (regions) extracted from a screenshot of the page.

• We evaluate our approach for target identification against a corpus of phishing attacks gath-
ered from largely used anti-phishing sites such as OpenPhish, PhishTank and PhishStats.
The results show that our approach achieves an accuracy of 99.2%.

• We provide insights on the effect of target identification through visual features on the
classification of phishing web pages. Our experiments show that the use of visual features,
in addition to textual features, reduces the misclassification rate by 67%.

• We discuss how our tool can be used to instrument scientific research towards an inte-
grated research line on zero-hour phishing allowing, for instance, the evaluation of user
trust in detection tool’s advice or the exploration of new risk communication methods by
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keeping track of past decisions and associated risks.

This chapter is structured as follows: Section 6.2 provides background on automated phish-
ing detection and target identification techniques. Section 6.3 presents the overall methodol-
ogy with a particular focus on target identification. An evaluation of the proposed method-
ology is presented in Section 6.4. Section 6.5 discusses our results and ways forward for
research. Finally, Section 6.6 concludes the chapter.

6.2. Background and Related Work

6.2.1. Website phishing detection
Previous work on automated detection of phishing websites can be grouped into three main
classes, namely list-based, visual similarity-based, and heuristic-based approaches [163].

List-based approaches operate by comparing the universal resource locator (URL) a user
visits against a list of known phishing websites (a so-called block-list) or a list of legitimate
websites (a so-called allow-list). These lists are typically maintained and updated by relying
on external sources such as PhishTank [279] or Google Safe Browsing [128]. List-based ap-
proaches are, however, ineffective, especially against zero-hour attacks. Previous work [272]
shows that several phishing websites are hosted on compromised domains, which can affect
list-based approaches (especially based on allow-lists). Additionally, solutions based on a
block-list can only detect a phishing website if that website is present in the list. Therefore,
phishing websites have to be detected through other means before they can be detected with
this method. Previous measurements [143, 255] observed that Google Safe Browsing and
PhishTank can take from 9 hours to twenty days to add a URL to their lists since a phish-
ing attack has been seen for the first time, making list-based approaches largely ineffective
against zero-hour attacks. On the other hand, heuristic-based and visual similarity-based
approaches can detect zero-hour phishing attacks [136, 163].

Heuristic-based approaches analyze features extracted from a web page using predefined
rules to determine if the web page is legitimate [163]. Due to advancements in phishing at-
tacks many features that heuristic-based approaches rely on are unreliable for classifying a
website. For example, the presence of SSL certificates, which was historically used to classify
the legitimacy of web pages [263], is no more a valid heuristic [28]. In general, attackers can
forge relevant features to be invisible to the heuristic rules, but still visible to the user [163].

On the other hand, visual similarity-based approaches use content rendered in the web
browser to determine the (non)legitimacy of a website. These techniques use features such
as the favicon (a small image next to the website title) [72], the logo on the web page [6], or
a screenshot of the entire web page to compare two websites and determine whether one is
attempting to imitate the other [6, 210, 213]. The advantage of visual similarity-based tech-
niques over heuristic-based approaches is that the replacement of text by other objects (such
as images, Flash, and other embedded objects) by the attacker cannot circumvent the detec-
tion technique [315]. However, the ability of visual similarity-based approaches to detect
new instances of phishing attacks depends on their ability to find the legitimate website a
phishing web page is imitating.
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Figure 6.2: Example of splitting an image of the PayPal logo to evade detection when using resources directly.

6.2.2. Targeted brand identification
A few visual similarity-based approaches identify the candidate pages for comparison from
a predetermined corpus of benign web pages [6, 210, 213, 229, 387]. This, however, hinders
the detection of zero-hour phishing attacks or any attack imitating a domain not present in
the given corpus, similarly to list-based approaches. Therefore, the identification of the page
resembling the page under analysis can be performed using search engines. Specifically, vi-
sual similarity-based approaches often apply keyword extractionmethods to extract relevant
terms from the web page, which are then fed to a search engine. The assumption underling
these approaches is that the website of targeted brand is more popular than the phishing
website imitating it and that search engines place benign websites on top. Table 6.1 presents
an overview of the techniques used to extract search terms from a web page1.

As shown in the table, many text-based algorithms extract search terms from the title-tag and
othermetadata of theweb page [92, 243, 288]. Liu et al. [211] propose to identify the targeted
brand based on the hyperlinks on the phishing website and keywords from the web page.
However, the brand name cannot be detected using Liu’s or any text-based approach when
the brand name occurs only in embedded objects and images, as it is the case for the web
page in Fig. 6.1. To alleviate these limitations, Peng et al. [272] propose to use a screenshot
of the web page, instead of the hypertext markup language (HTML) content, in combination
with optical character recognition (OCR) techniques to extract the visible text. The text min-
ing algorithm RAKE (Rapid Automatic Keyword Extraction) [300] was used to remove less
important words, and the remaining terms were searched on Google. The authors observed
a notable accuracy variance between popular targets such as PayPal and Microsoft where
an accuracy of 99.8% was achieved and less known brands where the accuracy dropped to
88.0%. Adebowale et al. [5] propose to use features extracted from both the text and images.
However, the proposed approach does not use the visual properties of a web page, but only
the DOM elements related to images in the page [5], thus failing to extract the brand names
from the phishing website of Fig. 6.1.

Reverse image search has been employed to retrieve the origin of image resources (favi-
con [72] or images deemed to be the logo by amachine learning algorithm [71]) when textual
features are insufficient. However, extracting the images used in the website might be still
not sufficient to identify the targeted brand. For instance, images can be decomposed into
several parts and then displayed as if they belong to a single image; a reverse image search
on each part might not allow finding the legitimate page. Fig. 6.2 shows an example of split-
ting image resources. Moreover, an adversary could convert images to pure cascading style
sheets (CSS) [64] which results in no resources for reverse image lookup.

To understand the impact of the increasing sophistication of phishing attacks on existing

1Language independence in Table 6.1 refers to the property that the approach does not rely on or use properties of a
language to find its origin, e.g. no bag-of-words or stop-word filtering.
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techniques, we performed a replication study of the approach proposed in [92]2 using a
dataset comprising 135 phishing websites and 396 benign websites. The phishing samples
were collected from aggregators such as PhishTank and OpenPhish in September 2019. We
observed that the accuracy dropped to 86.3% for phishing websites and 90.3% for benign
websites compared to the 99.6% accuracy reported by the authors. The main cause for this
discrepancy is the lack of references to the brand name in the title or text of phishing web
pages, which often contains only simple sentences such as “Login To Continue”. Addition-
ally, we observed that performing text mining on the DOMof phishing web pages often does
not provide information on the targeted brand as in the case of the web page in Fig. 6.1.

Although previous studies [163] have noted that the target identification accuracy is highly
reliant on the underlying feature extraction algorithm and search engine, the concept of feed-
ing features to a search engine remains a powerful tool to identify the website a phishing
website is imitating and eliminates the need to maintain an updated list of benign websites.
Nonetheless, a more robust way of extracting search terms, which goes beyond applying text
mining on HTML tags or images extracted from the web page for a reverse image search, is
required to prevent evasion techniques as the ones of Figs. 6.1 and 6.2. In the next section, we
present an approach to target brand identification that uses both textual features and visual
features extracted from the screenshot of a phishing web pages, making it the first solution
to effectively combine both.

6.2.3. Warnings

Warnings are the primary means to communicate security risks to users [235]. Two main
categories are often employed in web browsers: passive warnings, which warn users without
blocking the content area of a webpage, and active interstitial warnings, which block the con-
tent area and require an active interaction from the user to be bypassed [181]. Active warn-
ings are more likely to be heeded by users than passive ones and, therefore, considered more
effective in averting phishing attacks. Nonetheless, more experiments are needed to under-
stand the effects of these warnings, which still suffer clickthrough rates between 9-18% for
the phishing warnings and up to 70% for SSL related warnings [10]. Active warnings carry
the risk of disrupting applications’ usability too often, to a point where users can develop
habitual and detrimental behavior patterns (such as overriding security settings), nullify-
ing warning effectiveness altogether [235]. Moreover, user compliance is very sensitive to
the context where warnings are triggered; for example, higher compliance was observed in
online banking than in an e-commerce context [70]. Recent work has investigated how to
nudge users to pay attention towarnings, for example, with just-in-time, just-in-place tooltips
that elicit a more systematic cognitive response without blocking users completely [362].
This recent line of research integrates multiple disciplines and yields promising results, fur-
ther signalling the need of new and innovative experimentation in this direction. Overall,
research onwarnings tends to disregard the internalmechanisms of phishing detectionmeth-
ods. On the other side, users are often not considered in the design of such methods. This
has the side effect of limiting methods and tools’ applicability to experiments that capture
the full process where the interaction between phishing webpages and users unfolds.

2We selected the approach in [92] due to the highest reported accuracy among the works in Table 6.1.
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6.3. Approach

To enable experimentation in the context of early phishing detection, we designed and de-
veloped a tool that employs a visual similarity-based phishing website detection method as
the backend and leverages a variety of warning mechanisms to inform the user about the
identified risks posed by the webpage they are visiting. An overview of the overall tool
architecture is presented in Fig. 6.3. The tool is available at: https://github.com/
paolokoelio/zerohour-decisionsupport-phishing.

6.3.1. Overview of the approach
The backend of our tool implements the machinery for early detection of phishing websites,
which operates on a remote server exposing a REST-like API. The duty of the backend is to
evaluate the legitimacy of a given web page (e.g., from the perspective a user’s browser) by
relying on textual and visual features of the web page. Fig. 6.3 (Backend) illustrates how the
approach operates. By relying on search engines and the visual features of a rendered web-
page (rather than only on features of the DOM), the approach allows a zero-hour protection
by avoiding the maintenance of benign allow-lists, and is robust against resource evasion
techniques, such as image splitting (Fig. 6.2) or the replacement of image resources by pure
CSS. In addition, the approach uses information that the attacker deploying the phishing
page gives in input to their targets rather than other hidden factors, such as the source code.
Therefore, if an attacker attempts to distort an image to evade detection, it is equally visi-
ble to its target (who would then distrust the web page, foiling the attack [3]) as it is to our
approach.

The backend takes as input a website and obtains the DOM and a screenshot of the rendered
web page, after a run of all scripts (1). The retrieved web page and its screenshot are used
to extract textual and visual features for target identification (2). Textual features are ex-
tracted from the DOM (e.g., HTML tags) in a similar fashion to the techniques in Table 6.1.
In addition, regions potentially containing identifiable information are extracted from the
screenshot. These features include, but are not limited to, logos, slogans, parts of header im-
ages, and other visual information that is likely to be found in the corresponding legitimate
website (cf. Sec. 6.3.2).

The extracted features are used as search terms to find websites similar to the current web
page through a search engine (3). Hereafter, we refer to these web pages as associated pages.
The intuition is that search engines most likely place benign results at the top [211]. There-
fore, if the visited URL is within the top results, it is deemed to be legitimate. Relying on
a search engine to find the associated pages guarantees the language independence of the
approach and zero-hour protection as well as it avoids the need of maintaining an updated
list of all possible benign websites.

Textual features are used as search terms in a text-based search engine (e.g., Google, Yahoo,
Yandex), whereas the portions of the screenshot identified as regions of interest are fed to a re-
verse image search engine. The top results of both searches aremarked as candidate associate
pages and used to determinewhether the current page is legitimate or not. In our experiment
(Sec. 6.4), we consider the ten top results of each search as potential associate pages.

https://github.com/paolokoelio/zerohour-decisionsupport-phishing
https://github.com/paolokoelio/zerohour-decisionsupport-phishing
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Figure 6.3: Components of the anti-phishing approach

To determine the legitimacy of the current website, its URL is checked against the domain
names listed in the ‘Subject Alt Names’-field of the associated pages’ SSL certificates (4). This
field contains all domain names for which the certificate is applicable. This is particularly use-
ful for websites that have multiple domains/subdomains or languages, e.g. Amazon has mul-
tiple domains such as amazon.co.uk and amazon.com. Accordingly, while a search
engine might accurately determine the brand, it might not return the exact domain or lan-
guage version. If the URL is in this list, the website is marked to be legitimate.

If the domain name of the current web page does not appear in the SSL certificate of any can-
didate associated page, a screenshot of the associated pages is obtained (5). Each screenshot
is visually compared with the screenshot of the current web page (6) and, depending on their
degree of similarity, it is classified as ‘phishing’ or ‘legitimate’. The similarity scores are then
used to generate feedback (7) about the legitimacy of the current web page.

The feedback is stored in a database (8) and sent to the frontend (Fig. 6.3, Frontend) which
modules are responsible for providing information on the current status of detection and
triggering alerts.

6.3.2. Search feature extraction

This section presents our approach to extract features from the DOM and the screenshots of
a web page, which are used to find the corresponding associated pages.

Textual features

The text-based phishing detection methods previously discussed yielded a lower accuracy
with the current phishing threat landscape than originally reported therein (cf. Sec. 6.2.2).
However, the high speed and low-cost of text mining compared to image processingmakes it
an ideal preliminary source of target candidates. In addition, the use of textual features pro-
vides an ideal augmentation to the visual features for those websites containing little to no
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(a) Input image screenshot
(b) After using the thresholding algorithm
(step 1)

(c) After performing morphological closing
(step 2)

(d) After performing the analysis and filter
(step 3 & 4)

Figure 6.4: Steps undertaking while extracting visual features from a screenshot of a phishing website imper-
sonating Netflix.

image regions that allow inferring the origin of the website. In our experiments, we only con-
sider the title of the HTML page; however, other textual features could be included as well.

Visual features

For the extraction of visual features, the underlying idea is, given the screenshot of a web
page, to identify regions on the image that contain identifiable information about the le-
gitimate website being impersonated. These regions will, when supplied to a reverse search
engine, result in a list of pages that have visually similar regions. As a result of this procedure,
it is important that the number of regions found is not too large due to the cost of querying
a reverse image search engine. The steps undertaken for extracting relevant regions are as
follows (Fig. 6.4 exemplifies):

Step 1: Websites typically place their logo in such a way that it is distinctive from the back-
ground. Following this intuition, we convert the screenshot of the web page to a black and
white image to find areas with high contrast. To this end, we first obtain a grayscale version
of the image and then apply Otsu’s thresholding algorithm [262] on the obtained grayscale
image. This algorithm takes a grayscale image as input and, based on the histogram of the
image, transforms it into a black and white image. An example of the application of this step
on Fig. 6.4a is shown in Fig. 6.4b.

Step 2: We perform morphological closing [310] on the black and white image such that
nearby regions are connected. This is done by first manipulating the image such that the
boundaries of white portions are expanded. This expansion connects nearby elements to
each other, e.g. letters are connected to become a word. After the white portions are ex-
panded, a shrinking technique is applied to remove the boundary expansion in directions
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Figure 6.5: Light-colored PayPal logo on a darker background.

where no connection occurred. Fig. 6.4c illustrates the result of this step.

Step 3: Topological structural analysis [328] is then applied to the image to identify all con-
nected components. Applying this algorithm gives us information about the boundaries and
hierarchy of every region within the image.

Step 4: The previous step identifies all regions in the image with a notable contrast with the
background. However, this includes regions representing text samples, buttons, and other
items of the web page, which have a low likelihood of retracing back to the corresponding
legitimate website. Therefore, we filter the identified regions based on heuristics to keep only
those regions that potentially contain identifiable information (cf. Sec. 6.3.2).

After step 4 a set of candidate regions that potentially contain identifiable information about
the web page is obtained, as illustrated in Fig. 6.4d. It is worth noting that the morphological
closing in step 3 only enlarges and connects one type of region, the ones in white on Fig. 6.4c.
This means that on a single pass the algorithm is able to identify darker logos on a light
background. To recognize light colored logos on a dark background, e.g., Fig. 6.5, steps 1-4
are reapplied by inverting the colors in step 1.

We can observe in Fig. 6.4d that the Netflix logo was correctly identified and extracted from
the web page along with other regions of less interest. Tweaking on the strictness of the
heuristics filter can tune the number of potential relevant regions identified. However, this
can lead to excluding regions that are the sole identifier of the web page. At the cost of lan-
guage independence, the regions resulting from step 4 can be further reduced by performing
optical character recognition in combination with a bag of words to exclude.

Region filtering

During visual feature extraction, a filter is applied (step 4) to remove regions that are unlikely
to reveal the true identity of the page, i.e., reverse image search on these regions are likely
not to return the page that is being imitated, which decreases reverse image searches on
potentially irrelevant regions. We build such a filter based on a number of regions’ properties:
height, width, area, number of colors, dominant color percentage, and the coordinates on the
web page.

The height, width and area are predominantly used to exclude regions that are likely to be
text, e.g., regions with a height smaller than 20 pixels typically contain text that unlikely is
identifiable for the web page. Additionally, we restrict the maximum size of regions because
our experiments showed that large regions are often not representative of the website and
yield low accuracy.
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Figure 6.6: Extension status pop-up (past phish-
ing sites are displayed)

Figure 6.7: Passive, just-in-place tooltip when se-
lecting a password field

Figure 6.8: Active, full-screen blocking warning
upon a successful detection

The number of colors and dominant color percentage can also be used to filter out regions
that are likely to be text, which is typically characterized by the use of a few colors used and
a high dominant color percentage [385]. It is worth noting that, although the Netflix logo
in Fig. 6.4d looks monochromatic to the human eye, the number of unique colors (shaded
variations of red) is actually in the hundreds, while the text regions beneath contain just tens
of unique colors. On the other hand, an upper bound on the number of colors can be used to
exclude regions representing portions of the background, like pictures, which are typically
characterized by thousands of colors but do not provide identifiable properties.

The last set of region properties considered for filtering are the coordinates of the region.
The sheer majority of phishing and legitimate websites in our datasets have meaningful re-
gions concentrated within certain coordinate sets, like top-left or central parts of a web page.
Regions of the screenshot that contain identifiable information hardly occur in other coor-
dinate sets, e.g., the bottom right of the web page unlikely contains identifiable information.
For web pages wheremany regions are found, priority can be assigned to coordinate sets that
are more likely to contain identifiable information.

Thefilter evaluates each region against each property individually. Regionswhere at least one
of the selected property values does not fall within a threshold are discarded (cf. Sec. 6.4.3
for an evaluation of the region properties used for filtering).

6.3.3. Frontend
To enable experimentation inwhich the human is in the loop, we realized a frontend interface
as aChromiumbrowser extension. This allows to includeHCI factors in the experimentation
ingredients and facilitate experiment deployment. The modules of the plug-in are shown in
Fig. 6.3 (Frontend).

The frontend extension is configured to only scan pages that contain a password field, given
the focus on phishing websites aiming to steal user credentials. Upon visiting a page, the
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detection process starts in the background (cf. Section 6.3.1), and a traffic light icon in the
address bar signals the current status, as shown in Fig. 6.6. The user may click on the icon for
more details. On the top, the current URL is displayed together with the outcome, the center
contains information on the progress, i.e., the textual/image search and image comparison
steps, and the bottom shows the past phishing discoveries.

Whenever users select the passwordfield, the extension triggers the just-in-time just-in-place
passive warning in Fig. 6.7 to remind that the detection in not complete. Researchers can
personalize the warning behavior to steer user attention with different designs or impede
certain actions by, e.g., temporarily blocking the “Submit” button. When a webpage is de-
tected as a phishing webpage, a full-page blocking warning (Fig. 6.8) blocks the user if they
are still on that page, akin to current browsers’ behavior. To ignore this active warning or
remember this choice the user must locate and click on the respective links. Contents and
design of the message can be customized to, for example, embed information on the used
search features or alter interaction paths to dismiss the message.

To cover cases where the user acts on the webpage before the analysis is complete, past phish-
ing websites are displayed in a retrospective fashion, as shown at the bottom of Fig. 6.6: even
if the user navigates away from the not-yet-detected phishing page, the system will alert the
user retrospectively in the status icon and in the pop-up of a detection. Users can dismiss
or label as “legitimate” a previously detected phishing URL. The displayed information and
interactive elements of the pop-up can be altered to give less or more insights and control to
the user, such as near real-time data, history of detection or (de)activation of features.

6.4. Evaluation

This section presents a performance evaluation of the target identificationmethod presented
in Section 6.3. Additionally, the impact of the improved target identification is evaluated on
a phishing classification task by means of visual similarity classifiers.

6.4.1. Experimental Setup
We implemented a proof of concept of our approach for target identification in Python.
Given aURL, the application uses aDocker container to visit the web page using amonitored
Chrome browser and retrieves a screenshot and the DOM.The BeautifulSoup library [295]
is used to parse the DOM and extract textual features. All image processing algorithms used
in our approach (steps 2 and 6 of Fig. 6.3) are implemented with the OpenCV library [49].

To find the associated pages using visual features (step 3 of Fig. 6.3), we initially considered
Google, Yandex and TinEye. However, Yandex and TinEye have a rate-limit of less than 200
searches per day, which made experimenting impractical. Hence, our application relies on
Google as the search engine.

6.4.2. Data collection and sanitization
Public phishing datasets used in previous work (e.g. [2, 236, 330]) are restricted in size and
are limited to features that are either too few, not robust (like reliance on SSL certificates),
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Table 6.2: Target composition of the phishing dataset.

Brand Entries Percentage
PayPal 326 32.6%
Microsoft 116 11.6%
Apple 106 10.6%
Facebook 86 8.6%
Google 77 7.7%
Netflix 54 5.4%
Bank of America 46 4.6%
Cox 36 3.6%
Other 153 15.3%

or simply outdated. Also, common sources for benign websites, e.g. Alexa’s most visited
web pages [24], can suffer from bias [309]. Therefore, we built a new dataset of phishing and
legitimate web pages to evaluate the performance of the proposed approach.3

Phishing dataset

The set of phishing web pages originate from 100,000 URLs that were posted in phishing
feeds such as OpenPhish [258], PhishTank [279], and PhishStats [278] between September
2019 and December 2019. These are community efforts to aggregate URLs corresponding to
phishing web pages. The collected URLs had a screenshot and their DOM stored. However,
many of the web pages posted in these feeds have a short lifespan. To remove web pages
that were taken offline, the DOM was checked against terms that are common in web pages
that are no longer online, e.g. ‘Error 404 - Not Found’. In this case the page was removed
from the dataset. We also removed duplicate attacks frommultiple time periods or domains
by grouping pages with identical DOM and, thus, tested similar attacks only once. This is
to avoid the dataset over-representing certain attacks. The remaining pages were randomly
sampled to construct a phishing dataset of 1,000 entries. This dataset had its targetsmanually
verified to ensure accurate labeling of the dataset. The composition of the dataset is shown
in Table 6.2. The dataset contains multiple languages such as English, Portuguese, Russian,
and Japanese. Most non-English phishing web pages attacked international brands such as
PayPal’s localized web site. A notable exception is Magazine Luiza, a Brazilian retail web site,
which is exclusively in Portuguese and has 24 (2.4%) entries.

Benign dataset

Theentries of the benign dataset originate from theDMOZdatabase [94]. This database con-
tains 3,861,202 (assumed) legitimate web pages in 90 languages and is the result of a commu-
nity project aiming to create an open-content directory of the Internet. The main advantage
of using the DMOZ database over other sources for legitimate web pages often adopted in
phishing research (e.g., the Alexa top 100 web pages [24]) is that this database contains also
less popular web pages. Our approach relies on the performance of the employed search en-
gine. Popular websites, such as the ones in the Alexa top 100, have dedicated search engine

3The dataset is available at https://doi.org/10.5281/zenodo.4922598.

https://doi.org/10.5281/zenodo.4922598
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optimization and search engines sometimes increase their ranking in the results. Therefore,
it is important that less known websites are included as well, to ensure that the approach can
be generalized to real world scenarios. However, while the DMOZ database only contains
legitimate entries and is composed of a mix of popular and less known websites, it has not
been updated since 2017. Therefore, to avoid possible redirects, we verified that the domain
name of the landing URL matches the domain name of the URL being sampled. Addition-
ally, as done for the phishing dataset, we check that the landing page is not an error page.
The benign dataset comprises 1,000 randomly sampled domains that met these constraints.

6.4.3. Target identification performance
To assess the performance of target identification, we used the datasets presented in Sec-
tion 6.4.2. Of the 2,000 websites (1,000 legitimate and 1,000 phishing), we used 70% for
training and optimal filter parameters setup and the remaining 30% to validate the results.

Target matching

Our approach uses the results from two distinct sources, textual features and visual features,
to find the associated pages. Table 6.3 presents the percentage of tested web pages that had
the target of the web page correctly identified. For phishing web pages this means that the
page being imitated was within the result set. On the other hand, for benign web pages,
it represents the percentage of benign websites that are included in the certificates of one
of the associated pages. The ‘combined’ row represents the accuracy when the associated
pages obtained using both textual and visual features are considered. Table 6.3 shows that
the accuracy of identifying the correct target using only visual features is 78.6% for phishing
web pages and 72.3% for benign web pages. This is worse than using textual features, whose
accuracy is 86.3% and 90.3% respectively. However, the use of visual features prove to be a
good augmentation for the websites that avoid brand names in the DOM. Using both text
and visual features improves the identification accuracy to 99.2% for phishing and 92.0%
for benign web pages. This is comparable to the accuracy self-reported by other works (ref.
Table 6.1) but on more recent phishing attacks. This will be discussed further in Sec. 6.5.

Region filter

The results presented in Sec. 6.4.3 show that our approach can achieve an accuracy similar
to previous work (cf. Table 6.1) on datasets encompassing more recent and sophisticated
phishing attacks, when no filter is applied. However, this comes at the high cost in terms of
performance as themean number of regions per web page is more than 38 for both phishing
and benign datasets. To reduce the number of regions, we constructed a basic filter using
the region properties presented in Sec. 6.3.2 such that it discards outliers without affecting
the accuracy for phishing websites. As shown in the first row of Table 6.4, applying this basic
filter allows us to reduce themeannumber of regions from38.20 and 38.16 down to 17.18 and
20.61 at no loss of accuracy for phishing web pages and a drop of 0.2% for benign web pages.

Further restrictions on the basic filter can, at the cost of accuracy, further reduce the num-
ber of regions found. Table 6.4 reports the filters applied in our experiments along with the
obtained measures for accuracy, mean number of regions and standard deviation. We can
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Table 6.3: Target identification accuracy for phishing and benign websites

Features Accuracy
Phishing Benign

Textual 86.3% 90.3%
Visual 78.6% 72.3%
Combined 99.2% 92.0%

observe that restricting the percentage of the region occupied by the most dominant color
(DCP) between 9% and 75%, reduces the phishing target accuracy only by 0.6%, while re-
ducing themean number of regions down to 9.33 for phishing and 15.35 for benign websites.
Table 6.4 also shows that the use of stricter filters can notably reduce the number of regions
found while preserving a high accuracy. By applying the strictest filter, which imposes ad-
ditional restrictions on all properties except for the region coordinates, the mean number
of regions is 6.04 and 8.69 for phishing and benign web pages respectively. However, the
accuracy of target identification for phishing web pages drops from 99.2% down to 96.9%.
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(a) Using text features only (b) Using visual features only (c) Using combined features

Figure6.9: Receiveroperating characteristic (ROC)of usingEarthMoversDistance (EMD),DiscreteCosineTrans-
formation (DCT), Euclidian distance for pixel similarity (PSIM), Structured Similarity Index Measure (SSIM), and
‘Oriented FAST and Rotated BRIEF’ (ORB) using the Dominant Color Percentage filter.

6.4.4. Classification performance
Thescreenshot of the visited page is compared to the screenshot of the associated pages found
during target identification to determine the legitimacy of the page (step 6 of Fig. 6.3). We
evaluated the effect of the proposed target identification approach on the phishing classifica-
tion of the 2,000 websites in the phishing and benign datasets using existing visual similarity-
based approaches: Earth Movers Distance (EMD) [122], Discrete Cosine Transformation
(DCT) [313], Euclidean distance for pixel similarity (PSIM) [366], Structural Similarity In-
dex Measure (SSIM) [367], and Oriented FAST and Rotated BRIEF (ORB) [301]. These ap-
proaches compare two images and give a score between 0.0 and 1.0 based on their similarity.
Logistic regression using 10-fold cross validation was used to compute the threshold for the
classification. The Receiver Operating Characteristic (ROC) and corresponding Area Under
the Curve (AUC), which shows the change of false positive rate with respect to true positive
rate while varying the discrimination threshold of the classifier, are reported based on the
optimal threshold for each classifier (Fig. 6.9). We used the Dominant color percentage filter
due to its trade-off between accuracy and number of regions found (cf. Sec. 6.4.3).

The ROC obtained when visual features, textual features or their combination are used for
target identification is shown in Fig. 6.9. We can observe that the use of only visual features
(Fig. 6.9b) performs significantly worse than using only textual features (Fig. 6.9a): AUC of
0.5808 for visual features versus 0.9816 for textual features. The use of both text and visual
features (Fig. 6.9c) is comparable to using only textual features, with an AUC of 0.9920.
Table 6.5 reports accuracy (Acc.), precision (Prec.), f1-score and AUC for the different visual
similarity-based approaches when visual and textual features are used. We can observe that
using exclusively the visual features we had theworst performance across the board, followed
by using the textual features alone. The combination of textual and visual features outper-
formed the textual features slightly, achieving a high accuracy (0.9931-0.9966), precision
(0.9885-0.9955), f1-score (0.9941-0.9977), and AUC (0.9913-0.9938).
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The ORB classifier outperforms the other classifiers with respect to all metrics when only
visual features are used. However, it is among the worst classifiers when only textual features
or both textual and visual features are used to identify the associated pages. This is because
ORB uses key point matching for screenshot comparison and, therefore, performs better
when portions of the screenshot are almost identical and worse when key points cannot be
matched correctly. In case visual features are used, associated pages are identified based
on the regions in the screenshot of the visited web page and, thus, the regions in the two
screenshots are nearly identical.

In case only textual features are used, DCT, PSIM and SSIM provide the best performance,
with PSIM and SSIMhaving the highest phishing detection accuracy (0.9898). On the other
hand, SSIM provides the worst results with respect to accuracy, precision and f1-score when
only visual features are used. However, the results show that SSIM is the best classifier with
respect to all metrics when both textual and visual features are used for target identification.

6.5. Discussion

In this work, we showcase our approach towards unknown phishing websites detection. We
evaluate the effects of target identification through textual and visual features on phishing
classification which achieves an accuracy up to 99.66% (ref. Table 6.5) signaling its capability
to be applied to real-world scenarios. As attackers lure users to visit a phishing website by
sending a message (e.g., email, SMS), victims are often prompted to fill in their login creden-
tials, which are then retrieved by the attacker. The tool warns users before they submit their
credentials to a potential phishing website thus, supporting users’ decision-making when
faced with suspicious pages and enabling an integrated research line on zero-hour phish-
ing. In the following we discuss the main takeaways from the proposed approach and its
evaluation.

6.5.1. Visual features improve zero-hour phishing detection

Reverse image searching of visual features has proven to be a good augmentation to existing
target identification approaches. A critical aspect of similarity-based phishing detection ap-
proaches is the correct identification of legitimate web pages that phishing attacks attempt
to imitate. Current approaches often perform this by only extracting textual features from
the DOM of a phishing web page and, sometimes refining search terms using properties of
a language (e.g., English). Upon verifying their accuracy against more recent phishing web-
sites, the performance of the best approach has dropped from 99.6% to 86.3% (cf. Sec 6.2.2).
To detect the missed phishing attacks, we proposed an approach that relies on the visual fea-
tures of the visited website for target identification. We observed that phishing web pages
with dissimilar appearances, such as those illustrated in Fig. 6.10, could still be associated
with their corresponding legitimate web page. This shows that the visual features can be
used to identify pages that are partially copied (Fig. 6.10a) or created with poor quality
(Fig. 6.10b). Table 6.3 shows that our approach can identify the targeted brand with high
accuracy (99.2%). This result is comparable to state-of-the-art solutions while retaining lan-
guage independence. We believe that this work provides a building block for future efforts in
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(a) (b) (c) (d)

Figure 6.10: Dissimilar phishingwebpages (left) and their respective legitimatewebpages (right) for Facebook
(a and c) and Apple (b and d).

brand identification, including a more accurate labeling of the data, which is often required
in phishing studies [272].

Region properties are good discriminators for selecting regions that contain identifiable infor-
mation. Our approach relies on a filter that discards regions that less likely contain identifi-
able information to reduce the number of regions to be reverse searched. The results show
that the number of regions per web page can be significantly reduced at a minor cost to accu-
racy (cf. Sec. 6.4.3). In particular, dominant color percentage provides the best trade-off, with
an accuracy loss of 0.6% and a 45% reduction of the mean number of regions for phishing
websites (4th row in Table 6.4). This means that our intuition that regions with high con-
trast likely contains identifiable information (cf. Sec. 6.3.2) holds and such heuristic can be
used to reduce reverse image searches by excluding irrelevant regions. The considered region
properties used for filtering do not account for the properties of the entire screenshot. For
example, a low number of unique colors in a region could be normal if only a few colors are
used in the web page. Also, our approach heavily relies on reverse image searching, which
may encounter difficulties due to real-world constraints (e.g., low internet speed or inter-
net data cap). Further improvements on the filtering, e.g. using OCR or language-specific
properties, could help mitigate these issues ⁴.

Visual features have a positive impact on classification. From the phishing classification analy-
sis, it emerges that using visual features for target identification in addition to textual features
has a positive effect on all reported metrics (ref. Table 6.5). The highest accuracy when only
textual features are used and when both feature types are used is achieved by SSIM, with
an improvement from 98.98% to 99.66%. Whereas the improvement is small in absolute
terms, it represents a ≈ 70% reduction in error rate. This is in itself an important step for-
ward as with high numbers of websites to check even small error rates can get in the way
of the usability of a decision support approach based on webpage analysis techniques. An
interesting direction for future work is to test our approach to target identification using con-
volutional neural networks, shown to outperform current image similarity classifiers such as
EMD, DCT, ORB and others [3, 190, 210, 213].

⁴The latest version of the anti-phishing tool uses a random forest classifier to retain only regions with relevant
information based on the regions’ features, thus, avoiding using the heuristic filter strategies. The tool is available
at: https://github.com/paolokoelio/zerohour-decisionsupport-phishing

https://github.com/paolokoelio/zerohour-decisionsupport-phishing


6

128 6.5. Discussion

6.5.2. Research directions for user experimentation

As zero-hour phishing detection methods can generate false positives, human intervention
is still needed in the decision making process. This, however, places additional burden on
the user. To this end, research should assess the best ways to avoid too much strain on the
user while keeping them safe. Our visual similarity-based phishing detection tool enables
this line of research. The tool is packaged into a usable and upgradable browser extension
and a web API. This allows a fast deployment of experiments with a scalable number of par-
ticipants to investigate research gaps in this area. We identify three main research directions
that could be supported, experimentally, by the proposed tool:

Assessing user aids supporting decision-making onwebsite legitimacy. Thanks to prior research
in usable security, passive indicators have been replaced with blocking warnings. Nonethe-
less, new experiments can shed light on the gaps not filled by active warnings, such as the
circumstances of warning triggering. Our tool can be used to evaluate (types of) warnings
in the context of different website categories, such as e-commerce, social media or bank-
ing. Similarly, different implementations of nudges, such as dynamic notifications or timed
blocking of the “Submit” button, can be tested in various circumstances. For example, ex-
periments can be set up within an organization’s embedded phishing training, thus allowing
warning efficacy to be tested in an ecologically valid setting.

Evaluating user trust in a detection system’s risk advice. The efficacy of decision-support sys-
tems depends on the balance between system’s capabilities and users trust [70]. Our tool
can help investigating the calibration between the perceived trust and the tool’s risk advice
by dynamically customizing the warning contents. For example, effects of user calibration
on the final decision can be measured by presenting further details on where, how and when
a warning has been generated or by displaying the tool’s detection statistics. Research on in-
dicator proxies for the inner processes of the tool, such as progress bars or status indicators,
has the potential to steer user perceptions and, eventually, improve user choices. Experi-
ments can benefit from the dynamic interaction of the plug-in and the underlying detection
logic where, for example, experiment designs may vary the content and placement of status
indicators in the browser UI at detection run-time.

Exploring new risk communication methods by keeping track of past decisions and associated
risks. Whereas visual similarity-based detection tools are able to detect zero-hour attacks,
they have typically long runtimes, which can significantly affect a user’s reliance on such
tools. Our implementation takes an original approach to this problem: instead of blocking
users before the detection is complete (as done by, e.g., Microsoft SafeLink), users are noti-
fied retrospectively of the past phishing encounter and, thus, can remediate ‘bad’ decisions
by changing their credentials. While a similar approach has been successfully applied against
credential stuffing attacks, it is unclear if this concept is effective in a near real-time setting.
Our tool enables further research in this direction, for example, user studies on the efficacy
of retrospective notifications to reduce attack success rates.
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6.5.3. Limitations and threats to validity
The search engine is a critical third-party component of our approach, which relies on the
assumption that search engines typically show benign results first and that the best match
appears among the top results. The benefit of using a search engine is that no local database
of all benign websites has to be maintained. A desired behavior is, therefore, that the results
from a search query change over time so that new websites are also protected without rely-
ing on client-side information. However, this changing behavior implies that a search engine
can return different results for the same query over time. This highlights that, especially for
pages where the brand name cannot be extracted from the DOM and a set of generic terms
is extracted instead, a variance in accuracy can occur. Our approach partially addresses this
issue by accounting for visual features extracted from the screenshot of the web page, making
it more robust when brand names do not occur in the text.

To ensure generalizability of our approach, the datasets were constructed in such a way they
are representative of the Internet at large. The phishing dataset used during testing was
representative of recent sophisticated phishing attacks as reported by OpenPhish [258] and
APWG [28]. The benign data is based upon an open directory so that it is not exclusively
composed of websites with large traffic, making it more representative of the websites users
typically visit. However, global trends do not necessarily translate to local trends. For exam-
ple, a dataset containing phishing Facebook pages may not be representative for countries
where local social network are largely used (e.g., vk.com or qq.com). This is unavoid-
able for any phishing study that does not target specific demographics. It is worth noting
that all entries in the dataset were manually verified to mitigate inconsistencies arising from
automatic labeling.

A threat to internal validity is the calibration of the region filters used to reduce the number
of regions in a screenshot (cf. Sec. 6.4.3). The use of different properties (and values) could
have achieved a different reduction in the number of regions or accuracy loss. Here the filters
were defined experimentally; this does not guarantee that they can achieve the same results
with different datasets.

Finally, the detection time is largely bounded by the requests to and replies from the search
engine which can compromise the final usability. We have not evaluated the detection speed
at runtime as the scope of our efforts is delimited to the improvement of detection perfor-
mance and enabling experimentation with decision support systems. Still, to mitigate long
waiting times, the system will alert the user retrospectively in case the user navigates away
from the not-yet-detected phishing page. Future work can investigate time performance im-
provements, such as optimizing a caching system to reduce the overall number of requests.
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6.6. Conclusion

We presented a novel approach for zero-hour phishing detection that uses both textual and
visual features of a potential phishing page as search terms to identify the legitimate mim-
icked website. By relying on visual features extracted from a screenshot of the web page,
our method is robust against image-only brand embeddings. An evaluation of our approach
shows that the use of visual features, in addition to textual features, allows achieving an ac-
curacy of 99.2% for target identification and of 99.66% (vs. 98,88% text-only) for phishing
classification on a dataset comprising phishing attacks from 2019. The improvement of 67%
reduction in miss-classification rate represents an important step forward in phishing detec-
tion as even few false positives can compromise user trust in a decision support system, de-
grading its effectiveness altogether. By integrating phishing detection and human-computer
interaction ingredients together, we propose a new experimental tool to evaluate, character-
ize, and refine the interaction between zero-hour phishing decision support, and the final
user. Future developments can improve the runtime performances of the tool as well as
evaluate its usability.

In Chapter 5, we have seen that an advanced tailoring of phishing artefacts makes phish-
ing attacks particularly effective. The mitigation method proposed in this chapter aims to
warn and protect users from revealing credentials to a phishing website, including phishing
web pages tailored to virtually any organization or user base, as the tool is agnostic of the
targeted base. This technological mitigation strategy contributes to answer the second part
of RQIII. In the next chapter (Chapter 7), we follow up with the second part of RQIII by ob-
serving how the untapped potential of crowd-sourced detection and reporting can provide
an organizational mitigation against advanced phishing attacks, such as tailored phishing.



7
Phishing reporting as an untapped

defense strategy

A lbeit technological solutions can support users with certain classes of attacks, such as
phishingwebsites in Chapter 6, existing prevention and detection countermeasuresmay

be not enough to thwart advanced phishing attacks, such as spear and tailored phishing. Such
attacks are difficult to detect automatically due to the large variance in attack characteristics,
including chosen pretexts, multiple attack vectors, and the ‘dilution’ of specific attack signa-
tures across multiple stages. Artifacts are meticulously crafted to fit targets’ context and to
fly under-the-radar, for example, by employing legitimate or vanilla websites, and targeting
small numbers of recipients. Anomalies in the communication still exist, but they are hard
to formalize and cannot be captured automatically by a single technological solution. In
this chapter, we propose an organizational mitigation approach to address the limitations of
existing countermeasures (see RQIII). Our proposition is a new course of action to exploit
human detection capabilities as a potential basis of automated response strategies. Prelim-
inary results unveil users’ mental models for phishing detection and reporting as a way to
improve the phishing reporting process and lower the number of victims. A real word case
study is provided to showcase the feasibility of our proposal.

This chapter is originally published as P. Burda, L. Allodi, and N. Zannone, “Don’t Forget the Human: a Crowd-
sourced Approach to Automate Response and Containment Against Spear Phishing Attacks”, In IEEE European
Symposium on Security and Privacy Workshops (EuroS&PW), IEEE, 2020, pp. 471–476
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7.1. Introduction

Chapters 3 and 4 showed us that phishing techniques provide the advantage that the ‘human
vulnerabilities’ they attack cannot be easily fixed, and are approximately the same across
targets. For this reason, such attacks are evolving rapidly into new, more sophisticated at-
tack scenarios to overcome available countermeasures. Being this a technologically cheap
yet powerful exploitation technique, it has become the preferred method employed by at-
tackers to compromise systems and exfiltrate data from individuals as well as large targeted
organizations [350, 352].

The latter in particular represents an increasingly worrisome trend of sophisticated, highly-
targeted social engineering attacks [350, 352] against which common countermeasures aim-
ing at ‘general’ phishing are ineffective [15]. These attacks are ‘tailored’ against specific orga-
nizations or groups of people, and differ significantly from generalist attacks. For example,
by means of multiple iterations and reconnaissance, an attacker can tailor social engineer-
ing artifacts that can be extremely effective on their targets [47]. Cognitive attacks aimed at
persuading victims in executing an action are diluted in multiple interactions exploiting the
communication methods and language the organization is used to, making them hard if not
impossible to detect by traditional means.

Following on Chapter 2, state of the art counter-measures integrate training of employees,
advanced software and security operation centers. However, existing countermeasures are
lagging behind the expansion of sophisticated phishing attacks, first of all, spear-phishing
[149]. Attack features like content and links are extremely variable, hindering the majority
of detection attempts or generating too many false positives [77]. Further, the resemblance
of these attacks to regular communication make training and awareness campaigns largely
ineffective to ‘immunize’ a large fraction of the victim pool [62]; anomalies in the communi-
cation still exist (e.g., unusual references to internal processes in an organization), but these
are hard to formalize and cannot be captured automatically by a single technological solu-
tion. Therefore, organizations often rely on response teams, like SOCs and CERTs, as the last
line of defense. However, current containment procedures based on after-the-fact analyses
are too slow to match the high velocity at which spear-like phishing campaigns are known
to affect their targets [188].

In this chapter, we propose a way ahead to respond and contain advanced spear-like phishing
attacks in organizational settings (see RQIII). Our proposition aims at leveraging the natural
‘immunity’ of (some) human subjects in an organization (e.g., senior employees with a deep
knowledge of the ‘normal’ processes within the organization and a natural ability to detect
‘anomalies’) to mitigate and contain the attack against the organization as a whole. At the
core of the proposed solution is a more efficient phishing reporting process based on cognitive
mental models of individuals better predisposed to detect complex attacks. An improved
reporting process, potentially merged with automated response procedures, can allow to
speed up the containment of an attack, thus lowering the number of victims.

The remainder of the chapter is structured as follows. Section 7.2 highlights the identified
research gaps. Section 7.3 provides a description of the proposed solution, a motivating
example, and our research plan. Section 7.4 presents preliminary results.
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7.2. Open problem

In Chapter 2, we described how existing countermeasures, while somewhat effective against
generic phishing, are inadequate against its advanced variants, such as spear- and tailored
phishing. Training and threat awareness are unable to make subjects immune to sophisti-
cated attacks, leaving a large fraction vulnerable to them. Similarly, detection techniques are
not able to cope with the large variance in spear-phishing attacks, including chosen pretexts,
single vs. multi-stage attacks, and the ‘dilution’ of specific attack signatures across multiple
communications or phases of the attack. Anomalies in the communication processes and
protocols characterizing a specific organization may represent an unexplored venue for re-
search, but these processes and protocols are hard to formalize; as a result, a general anomaly-
detection solution for spear-phishing applicable to any organizational settings is not on the
horizon. The fundamental problem is that the specific characteristics of spear-phishing at-
tacks (multistage processes, tailored artifacts, yet-to-be-seenmaliciousURIs, etc.), make cur-
rent defensive techniques inadequate and ineffective.

The consequences are well signaled by industry reports which point at phishing attacks to be
themost prevalent attack and source of compromise formost organizations [350]. Therefore,
new approaches are necessary to cope with spear-phishing attacks for which both prevention
and detection are fundamentally unsuited as the prevalent defensive barrier.

7.3. Proposed solution

Due to the foundational differences between phishing and spear-phishing, prevention and
detection techniques may be grossly inadequate to tackle the problem. However, we believe
there is an important gap in the response phase that could provide large benefits to organiza-
tional security: human reporting is an untapped resource that could provide readily available
risk indicators for suspicious emails, and lead to fast attack response and containment. This
requires increasing the quality of phishing reports and, possibly, automating a risk-based
containment phase to promptly react to a reported attack. Preliminary evidence (see Sec. 7.4)
suggests that some users are naturally predisposed to identify anomalies between the com-
munication processes employed by spear-phishing attacks and the ‘normal’ ones employed
by an organization. However, only a few users typically report phishing emails, and the
rationale and incentives behind this are still unexplored in the scientific literature. Once
deconstructed, themental models behind phishing reporting could be employed to increase
reporting incidence, speed, and to build reputation-based methods (like in [212]) to assign
risk-scores to specific (likely) attacks. Moreover, the few users that report suspicious emails
do this immediately when they receive them, providing a timely information source to em-
ploy for response. Yet, this is currently untapped. Based on user reports, further develop-
ments of the proposed solution can leverage a portfolio of automated response strategies,
such as issuing warnings to other users, automated URI blacklisting, AV signatures genera-
tion, centralized filters, etc., to protect the large fraction of users that have not yet fallen for
the attack, but that most likely would if no response is put in place.
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Figure 7.1: Success rate over time per user category. The vertical lines indicate the time our emails were re-
ported.

7.3.1. Motivating example

Previous findings in the literature [161, 192] already showed that (spear-)phishing attacks
trigger victim responses very quickly. However, it is unclear what is the potential of report-
ing mechanisms to provide timely information on the attack. To provide a first evaluation
of this, we look at the tailored phishing campaign we ran against our university for internal
measurement purposes in Chapter 5, in collaboration with the security department of the
university. The campaign pretext asked users to participate in an HR process to collect va-
cation hours, a process that is not employed at our university. Figure 7.1 reports the rate
of users falling for the attack (i.e., that would have submitted their credentials if this was a
real attack) by user category. Notice that Junior employees (PhD students and postdocs) are
those that fall for the attack the quickest and by the largest fraction. By contrast, senior scien-
tific staff and support staff are much less vulnerable overall, further supporting the intuition
that expertise on internal processes may be a decisive factor in the successful distinction of a
spear-phishing attack of this type. Regarding the velocity of the attack, approximately 75% of
employees that fell for the attack did so in the first four hours since the start of the campaign.
Interestingly, 23 employees detected and reported the attack to the IT department, many
of which when the campaign was at its peak (vertical lines in Figure 7.1). Our intuition is
that a containment action during the (first few) incoming reports can eventually reduce the
victimization rate by 25 to 40 percent by a swift blocking procedure.

7.3.2. Improving the reporting process

The core of our proposition to make the security process more efficient is to leverage the
already present human detection capabilities of ‘phishing champions’ to improve the report-
ing process. From an organizational point of view, companies can benefit from employees
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that notify the IT departments in case of abuse. The efficiency of this reporting process,
however, depends on the number and the quality of such notifications. We hypothesize that,
among the employees of an organization, there are some that are particularly good at detect-
ing phishing, further down referred to as ‘phishing champions’. However, not all of those are
keen to report suspicious emails. We are interested in fostering reporting only from cham-
pions to keep the noise/signal ratio to favorable levels.

The proposed course of action is to devise methods able to identify phishing champions, and
to do so, we first need to understand what are their characteristics. We look for characteris-
tics that may correlate with higher detection skills (e.g., experience) and reporting eagerness
(e.g., sense of responsibility). We can collect this qualitative data by means of structured
interviews of an organization’s employees that have reported phishing attacks in the past
and potentially those who have not reported but detected them. By employing qualitative
analysis methods to analyze the interviews’ answers, we can extract actionable topics and re-
construct themental models users follow when deciding whether to report a phishing email.
Mental models go beyond simple schemata of highly regular and routine situation (like triv-
ial phishing) and can better represent new situations through the use of generic knowledge
of space, time, causality, and human intentionality [173].

Based on these mental models, we can design a diagnostic test to systematically identify
‘champions’, including those that are not keen or aware of the reporting process, and develop
risk-basedmetrics to evaluate the uncertainty around the report. Thesemetrics can be based
both on past reporting activities of the employee, as well as specific characteristics of the
reported artifact.

7.4. Preliminary results

As a first effort towards the identification of phishing champions, we interviewed the employ-
ees that reported our phishing attempts to the IT department during the phishing campaign
of Chapter 5, as shown in Figure 7.1. Specifically, we were able to interview 12 out of the 23
employees that reported our phishing email. Following a one-page interview guide [46], we
first asked high level questions on detection and reporting. Then, we invited the interviewee
to retrieve and read the e-mail they received (if needed, we provided a printed copy) and
asked detailed questions with the specimen at hand. The interviews investigated how does
the interviewee:

1. detect phishing emails in general and the specific email they received

2. decide to report phishing emails in general and decided to report the specific email

The semi-structured interviews were recorded and transcribed. The interviewees’ answers
were coded using a card-sorting technique to derive mental models reflecting the decision
process of the respondents. The more similar users’ thoughts are between the general case
and the specific attack, the more ‘mature’ the mental model can be considered to be, as it
characterizes users that can abstract their reasoning away from examples without loss of in-
formation. By contrast, mental models that are much more detailed when example-driven
than in the general case suggest a less mature rationale whereby users cannot abstract away
from the example.
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7.4.1. Results

Figure 7.2 presents the results concerning the detection of phishing emails in general (left)
and the detection of the phishing email sent within our campaign (right). We include sub-
jects’ characteristics, namely the seniority (Junior, Senior and Support) and department they
work at (WIN - Mathematics and Computer Science, and SWT - Chemical Engineering).
Arcs are labeled with numbers identifying the interviewees which followed that arc in their
reasoning. For example, in Figure 7.2b, ID 7 is a senior employee whose detection method
can be reconstructed following the arcs labeled with ID 7, starting from the root: 1) the
content’s semantics does not match her previous experience, 2) an unfamiliar signature is
present, and 3) there is a link with a wrong domain name. We can observe that, for detection,
the mental model derived from the concrete example (Figure 7.2b) largely matches the men-
tal model derived from the general case (Figure 7.2a). In contrast, there is not a clear overlap
between Figures 7.3a and 7.3b, suggesting a less developed mental model for reporting.

How do our interviewees detect phishing attempts

In the interview, we first asked users how do they detect general phishing attempts, and why
did they detect our specific phishing email. Answers to the first question prevalently refer
checking if the content’s syntax is correct, if the semantics ‘makes sense’ to the user and if the
sender’s email domain is correct. When prompted with the email from our campaign, the
reasons why our respondents detected the phishing email as such largely overlap with the
answer they gave us in the general case. For example, Respondent 3 states “It’s a follow up?
Strange request. Why is there a link? Strange email…”, highlighting the ‘anomalous’ nature
of the email w.r.t. what she is used to receive from the department. Similarly, Respondent
8 answered: “It’s a bit weird for UNI to ask me my holiday hours, I already have them on the
[HR’s portal]. Also the domain is not good [..]. It’s asking for specific action which does not
apply to me.”, further highlighting the email inconsistencies also remarked by many for the
detection of a ‘general’ phishing email. On this same line, Respondent 9 answers: “The sender
does not match the topic semantics, it’s like you have a painting from Rembrandt and suddenly
you have an iPhone there”.

In all, we find our respondents were very consistent in their rationale to classify a phishing
email as such, whether this is a ‘general’ or hypothetical phishing email, or a concrete example
with which they are already familiar.

Why do our interviewees decide to report phishing emails

When asked if they usually report phishing attempts, the majority of respondents answered
that they do not report phishing on their personal (email) accounts, and reporting at work
happens more as an exception. As for the question why they do report phishing emails,
answers are very general and a clear rationale does not emerge. For example, Respondent 1
answered: “[I report when] I’m in doubt it could be a legit email“, highlighting uncertainty as
a key element in their decision to act on the attack. On a similar line, Respondent 6 states: “I
report if I know the sender, e.g., my bank or my organization”, suggesting that only emails that
are ‘relevant’ to the user’s context will be reported by this user. However, a clear-cut reason
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(a) General case

(b) Concrete case

Figure 7.2: Mental model of phishing detection

to discern between ‘general’ phishing emails that our respondents will report, and those they
won’t did not emerge.

By contrast, the reasons to report our specific phishing email appear to be much more struc-
tured and detailed, and include reasons relating to safeguarding less-aware colleagues and
the perceived sophistication of the attack. For instance, Respondent 3 states she reported
the email because “it pretends to be from UNI, to protect others”; similarly, Respondent 6
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(a) General case

(b) Concrete case

Figure 7.3: Mental model of phishing reporting

says he reported the email “Because it’s posing as UNI, my organization should know about
it”. In sharp contrast with the detection case, the respondent’s mental models for phishing
reporting appear to be much less developed, structured, and consistent, suggesting a strong
imbalance in user prowess between detection and reporting activities.
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7.4.2. Discussion
Mental models showed the respondents’ inability to generalize the rationale for notifying
a suspicious email, thus providing insights on where improvements of security processes
can be made. For example, answers highlight that the reporting procedure is ill-perceived
in terms of effort and liability (“Effort” and “Delegation”1 in Figure 7.3a). Such models can
also shed light on the underlying factors for reporting, such as a higher sense of responsibility
and threat awareness (“Protect others” and “Dangerous” in Figure 7.3b).

The results, however, may be influenced by the specific type of organization where the study
was carried out. Other domains, like financial or industrial, may lead to different outcomes
both in terms of reporting rates and reasons to report. More studies are needed to generalize
our results.

From our preliminary evaluation, a more thorough and rigorous investigation could shed
additional light on users’ rationale to report phishing and factors that influence their decisions.
Future work could tackle new research in this direction by evaluating the training and report-
ing problem, for example by investigatingwhether an efficient phishing reporting process can
aid the protection of users that fail to detect the phishing email as such.

7.5. Conclusion

In this chapter, we argued the urgency for new paradigms to counter advanced phishing
attacks. In particular, we proposed a new course of action to address the limitations of exist-
ing countermeasures against this class of attacks by exploiting human detection capabilities
as the basis for improved reporting procedures. We are guided by the intuition that a suffi-
ciently high proportion of phishing immune individuals can help those that are not and aid
the resilience of the organization as a whole. Preliminary results show how tomeasure users’
mental processes (i.e., users’ rationale and decisionmaking) as a way forward to improve the
phishing reporting process altogether. We promote this idea using a real world example and
provide directions on how to make human reports actionable.

Our findings support an organizational mitigation strategy against tailored phishing attacks
by promoting a research line that investigates user reporting behaviors. Together with Chap-
ters 5 and 6, this contributes to answer RQIII.The preliminary results of this chapter suggest
that exploring users’ rationale and factors that influence user behavior in relation to phish-
ing reporting can shed light on how to mitigate the impact of tailored phishing attacks. In
the following part (Chapters 8 and 9), we explore this research line by investigating RQIV.

1By “Delegation”, the respondent assumed it is someone else’s duty to deal with security incidents.
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8
Collective phishing defense

mechanisms at a small IT company

E xtant research has primarily investigated tailored phishing campaigns in the context of
large enterprises. On the same line, Chapter 7 introduced the idea of instrumenting the

natural ability of employees to detect ‘anomalies’ to report phishing attacks at organizations.
Company size, composition, and resource availability (such as, security experts or a phish-
ing response team handling incidents) play an important role on the effect of such dynam-
ics. However, whether the same also applies to small and medium-sized enterprises (SMEs),
which typically do not have those resources, is unclear. On the other hand, studying SME
security is hard as they generally have no expertise in-house to run the required experiments.
This chapter fills this gap by investigating the response to a tailored phishing campaign of
employees of a small IT company. To this end, we conducted a field experiment targeting 30
employees at a small research and development company in the Netherlands. Subsequently,
we interviewed nine employees with mainly technical background to understand the cogni-
tive processes underlying the detection and response of our phishing campaign, as well as
the group defense mechanisms at the SME (see RQIV). Our findings show that the collective
defense mechanism enabled a surprisingly prompt response and containment of the attack,
possibly, due to the network dynamics of a small company.

This chapter is originally published as P. Burda, A. Altawekji, L. Allodi, and N. Zannone, “The Peculiar Case of
Tailored Phishing against SMEs: Detection and Collective Defense Mechanisms at a Small IT Company”, In IEEE
European Symposium on Security and Privacy Workshops (EuroS&PW), IEEE, 2023, pp. 232-243
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8.1. Introduction

Throughout Part II, we have seen that tailored phishing can lead to a high impact at organi-
zations with relatively low effort from the attacker. In this chapter, however, we observe that
the extant literature has primarily focused on large companies [63, 161, 274, 317, 371]. The
reasons are multi-fold: large companies have a higher number of employees, which is desir-
able for experimentation; have IT and oftentimes security teams that are interested in the
outcomes of the experiments/measurements or operationalize part of those (e.g., an inter-
nal phishing response team); are typically large enough that budgeting and employee time is
not an issue when designing and deploying the experiment. On the other hand, a very large
portion of the economic substrata of developed countries is constituted by small-medium
enterprises (SMEs). This kind of enterprise has nowhere near the resources and technical
capabilities of large enterprises [109]. Critically, SMEs are often part of the supply chain of
large organizations, meaning that an attack on one can have rippling effects on the whole
chain [107]. Yet, few insights exist on the effectiveness of tailored phishing attacks in SME
contexts, and which factors, if any, can play a role in SME resilience against these.

In this chapter, we fill this gap by investigating the effectiveness of a tailored phishing cam-
paign against a small (35 employees) company in EU (hereafter referred to as CompanyX1),
and evaluating employees’ response to it by means of semi-structured interviews with nine
participants. We first run a field experiment demonstrating how an attacker can leverage
publicly available data in a tailored phishing attack, evaluate the OSINT attack surface of
an SME, and evaluate its effectiveness as a phishing campaign. Interestingly (and perhaps
surprisingly), we observe the engagement of a strong community reaction around the attack
whereby employees take immediate action to protect each other from the attack. To inves-
tigate this in more depth, we run a set of interviews with company employees and uncover
the cognitive and behavioral aspects that ultimately triggered this collective response mech-
anism.

Our findings show that expectation mismatch – the detection of an inconsistent pattern –
was the primary method for detecting our phishing campaign, possibly due to the limited
size of the company where ‘everyone knows everyone’. The tailored nature of the attack
provoked some employees to take action and alert the rest of the group, yielding a defense
reaction surprisingly faster than what is expected in larger organizations. Our interviews
show that the collective defense might be linked to the network effects of a small organiza-
tion that mitigated the bystander effect, which on the other hand is often observed in large
organizations.

The remainder of the chapter is structured as follows. Section 8.2 provides background in-
formation and discusses related work. Section 8.3 introduces our research questions and the
methodology employed to address them. Section 8.4 presents the results, and Section 8.5
discusses lessons learned and limitations of our work.

1The actual name of the company cannot be disclosed due to confidentiality reasons.
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8.2. Background and Related work

Background

As seen in Chapter 2, tailored or spear-phishing variants, i.e., phishing emails exploiting
target-related information for attack engineering, pose significant threat to their targets due
to their overall higher efficacy over ‘regular’ phishing [150]. Their success, however, de-
pends on an attacker’s ability to gather detailed information about their targets. This can be
achieved by employing open-source intelligence (OSINT) techniques to gather publicly avail-
able information, such as personal and professional information on social media or public
records [37, 103]. However, as shown in Chapter 1, there is still little understanding of what
kind of target-related information might influence the effectiveness of a phishing attack.

Yet, OSINT-enabled phishing attacks can have a significant impact on organizations. Small
andmedium-sized enterprises (SMEs) are particularly at risk due to their potentially limited
resources for defending against such attacks given, e.g., smaller IT departments and limited
budget [264]. Whereas research and practice devoted significant efforts to defend against
phishing in organizations, such as detection software and training programs, current coun-
termeasures might not be well-suited against tailored attacks and, more so, in SMEs [56].
Therefore, the last line of defense lies with the employees that can detect and potentially re-
act to such attacks [195]. Proper actions employees can carry out are, for example, reporting
phishing to the IT administrator or other colleagues and, if fast enough, the attack impact
can be mitigated or even nullified [56, 196]. However, as organizational culture, social dy-
namics, and human interactions within small companies may differ significantly from those
in larger organizations, which are typically the focus of phishing research, it is unclear how
employees at SMEs react to said attacks and what can influence their actions.

Related work

Previous experiments on the effectiveness of tailored and ‘spear’-like phishing attacks inves-
tigated the usage of information available on social media [161, 317], age and life domains
(private context and different pretexts) [256], persuasion techniques [61, 63] or their com-
binations [291, 345]. For instance, Vahdad [345] surveyed target-related variables obtain-
able with OSINT that can affect phishing success and proposed a framework to instrument
target-related OSINT-enabled variables to carry out phishing attacks. Potentially effective
variables range from target’s social network to likes and interests, including residence- and
work-related information. Many studies investigate phishing susceptibility in organizational
contexts [61, 63, 161, 274, 317, 371]. For example, Williams et al. [371] investigate the influ-
ence of information overload within the work environment, and Petric and Roer [274] how
the organization size affects susceptibility. Notably, one study [317] investigated the sus-
ceptibility of a large organization to targeted attacks on LinkedIn and collected employees’
views on threats, challenges, and overall awareness of phishing attacks on social media. Ex-
tant research on phishing reporting highlighted the importance of user notifications [196],
investigated why reporting is scarce [179, 195], the rationale to report [56] and factors be-
hind the intention to report [222]. The study in Chapter 7, explores user mental models
for phishing detection and reporting in the aftermath of a simulated phishing campaign at a
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mid-sized university.

Whereas studies on reporting mainly conducted surveys investigating what influences inten-
tion to report [179, 195, 222], our work measures, through one-to-one interviews, a set of
user reactions to the attack in terms of explicit thought and emotion recollections that cover
aspects such as attack detection, message tailoring and performed actions. We leveraged two
target-related variables (Place of Residence and Years in Current Company), which we use
to adapt the phishing pretext in our field experiment, since these variables can be effective
in increasing the success rate of a (non-tailored) phishing attack [345]. For instance, knowl-
edge of a target’s place of residence can be highly effective in enhancing the believability of
a phishing email [256]. Also, including information regarding the person’s work experience
increases the personalization of the message [341]: research and practice show that basic
email personalization can considerably increase email opening rates [54, 79]. These variables
closely relate to the target personal and work-related parameters discussed in Chapter 3. The
variables are used here to craft the attack stimuli to align with the targets’ context.

Similarly to [317], we interview company employees to examine their attitudes to the attack;
however, our work concerns tailored attacks via email against a small enterprise, and we
explore the possible factors that contribute to employees’ attack detection, their reaction to
the attack and undertaken actions. Indeed, existing studies have mainly focused on large
organizations leaving the context of small enterprises largely unexplored. No other known
work evaluated the effects of targetization in a tailored phishing attack contextualized in a
small company nor explored in depth the employees’ reactions to said attacks.

Research gap and contribution

The effects of phishing attacks against small companies are still unexplored. To date, it is
still unclear how employees at smaller companies respond to tailored phishing attacks and
which factors influence their actions. Our study attempts to address this gap by conducting a
field experiment to study the effectiveness of a tailored phishing campaign targeting an SME.
Finally, given the growing interest in using crowd-sourcing for reporting phishing and the
lack of comprehensive research on why employees report tailored phishing attacks (includ-
ing their reactions and reasoning on reporting), there is a need for a better understanding of
phishing reporting in the case of tailored attacks, particularly in the context of small enter-
prises. Our study fills this gap by examining the reactions of the employees targeted by our
phishing campaign using interviews, thereby providing insights into how SME employees re-
act to and reason upon tailored attacks, which is critical to improving their overall security
posture.

8.3. Methodology

Our study aims to study the response of employees of small organizations to a tailored phish-
ing attacks (see RQIV). To be able to characterize employee reactions and perceptions of the
attack, we first need to investigate the effect of the tailored campaign. Therefore, we structure
this study along the following research questions:
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RQ1: What is the effect of a tailored phishing attack on employees at a small enterprise
in terms of success rate?

RQ2: How do employees of a small enterprise react and perceive the attack?

8.3.1. Methodology overview
This study uses a mixed-method approach: 1) a field experiment to assess the effects of a
phishing attack tailored against a technology-driven SME and its employees (RQ1), and 2)
interviews to gain insight into the motivations, emotions, and other factors influencing the
employees’ detection and response processes when dealing with tailored phishing attacks
(RQ2).

Specifically, we conducted a controlled phishing experiment on 30 employees of an SME,
where a tailored and a non-tailored phishing email were sent to their employees. The success
rate of the phishing attack was measured by the number of employees who submitted data
on the forged landing page. Thus, the field experiment aims to provide quantitative data on
the effectiveness of tailored phishing attacks. Subsequently, nine employees from the SME
were interviewed. The interviews were semi-structured, and the questions were designed to
collect qualitative data about the participants’ experience, thoughts, and feelings about the
phishing attack, and other factors that influenced their detection and response process.

8.3.2. Subject selection
The present study was conducted at a small Dutch IT company with approximately 35 em-
ployees, with a diverse mix of international personnel. As a research and development firm,
the company has a mainly technical workforce, a handful of business associates, and limited
supporting staff. Our sample for this study consisted of 35 employees initially provided by
the company; five of themwere subsequently excluded due to insufficient online information
needed to target them in our campaign, resulting in a final sample size of 30 participants.

8.3.3. Phishing field experiment

Design

To investigate the effectiveness of tailored phishing attacks against SMEs, we selected two
variables as treatment, namely Place of Residence andYears in Current Company, which are
categorized as personal and professional variables, respectively [345]. These variables were
chosen because they are relatively easy to obtain with OSINT and demonstrate the minimal
effort required to craft a tailored phishing email, as well as being relevant to employees both
personally and professionally (cf. Sec. 8.2). We used the two variables to create two exper-
imental conditions: the use of both or none variables. This decision was made to account
for the limited sample size of 30 employees. The employees were randomly divided into two
groups of 15 each, with one group receiving a non-personalized baseline email (i.e., no treat-
ment) and the other group receiving a personalized email (i.e., the treatment). The treatment
is a modifier to the baseline email. This distinction between the two groups allowed us to ob-
serve how targets responded to tailored and non-tailored phishing emails and to determine
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the relative increase in effectiveness of adding personalization to the attack. We measure
the number of visits at the URL payload (clicks) and data submissions on the forged landing
page. The attack success of the phishing campaign is measured in terms of submissions on
the landing page.

Preparation

Initial reconnaissance was conducted using OSINT by collecting data from public sources,
such as LinkedIn and Facebook, to gather information on the variables of Place of Residence
and Years in Current Company. These variables were later used to tailor the phishing email
to the targeted population. An analysis of the typical emailing style and signatures within
the target organization was conducted to make the interaction appear as credible as possible.
This was achieved by sending an email regarding an internship listed on the company’s web-
site, as this approach mimics a tactic that an external attacker may use to identify internal
communication practices.

The next step was the pretext building. To enhance the authenticity of the email, we agreed
with our contacts within the company to impersonate the CEO. The pretext of the email,
which is presented in Appendix C.1, was crafted with the collaboration of the company. The
pretext concerned recently abolished Covid-19 measures and included a (fake) voucher link
for a gift from the CEO that could be used at a nearby activity. The phishing email included
an opening with the name of the receiver and a link that was consistent with the pretext.
The language used in the email text was English, which is the standard language for official
communication in the company, reflecting its international workforce.

The participants were randomly divided into two groups of 15 each; one group was assigned
to a baseline email not tailored to them (i.e., no treatments) except for their name at the be-
ginning of the email (see Appendix C.1.1); the other groupwas assigned to the tailored email
(i.e., the treatment) with information about their place of residence and years of employment
with the current company (e.g., see Appendix C.1.1).

We crafted a landing page that prompted users to submit their credentials. The company
relies on Google as the email service provider; therefore, the landing page includes a Google-
like login form and the logo of the company. Upon submission, targets are redirected to
a debriefing web page that informs the participants about the experiment; we refer to Ap-
pendix C.2 for more details.

The final preparatory step before the execution of the experiment was to register a domain
suitable to the attack scenario: we registered a domain for both sending the emails and host-
ing the landing page. The domain name was very similar to the actual domain name of
CompanyX and differed by one letter and used the suffix .nl instead of .org.

Execution

We automated the experiment using the phishing simulation toolkit presented in [281],
which extends GoPhish (https://getgophish.com) to enable tailored phishing cam-
paigns at scale. The tool was supplied with the collected data, including the employee name,
Place of Residence, and Years in Current Company.

https://getgophish.com
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Before performing the experiment, we conducted a pilot test to verify that the tools and over-
all setup were functioning correctly. The pilot test was sent to the employees at CompanyX
who were aware of the experiment, and we asked one employee from CompanyX to click
the link to ensure that the interaction was recorded correctly. The phishing campaign was
launched on June 13 2022 at 1:06 PM and data collection was interrupted after one day due
to the company’s reaction to the attack (see Sec. 8.4.1).

8.3.4. Interviews and data analysis

After the field experiment, we conducted interviews to collect participants’ experiences,
thoughts, and emotions that influenced their response to the phishing attack. We inter-
viewed nine employees of CompanyX.The interviews were conducted over a period of three
weeks starting from the week after the phishing campaign had ended. This was to capture
the participants’ reactions to our campaign as soon as possible.

Interview design

Interviews are a qualitative technique suited to answer exploratory and descriptive ques-
tions [230], such as RQ2 in Sec. 8.3. We conducted interviews to gain a more profound
understanding of the factors that influence the cognitive processes involved in detecting and
responding to tailored phishing attacks. Moreover, the interviews aimed to understand the
community defense mechanisms within the company.

To achieve these goals, we developed a semi-structured interview protocol comprising a set
of standardized questions that were posed to all participants. Supplementary questions were
also asked in the event of any uncertainties or based on the participants’ responses. The
interviews covered the following topics:

1. The security awareness of the employees.

2. The rational and emotional response upon reading the phishing email.

3. The emotional drive that led employees to report the phishing email.

4. The behavior fostered by the tailored nature of the attack.

The complete list of questions used in the interviews is given in Appendix C.3.

Interviewing participants

Theparticipantswere interviewedonline for 30 to 45minutes, and the sessionswere recorded
for later coding and analysis. Participants were not informed of the specific questions before-
hand to minimize bias. The recordings were kept anonymous and stored in a secure facility
for the study duration after which they were destroyed. The interviews were transcribed ver-
batim, and the answers to our predetermined baseline questions, as listed in Appendix C.3,
were used in the subsequent coding process.
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Open coding

Thecoding process was performed inmultiple sessions, following the card sorting procedure
outlined in [390]. This process involved isolating relevant segments from the interviews and
printing them for coding. Amixed bottom-up and top-down approachwas adopted: the top-
down approachwas based on the topics relevant to the research, as listed in Section 8.3.4, and
the bottom-up approach allowed for the identification of themes from the data. The coding
process involved identifying significant segments and assigning appropriate codes, collating
codes into potential themes, and applyingmultiple rounds of review to ensure the coherency
and consistency of the themes [50]. The initial coding was carried out by three researchers,
with two researchers completing subsequent rounds of review and analysis. The coding pro-
cess was carried out on printed cards and post-its, with the help of a virtual whiteboard
shared among researchers.

The collected data were structured in topics, categories, and themes. A topic is a specific code
derived directly from the participants’ responses to our interview questions; multiple related
topics form a category. A category is a set of closely related topics that form a sub-theme; such
a sub-theme is a first-level grouping that emerges from the bottom-up analysis during the
coding of the interviews. A theme is a high-level collection of categories that characterizes a
particular concept from the top-down approach (i.e., stemming from the structure of the in-
terview questions) and a recurring pattern as it emerges from the bottom-up approach (i.e.,
stemming from a relationship of categories). Thus, the topics, categories and themes form a
thematic ‘map’ or hierarchy — an overall conceptualization of the data patterns, and rela-
tionships between them — where the topics are the atomic elements closest to the data, as
opposed to the main overreaching themes farther from it [50].

Results interpretation

To interpret the themes and categories identified using the coding process, we employed a
two-step approach. First, we provided an overview of the categories and themes and their
interconnections, highlighting the relationships between them to give a semantic description
or ‘surface’meaning of the data (cf. Sec. 8.4.2). We further interpret our results on the basis of
a framework of cognition presented in [57] to reconstruct the underlying thought processes
and the influencing factors (cf. Sec. 8.4.2). The framework in [57] specifies a basic structure
of human information processing and is meant to analyze the effects of phishing attacks on
human cognition. By linking the identified themes to the framework, we can isolate themes
and categories of topics that may contribute to the thought process of the participants.

8.3.5. Ethical considerations

This research was executed under ethical approval from our institution’s ethical review board
under approval number ERB2020MCS13 and by the management of the company. For the
phishing experiment, we followed best practices concerning consent waving and user de-
briefing [293]. ‘Submitted’ user passwords as well as the association between user identities
and their real names were neither transmitted nor saved by the system. Interviews were
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Table 8.1: Phishing experiment results

Response Count

Emails sent 30
Clicked on the link 5
Filled in random email addresses 2
Requested a working URL the next day 1

carried out according to common guidelines2 and recordings and transcripts were stored se-
curely and anonymized whenever possible to maintain confidentiality and protect privacy.

8.4. Results

8.4.1. Phishing field experiment
The outcome of our field experiment was surprising. Overall, the company reacted quickly
against the phishing attack. In particular, multiple emails reporting the phishing attempt
were sent to all employees within tenminutes after our phishing emails were sent. Moreover,
the CEO, who was impersonated in the email, was contacted multiple times within minutes
after the campaign launch to verify the email’s authenticity.

The results of the field experiment are reported in Table 8.1. We can observe that six out of 30
employees who received the phishing email interacted with it. Specifically, five employees
clicked on the link in the phishing email. Among these employees, two provided fake lo-
gin details instead of their company email addresses. Further analysis revealed that this was
done to investigate the functionality of the phishing website. Additionally, one employee
sent a follow-up email to the email address used in the phishing attack after the campaign
had ended, inquiring about the functioning of the link in the email as it was not operational
at that time. This might indicate that the employee did not detect the phishing attempt or
read the warning messages circulated by their colleagues. Overall, these results should be
considered inconclusive due to the warning messages sent out within the company shortly
after the campaign’s launch.

Two main factors have contributed to this outcome. First, some employees received a warn-
ing from Google, shown in Fig. 8.1, which was not triggered during the pilot of the exper-
iment. Second, the targeted company is a research and development firm whose employ-
ees are highly-trained and have a technical background. During the subsequent interviews
(cf. Section 8.4.2), it became clear that employees have a high level of cybersecurity knowl-
edge, which they have acquired from various sources. This topic is further explored in Sec-
tion 8.4.2.

Overall, it is not possible to measure the effectiveness of using public data in a tailored
phishing email based on our experiment. Nonetheless, the swift response to our phishing
campaign is worth investigating to understand the motivations that drove employees to act

2Ethical Guidelines for Online Interviews - https://voices.uchicago.edu/202003sosc20224/2020/06/25/ethical-
guidelines-for-online-interviews/

https://voices.uchicago.edu/202003sosc20224/2020/06/25/ethical-guidelines-for-online-interviews/
https://voices.uchicago.edu/202003sosc20224/2020/06/25/ethical-guidelines-for-online-interviews/
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Figure 8.1: Warning displayed by Google to some targets.

Table 8.2: Interviewees and their version of the phishing email

ID Email version

𝑃1 Personalized
𝑃2 Not personalized
𝑃3 Not personalized
𝑃4 Personalized
𝑃5 The email was not sent (sysadmin)
𝑃6 Not personalized
𝑃7 Not personalized
𝑃8 Not personalized
𝑃9 Personalized

quickly to protect their organization from the targeted attack. To this end, we conducted in-
terviews to better understand the reporting process (both to colleagues and the CEO) upon
detecting the tailored phishing attack and to shed light on the community defense mecha-
nism in place.

8.4.2. Interviews
In total, nine employees were interviewed. We recruited eight participants from the targeted
employees in the phishing field experiment; additionally, we interviewed a system adminis-
trator that was excluded from the field experiment. Table 8.2 shows the version of the email
received by each interview participant.

Identified themes and categories

In total, we identified 26 categories of topics grouped over six themes, namelyAction, Aware-
ness,Detection, Reaction, Reporting (expectations & reasons), and Tailoring effects. A detailed
overview of the identified themes and categories is provided in Table 8.3. The table also re-
ports the number of times each category and theme was mentioned by the participants. The
results of the open coding indicate that all six themes were consistently mentioned by the
majority of participants, potentially, due to how the interviews were structured. However,
variations in responses were observed primarily in the underlying categories.

Awareness. From an analysis of the themes and categories, we find that phishing awareness
was primarily obtained by the interviewed employees from previous ‘Experience’, ‘Learning
& training’, or their combination. In some cases, Awareness conditioned the detection of the
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Table 8.3: Identified themes and categories

Theme Category

Awareness (9) Source of awareness: Learning & training (5)
Source of awareness: Experience (6)

Detection (8) Technical (3)
Expectations mismatch (7)
Contextual (3)

Action (7) Delete email (1)
Click (1)
Post-detection link investigation (4)
Reporting (3)

Reaction (9) Emotional response: Negative (3)
Emotional response: Neutral (2)
Emotional response: Positive (4)
Mixed response (4)
Rational response: Reasons to believe (1)
Rational response: Reasons to not believe (3)
Rational response: Lack of consequences (1)
Rational response: Need for confirmation (4)
Rational response: Certain of phishing (5)
Rational response: Reasons to action (1)
Rational response: Other (3)

Reporting Reasons for reporting (to email provider) (3)
(expectations Reasons for not reporting (4)
& reasons) (9) Hypothetical reporting.Report to colleagues (2)

Hypothetical reporting.will not report (3)
Hypothetical reporting: Other (2)
Reporting expectations: Presence of expectation (5)
Reporting expectations: Lack of expectation (3)

Tailoring Effect on behavior: No reporting for generic (6)
effects (9) Effect on behavior: More interaction with tailored (2)

Effect on behavior: Always reporting (1)
Response to being the only target: Emotional response (2)
Response to being the only target: Rational response (7)
Response to being the only target: Mixed (1)

phishing emails; for example P1 states: “[...] I did work in the security side of things 20 years
ago. [...] I’m an educated person in this regard. […] I do not click on links without checking
where it leads, it’s standard practice”.

Detection. The Detection theme consists of three categories, namely ‘Technical’, ‘Expecta-
tions mismatch’, and ‘Contextual’, highlighting the mechanisms and methods employed by
the employees to detect our phishing campaign. ‘Technical’ clues include characteristics
such as the sender’s address or domain registration date, (e.g. P1, mentioned above, detects
the phishing attempt by inspecting the actual link). ‘Contextual’ clues relate to contextual
factors such as warnings or the language used in the email (e.g., P5, “Because why would
two Dutch people e-mail to each other in English?”). This may reveal a contrast between the
general internal communications in the company (which are run in English), and specific
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expectations for communication with the CEO who, according to the participant, was ex-
pected to be in Dutch. ‘Expectations mismatch’ clues represent discrepancies between what
is expected and what is observed, such as the tone of the email or receiving personal gifts
from the company, (e.g., P3: [...] we would have, like, a choice between a couple of things
and one of them will be, like, very geeky). Notably, Table 8.3 shows that ‘Expectations mis-
match’ is the category mentioned more frequently as the detection method (7 participants),
suggesting this as a common detection method.

Action. A common action taken in response to our phishing email was ‘Post-detection link
investigation’, which includes topics such as investigating the link by filling in fake creden-
tials or hovering over it, while one participant reported having clicked the link because they
thought it was a legitimate email, i.e., P8: “I thought it was legit when reading it on my phone.”.
Three respondents indicated that they reported the email to the sender, to other colleagues, or
even toGoogle, such as P7: “reporting it to Gmail makes it more aware that it is a spam e-mail”.

Reaction. Reaction encompasses the various explicit thoughts and emotional responses
elicited by receiving the phishing attempt. ‘Emotional response’ varied from mostly posi-
tive, such as “I always enjoy the gesture [the pretext]” (P3) and “This is a nice one [the phishing
email]” (P6), to some negative and mixed as: “I do wish that I did not click the link [to investi-
gate]” (P7) and “Wow, this is the most worthless present ever [...] then I thought [the phishing
attempt] was actually kind of funny” (P5). Among the explicit or ‘Rational responses’, some
interviewees reported that their initial thoughts were to seek confirmation from others or by
other means about the phishing email (‘Rational response: Need for confirmation-Reasons
to not believe’ in Table 8.3). Some were certain of phishing and decided to wait or let some-
one else handle it: “I don’t trust this, let’s wait a couple of days.” (P2) and “I figured it would
get to [CEO] quickly anyway, I wouldn’t need to help.” (P3). Others decided to act by alerting
colleagues (e.g., P7: “I did report. I still left it open ’cause I thought I keep it now like a kind
of a fun souvenir.”) or confirm with the intended sender directly: “[quoting a message to the
CEO] it looks like somebody is impersonating you, please check if you are yourself ” (P6). Over-
all, the interviewees were able to recall detailed thoughts when theywere sure it was phishing,
but also when they needed confirmation or had reasons to not believe the email, with a total
of 12 mentions for these categories (cf. Table 8.3). On the other hand, other reactions, such
as emotional reactions, were more sparse and were reported vaguely with short descriptions
such as ‘‘it felt weird”, “this is funny, just let it pass and let’s wait”, “I’m not sure if I clicked” or
even “excited we are phished”. This may be an indication that participants who detected or
were suspicious about the phishing email engaged in a more cognitive effort to process the
situation as they recalled more details when asked the relevant questions.

Reporting (expectations & reasons). Theme Reporting (expectations & reasons) groups to-
gether participants’ reasons and expectations to (not) report the phishing attempt, as well as
reporting in the future (‘Hypothetical reporting’ in Table 8.3). Among the reasons to report,
interviewees cited to protect others, such as P6, “I want to prevent people from clicking”, and
P1: “I’m assuming that if a number of people say that’s phishing, that at least everybody gets
the alert”. Other participants’ reasons to not report indicated they did not know how to do
it, thought that someone else should do it (P3, “I pretty much expected that multiple people
notified [it])” or simply preferred to do nothing, for example, because “[reporting] hasn’t any
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effect [in Google]” (P2). When asked about hypothetical future reporting, most of the inter-
viewees remained consistent with their previous answers on reasons to report, such as P1: “I
would [report], I think that more people would do it in the group.” and P6: “I think that this
type of just sending a quick warning around is easy enough.” On the same line, participants
that responded they did not report were consistent with not reporting in the future, e.g. P2:
“We work with Google and we don’t care so [...] I wouldn’t warn any other colleagues, no.”
and P3: “I might not have warned my colleagues, probably only [the CEO]”. Similarly, the ‘Re-
porting expectations’ from other colleagues, or the lack thereof, were coherent with previous
answers, i.e., those who said they would (not) report, do (not) expect others to report.

Tailoring effects. Within theme Tailoring effects – the effects of the tailored nature of the at-
tack – two categories were mentioned more frequently than others. Specifically, participants
stated that they were less likely to report generic phishing emails, for example, P6: “if it was
that generic, then I would just have ignored it” and P7: “I would be less likely to inform my
colleagues that we are being scammed”. When asked about their feelings about being the only
target of the campaign, they primarily provided rational responses, pointing at the unexpect-
edness of such a possibility: “I would be surprised because I don’t have any social media.” (P5)
or “I would be very confused as to why [they] went through all those lengths to only target me”
(P3). This observation suggests that participants would be more likely to engage in rational
decision-making when faced with targeted phishing attempts (perhaps, due to the interest
induced by such a ‘rare occurrence’), and that the perceived level of personal relevance of
the phishing email may influence their likelihood to act on it, for example, by reporting it:
“if that type of data was in that e-mail, then not only I would have been triggered and warned
everybody, but then I would have gone into a full counter-attack mode” (P6).

Results Interpretation

To provide a more in-depth analysis of the underlying factors that may condition intervie-
wees’ motivations and decisions, we consider the cognitive processing for phishing reported
in [57] (cf. Chapter 3) and structure our analysis over three dimensions: 1) detection: a
participant reads the email and may or may not detect it as phishing; 2) reaction: various re-
actions can follow, such as a positive emotional reaction or more rational thought; 3) action:
an action can take place, such as deleting and/or reporting the phishing email. We follow this
structure to reconstruct the connection between these three steps and the identified themes.
We consider a connection between a theme and a step to exist when a theme’s topics are di-
rectly related to a step (e.g., a detection occurs due to a mismatched URL) or when a theme’s
topics describe or characterize a step (e.g., previous experience allowed to spot amismatched
URL).

Through this process, all six themes appear to be related to the basic cognitive process (De-
tection, Reaction, Action, Awareness, Tailoring effects, and Reporting (expectations &
reasons)) and were schematized in Fig. 8.2. It is worth noting that the schema in Fig. 8.2
serves as a simplification and abstraction of the complex interactions and factors that were
identified in the data.

Themes Detection, Reaction, and Action naturally fit the basic cognitive process steps of
Fig. 8.2 as the participants’mentions (belonging to those themes) describe how they detected,
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Detection Reaction  Action

Legend: Process flow

Awareness Tailoring
effects

Reporting
(expectations

& reasons)

Factor's influence in the process

Figure 8.2: Illustration of participants’ cognitive steps and potential contributing factors.

reacted and acted upon receiving the email. For example, the category ‘Rational response:
Need for confirmation’ (under Reaction in Table 8.3) contains users’ reaction of seeking a
confirmation that this was indeed a phishing email, P1: “if somebody else would have been in
the office, I would have asked it”, thus the Reaction theme corresponds to the Reaction step
in Fig. 8.2.

ThemesAwareness,Tailoring effects, andReporting (expectations& reasons) contain par-
ticipants’ mentions of additional aspects that affected or characterized their detection, reac-
tion, and action steps of the process. Therefore, they can be described as contributing factors
to the overall cognitive process experienced by the targets during the phishing campaign.
These themes do not represent clear steps that individuals actively went through, but rather
provide insight into factors that may have influenced their behavior and decision-making.

The contributing factor Awareness encompasses the ‘Sources of awareness’ among employ-
ees, such as the previous experience of P6: “Thevarious ways of trying to attack people through
cyber means are familiar to me, so I’m in that sense an educated person in this regard.” (P6).
Thus, Awareness conditioned how P6 detected the phishing attempt (Awareness -> Detec-
tion in Fig. 8.2): “I do not click on links without checking where it leads, it’s standard practice.”
(P6)

Theme Tailoring effects illustrates how the tailored nature of the attack impacted employee
actions by encouraging them to investigate or report the email (Tailoring effects -> Action in
Fig. 8.2). For instance, answering to Q4a, P4 stated “I would probably be more inclined to just
share it [the email] with the people I work with” and P7 stated “I would have instantly sent
it to spam and then reported it”. Similarly, Tailoring effects affected the Reaction to being
the only target (Tailoring effects -> Reaction in Fig. 8.2). For instance, answering to Q4b, P3
mentioned that “It will be weird to only target me”, P5 that “I would be surprised because I
don’t have any social media. So, the only way you could know I work here is by how long my
picture has been on the website, so you probably have used Wayback Machine and looked at
snapshot”, and P8 that “It’s a weird feeling, not sure what the other party wants of you, do they
want money, do they want information about your thesis subject?”.
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Finally, the contributing factor Reporting (expectations & reasons) appears to affect the
motivations for reporting (or not reporting) the phishing email, hypothetical reporting in a
similar future scenario, and reporting expectations among colleagues in the future (Report-
ing (expectations & reasons) -> Action in Fig. 8.2). For instance, P5 stated that “I expected
someone of our own to click the link and fill their credentials. And my initial reaction was, we
should probably send a take-down notice.” and P8 that “I would also expect people to sort of
send that e-mail [the report], I might now also do it myself ”.

Overall, the conceptualization in Fig. 8.2 has the goal to illustrate that factors, such as target-
relevant information and social dynamics, might have considerate effects on phishing re-
sponse in (small) organizations. The positive role of awareness in detecting (generic) phish-
ing has been the focus of a large proportion of research [147], however, whether user aware-
ness is as effective in more advanced scenarios (e.g., [323]) still remains an important ques-
tion to address. Another hypothesis stemming from our results is that the tailored nature
of attack artefacts can influence an individual’s reaction to it (spark interest, e.g. [120]) and,
eventually, lead them to act (investigate, report). Finally, among factors that may push in-
dividuals to act, motivations to report (similarly to Chapter 7) and expectations from their
colleagues appear important drivers for reporting as well [195]. Investigating such hypothe-
ses in future studies might shed light on the effects of tailored attacks, test the findings of
this and related work and phishing mitigation strategies.

8.5. Discussion

Overall, the detection and swift reaction to our simulated attack might be attributed to sev-
eral factors: attack-related factors, e.g., the mismatch of attacker assumptions and target
characteristics; contextual factors, e.g., thewarningmessage displayed inGmail (see Fig. 8.1);
and target-related factors, such as employees’ awareness and social dynamics of a small tech
company. A lesson drawn from our experiment is that it may be very difficult to execute
tailored phishing attacks in an environment where members know and help each other, in
contrast with ‘siloed’ structures typical of larger enterprises.

Detection

Extant research has shown that employees are typically able to spot inconsistent patterns
to detect tailored phishing attacks due to their experience in the context of the organiza-
tion [54]. Whereas employees at large organizations may need a long experience in the con-
text of the organization to be able to spot tailored attacks (cf. Chapter 5), members of the
small enterprise under study appear to do so regardless of their tenure, perhaps, due to the
overall limited size of the company where ‘everyone knows everyone’. In our case, the partic-
ipants used their acquaintance with the company’s CEO to determine whether the email was
unusual based on factors such as structure, content, and language. For instance, the email
signature was reported as an example of misalignment with the participants’ expectations:
P4 said “I mean the signature is not the signature we typically use. It was an older version,
I think.“. The expectations mismatch mechanism can be seen in the context of a cognitive
modeling of the phishing attack (cf. Chapter 3): the mismatch between the attacker assump-
tions on the targets and the real target characteristics (e.g., salutation, language, signature)
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can be more easily achieved in small and connected contexts (such as a small enterprise).
As an implication, future experiments with tailored attacks may need to assure that their
modeling of a realistic attacker can match the attacker’s assumptions and target parameters,
while organizationsmay want tomaximize themismatch effect when providing training and
awareness campaigns to their employees.

Response

The tailored nature of the attack sparked curiosity, concern, and even amusement among
participants, leading four of them to investigate the contained link. However, all of them
reported having experience with phishing and still clicked the link to investigate. Interest-
ingly, the participants who sent the warning about the phishing campaign said that the email
triggered their interest because the phishing email was a ‘quite good one’. This surprisingly
swift defense reaction of the employees hampered our efforts to investigate the effects of the
tailored phishing attack in the first minutes of delivery. This appears to be very dissimilar
to and potentially much more effective than what happens in large organizations: as seen in
Chapter 7, the group defense mechanism of several employees sending a warning to their
colleagues was faster than common response and containment procedures in organizations
(often equipped with staffed IT departments) [195, 352]. This may be attributed to the net-
work effects of a small organization mitigating bystander effects. Indeed, six out of nine par-
ticipants reported doing nothing and relying on someone else to handle the situation (e.g.,
P4: “We have like the two cyber security guys that are on top of this, they will trace this guy”),
but the other three alerted the whole company immediately (one did so inside the Gmail
interface). Existing literature shows that the detection of a phishing attempt does not always
lead to its reporting, as users may have different mental models and approaches to decision-
making when it comes to reporting or not reporting phishing emails (see Chapter 7) [195].
Some users report an email, even if they are unsure whether it is an actual phishing attempt;
others do not report phishing emails unless they perceive them as particularly dangerous or
sophisticated. Others may only report phishing emails if they believe the security of their
colleagues is at risk, or might not because they expect someone else to do so. These findings
imply that there may be a need for security awareness programs to emphasize the under-
lying reasons why reporting is important, for example, by presenting real case studies that
employees can relate to [204]. Future research may investigate how larger organizations can
achieve similar effects, in terms of ‘group defense’, against sophisticated phishing attacks as
in our case study.

8.5.1. Limitations and threats to validity
Construct validity. The presence of confounding variables may have influenced the results,
in particular, the phishing campaign was disrupted by the issuance of two warnings shortly
after the campaign launch, which affected the experiment’s results.

External validity. The sample size in our experiment is relatively small, consisting of 30 em-
ployees for the field experiment and 9 for the interviews. Moreover, we performed the study
in a research and development SMEwhich employees are highly-trained and have a technical
background. Therefore, our findings might not be applicable to other types of organizations.
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Further experiments, with larger sample sizes and targeting SMEs in different sectors, should
be conducted to confirm our findings.

Researcher and respondent bias. The threat of researcher bias was mitigated by carrying out
the open coding of the interview transcripts by two authors with an additional review iter-
ation with all authors. As the interview questions were open-ended and intrinsically not
sensitive nor controversial, we believe that respondent bias is not a significant threat to va-
lidity.

8.6. Conclusion

In this work, we conducted a field experiment and subsequent interviews to study the effects
of tailored phishing campaigns targeting SMEs. Our campaign was detected shortly after its
launch, as all employees were promptly alerted. Driven by this unusual response, we inves-
tigated the cognitive processes concerning the detection and response to tailored phishing
attacks. Our findings show that expectation mismatch is a key factor in detecting advanced
phishing emails. Moreover, the tailored nature of the attack provoked some participants to
quickly alert the rest of the group, thus mitigating the bystander effect of other employees,
which is often observed at larger organizations. The swift defense reaction may be attributed
to the network effects of a more connected community, as opposed to ‘siloed’ structures
typical of larger enterprises.

Our investigation into individuals’ reactions and perceptions to the phishing campaign con-
tributes to answer RQIV. Despite the small sample size in our study, these findings provide
potential hypotheses for future research and potential indications for the design of more
effective awareness training. In Chapter 9, we carry out a user study to evaluate the relation-
ships of human traits, attitudes and beliefs with intention to report phishing at organizations.
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Traits, beliefs and attitudes that

influence phishing reporting

P rior chapters identified phishing reporting as a key, largely untapped resource tomitigate
phishing threats at organizations. However, phishing reporting practice suffers from

very low reporting rates and users are often unaware of the value of reporting. Whereas it
is known that phishing reporting behavior is affected by a number of ‘human factors’, such
as personality traits, attitudes towards the organization and colleagues, the overall picture
remains fragmented, and therefore not yet actionable (see RQIV). To provide a cohesive
view of individual and organizational factors affecting individuals’ intention to report, we
build a theoretical picture of their effects and constructs and develop, model, and empirically
evaluate (bymeans of an online questionnairewith 284 respondents) the resulting hypothesis
structure. We discuss both theoretical implications of our findings and research directions
for practice at a research and organizational level.

This chapter is originally published as I. A. Marin, P. Burda, N. Zannone, and L. Allodi, “The Influence of Human
Factors on the Intention to Report Phishing Emails”, In Conference on Human Factors in Computing Systems (CHI),
ACM, 2023, pp. 1–18
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9.1. Introduction

Part of the reason why phishing attacks remain so successful is that current phishing coun-
termeasures mainly focus on detection techniques based on spam filters and blacklisting of
phishing domains, which have proven insufficient particularly to detect more targeted vari-
ants of these attacks [15]: spam filters are oftentimes incapable of detecting well-engineered,
credible phishing attacks, and the speed by which these achieve their objectives makes black-
listing simply too slow to be effective in time (i.e., before the attack targets have been victim-
ized).

Chapter 7 has stressed the importance of phishing reporting as an additional [22], poten-
tially fast, crowd-source based countermeasure to timely react andmitigate phishing attacks.
Phishing reporting is a practice adopted in most organizations (either by internal means
or by reporting tools provided by major software platforms, such as Microsoft’s Office365)
that counts on the organization’s employees to report suspicious messages, generally in the
form of emails [22], to the organization. Reporting is increasingly more prevalent in phish-
ing awareness material and training exercises, yet phishing reporting rates remain steadily
below 10% [195, 352].

How to maximize and fully exploit the additional line of defense represented by phishing re-
porting remains an open question. Human factors such as personality traits [100], employ-
ees’ attitudes towards the organization [261] and towards their own colleagues have been
shown to play an effect on individuals’ cyber security behaviors, in general, [166], but the
overall picture remains fragmented, and therefore not yet actionable, in the literature [195].
In this chapter, we argue that a full picture can only be derived by looking at both an individ-
ual (e.g., personality traits) and organization (e.g., relating to employees’ security assurance
behaviors and compliance to security policies) perspective simultaneously and by focusing
on phishing reporting behaviors (as opposed to generic cyber security behaviors). Moreover,
the lack of a single theoretical picture linking together different relevant theories in a cohe-
sive framework limits the reusability and actionability of findings. Importantly, ‘extra-role’
behaviors (e.g., those not necessarily mandated or motivated by an organization’s policy)
have not yet been considered in the picture.

To address these gaps, in this studywe unify different perspectives pertaining to human traits
and organizational cyber security behavior towards both the organization itself and individ-
uals, and evaluate their joint effect on the intention to report phishing emails. Stemming
from RQIV, we formulate the following research question:

RQ:Howdo human factors, pertaining to the individual and the organizational levels, influence
the intention of reporting suspicious phishing attacks?

To answer our research question, we first evaluate the extant literature to identify theories
and factors pertaining to individual and organization-level cyber security behaviors, and per-
sonal characteristics such as beliefs and the ‘Big Five’ personality traits. Based on these, we
derive our hypotheses and construct a unified theoretical model of the human factors affect-
ing an individual’s intention to report phishing emails. The model and hypotheses structure
are used to create an online questionnaire aimed at empirically evaluating and quantifying
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the link between the identified factors, their relation, and their joint effect on individuals’
cyber security behavior and their intention to report phishing emails. We conduct the sur-
vey on Amazon Mechanical Turk (AMT) with 284 participants. The main contributions of
this chapter are as follows:

• The developed hypothesis structure and related theoretical model address the fragmenta-
tion of the extant literature by providing a cohesive picture of individual and organiza-
tional factors, affecting individuals’ cyber security behaviors and their intention to report
phishing emails, and their interplay.

• Our empirical evaluation shows that accounting for different types of human factors (per-
sonality traits, beliefs, attitudes towards the organization and co-workers) at both individ-
ual and organization levels provides a more comprehensive understanding of their effects
on individuals’ positive cyber security behaviors and intention to report phishing emails.
For example, emotional stability and extraversion traits are not aligned with previous re-
sults on cyber security behaviors, potentially due to the inclusion of other factors such as
organization-related factors.

• Our evaluation also shows that the human factors that influence an individuals’ cyber secu-
rity behaviors, in general, might differ from the factors influencing a specific cyber security
behavior such as the reporting of phishing emails. For instance, conscientiousness and ex-
traversion appear to have a strong relationship with generic cyber security behaviors, but
this does not translate to the specific behavior of reporting; to the contrary, we observed
that altruism only influences reporting.

• The understanding of the effects of human factors has implications at both a theoretical
and practical level and can help organizations to improve their overall security posture.
Our findings can support researchers and practitioners in the design of better training
practices and awareness programs and can help organizations to create a security culture.
For instance, our results show that high-sportsmanship individuals, who usually tend to
avoid filing complaints, are characterized by a lower intention to report phishing emails; a
training program may mitigate this effect by stressing the relevance of phishing reporting
in terms of increased overall security.

The remainder of the chapter is structured as follows. The next section introduces the rel-
evant theoretical background on information security behaviors and their relation with hu-
man factors. Section 9.3 presents our hypotheses and Sections 9.4 presents the methodology
to test those hypotheses. Section 9.5 presents the results and Section 9.6 discusses the impli-
cations and relevance of our findings at both a theoretical and practical level, as well as the
limitations of our study.

9.2. Background and Related Work

To protect their sensitive information and assets, organizations not only employ various
types of security mechanisms but also take measures to improve their security posture. To
this end, organizations often engage their employees with security training programs to ed-
ucate them, for instance, on how to detect and report phishing scams, and with phishing
awareness programs to ensure that they become familiar with how phishing attacks are de-
ployed, recognize when they are the target of a suspicious phishing email and react accord-
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ingly [285]. More in general, organizations often aim to create a security culture providing
their employees a pattern of shared basic assumptions and principles that work well enough
to be considered valid and, therefore, shape employees’ perception and behaviors adopted
within the organization [308]. Therefore, organization culture, training and awareness are
clearly involved in shaping employees’ positive cyber security behaviors andmay be valuable
tools to mold phishing reporting behaviors. However, their effectiveness and uptake often
depends on the employees’ experiences, personality traits, characteristics and beliefs.

The cognitive science field, applied to the InfoSec domain, provides the foundation of the cur-
rent study as it identifies the human factors involved in the cognitive processes that emerge
when encountering a phishing email. A number of theories have been proposed to under-
stand the relationship between human factors and the intention of an individual to engage
in performing an action [8, 298]. In this work, we apply these theories to positive cyber se-
curity behaviors with a particular focus on users’ intention to report phishing emails. Next,
we provide an overview of the most influential concepts that aim to explain InfoSec-related
behaviors, that will form the basis of our research model.
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9.2.1. Reasoning on InfoSec-related Behaviors

Cyber Security Behavior Classification

Guo [135] proposes a framework to classify employees’ InfoSec-related behaviors observed
in organizations. These behaviors are structured into four categories: Security Assurance Be-
havior (SAB), Security Compliant Behavior (SCB), Security Risk-taking Behavior (SRB), and
Security Damaging Behavior (SDB). The first two categories, SAB and SCB, focus on the de-
sired behaviors that an organization should encourage, while the latter two categories, SRB
and SDB, are the behaviors that an organization should prevent. Specifically, SAB describes
behaviors that an employee actively performs with the intention to protect the organization’s
systems (e.g., reporting security incidents), whereas SCB describes both intentional and un-
intentional behaviors aimed to comply with an organization’s Information Security Policy
(ISP). On the other hand, SRB describes intentional behaviors that could harm an organiza-
tion’s data security (e.g., writing sensitive data on paper), while SDB describes intentional
behaviors of an employee that directly damage the organization (e.g., data theft). As here we
focus on phishing reporting, in this work we only consider positive behaviors, namely SAB
and SCB, to which we refer as Positive Cyber Security Behaviors.

Organizational Citizenship Behaviors (OCB)

OCB refers to “individual behavior that is discretionary, not directly or explicitly recognized
by the formal reward system, and that in the aggregate promotes the effective functioning
of the organization” [260, p. 86]. Since its introduction, OCB has attracted much attention
from the research community to identify and analyze the relationship between various behav-
ioral dimensions, known as predictors, that impact OCB. Following the division proposed
in [373], OCB is refined into two distinct subgroups of characteristics, depending on the
target of the behavior: OCB directed towards the Organization (OCBO) and OCB directed
towards Individuals (OCBI). In the InfoSec context, OCBs influence both positive and neg-
ative cyber security behaviors [100]. In particular, OCB is linked to behaviors supporting
and reducing potential InfoSec harm in an organization (SAB and SCB).

9.2.2. Human Factors

Next we discuss, from the extant literature, the most relevant human factors affecting the
intentions and actions of individuals from a cyber security perspective.

OCB Characteristics

Several studies have investigated OCB characteristics and their implications on behaviors
related to InfoSec. An overview of these characteristics is presented in Table 9.1. Helping/-
supporting behaviors towards the organization and co-workers are generally beneficial to
the organization’s cybersecurity posture. Within OCB characteristics directed towards an
organization (OCBO), Sportsmanship is known to have a notable impact on the overall pre-
disposition of individuals to be helpful in organizational contexts [203], where individuals
with a high level of Sportsmanship are less prone to have negative reactions and complain



9. Human factors and phishing reporting

9

167

Table 9.2: The Big Five dimensions of personality

Dimension Description

Agreeableness This dimension includes interpersonal characteristics re-
lated to being courteous, flexible, trusting, cooperative, tol-
erant, and forgiving [41].

Conscientiousness This dimension involves dependability, namely being careful,
thorough, responsible, organized, and planful [41].

Openness to Experience This dimension reflects an individual’s imaginative, cultured,
curious, original, broad-minded, intelligent, and artistically
sensitive aspects [41].

Extraversion This dimension includes interpersonal characteristics re-
lated to sociability, gregariousness, assertiveness, talkative-
ness, and activeness [41].

Emotional Stability This dimension covers an individual’s emotional adjust-
ments, observing the lack of anxiety, anger, embarrassment,
worry, insecurity, and impulsiveness [41].

about current issues as they are more oriented towards future improvements and their con-
tribution to these changes [299]. Employees’ purposeful help and support directed at the
organization when solving encountered issues is influenced by their level of Civic Virtue,
which influences the direct contribution of employees in the protection of the organization
they work for [297]. Differently, the motivation behind employees’ beneficial behaviors is
driven by Organizational Commitment, which is typical of employees that share the organi-
zation’s views and ideals (cf. culture, above) [285].

At the individual level of OCB, Altruism and Courtesy are OCBI characteristics that relate to
actions directly intended to help co-workers [162, 329] and contribute to the smooth func-
tioning of the organization [329]. In particular, it has been shown that Altruism improves
employees’ overall performance in executing their daily tasks and the collective efficiency of
the organization [162]. Differently, employees showing a high level of Courtesy are inclined
to perform actions that help avoid or mitigate potential issues, cautiously engaging in any
behaviors that may harm their co-workers [299].

Security assurance and compliance behaviors include actions that individuals perform with
the aim of protecting the organization from potential security attacks. These behaviors are
often associated with a high level of Conscientiousness: conscientious individuals tend to go
beyond theminimum requirements and actively engage in security behaviors [141, 162, 299].
This characteristic influences an individual’s work ethic and behavior consistency; related to
email usage, a high level of Conscientiousness leads to the inclination to regularly check
emails and thoroughly evaluate the information of the received emails, resulting in a lower
susceptibility to phishing attacks [195]. However, when this repeated behavior is exhibited
by individuals with low emotional stability, it may lead to strong email habits [356] such as
constantly monitoring email and regularly engaging with links in emails they receive.
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The Big Five Theory Characteristics

TheBig FiveTheory aims tomeasure and interpret individuals’ personality variations, guided
by five defined factors characterizing independent human cognition dimensions [227, 253].
The five dimensions of personality traits are: Agreeableness/Likability, Conscientiousness,
Openness to Experience, Extraversion/Surgency, and Emotional Stability (inverse of Neuroti-
cism or Cognitive Impulsivity). An overview of these dimensions is provided in Table 9.2.

Considerable research has been conducted to study the relationship between the “Big Five”
personality traits and how these affect the underlying cognitive processes involved in the In-
foSec context, including the actions an individual takeswhen receiving a phishing email [184,
238, 356]. In particular, it has been shown that these dimensions are strong predictors of
proactive behaviors related to security assurance behaviors within organizations [100]. For
instance, previous research investigated the influence of high cognitive impulsivity on email
management, finding supportive evidence that individuals with low Emotional Stability tend
to bemore volatile and, therefore, more likely to engage in behaviors that damage the organi-
zation [100], while less impulsive employees are better at evaluating and managing phishing
emails [271]. Similarly, individuals characterized by a high level of Extraversion are typi-
cally able to handle phishing emails and take appropriate actions, including reporting the
suspicious email received, even if they are not completely certain it is phishing [271]. In-
dividuals with higher levels of Agreeableness and Openness to Experience tend to be more
receptive of the organization’s security training [100]. Conscientious individuals are also
aware of their organization’s rules and regulations and may aspire to adhere to them [100].
Therefore, they usually comply with information security policies and guidelines established
by their organization. On the other hand, individuals with low levels of Conscientiousness
and Agreeableness may not consider the implications of their behaviors or even deliberately
act against their organization if it benefits them [100].

Beliefs

Beliefs refer to subjective interpretations, focusing on one’s attitude or perception about a
‘truth’ that has not been verified, and are known to influence human behaviors. In the con-
text of Social Engineering (SE) attacks within organizational settings, the leading beliefs that
affect an individual’s behavioral attitude are Self-efficacy, Subjective Norms andHabits, briefly
described in Table 9.3.

Self-efficacy and Subjective Norms are beliefs that can influence employees’ compliance be-
haviors within the organization they are part of. Self-efficacy is a dimension of coping ap-
praisals within the Protection Motivation Theory (PMT) [298] and represents “the most
powerful predictor of intention to comply with a behavior” [319, p. 218]. This type of be-
lief influences both employees’ competence and effort put into the work-related activities, as
well as how behavioral patterns evolve [8]. At an organizational level, more experienced and
confident individuals are shown to be less inclined to comply with the demands of a decep-
tive email [380]. In contrast, it was observed that individuals who self-rated their technical
knowledge as low are more likely to be subject to phishing [141, 314]. On the same line,
the Theory of Planned Behavior (TPB) [8] shows that Subjective Norms, together with an
individual’s attitude towards a behavior and perceived controls, can be used to predict an in-
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Table 9.3: Dimensions of Beliefs

Dimension Description

Habits Following theHabitTheory, this type of belief refers to “...learned
acts that become automatic responses to situations, which can be
functional in obtaining certain goals or end-states” [353, p. 112].
Behaviors performedwith repetition under certain cues have the
tendency of becoming habitual, where fewer conscious decisions
are required.

Subjective Norms This characteristic concerns the beliefs an individual has regard-
ing a perceived social pressure, namely whether others would
approve or disapprove of them performing a behavior. From an
organizational perspective, subjective norms are cues that indi-
viduals within an organization urge employees to take in order
to perform certain actions [8].

Self-efficacy Self-efficacy represents an individual’s confidence that they are
capable of performing response behaviors to encountered data
security incidents [361]. This behavior can be achieved by ad-
hering to the established ISPs (as a part of SCB), as well as con-
sciously performing actions that lead to the active protection of
organizational data (as a part of SAB). More specifically, self-
efficacy points to an individual’s belief that they can perform
anti-phishing behaviors, such as reporting an email received that
they have identified as being suspicious.

dividual’s intention to perform that behavior with a high accuracy degree in organizational
contexts. The relevance of Subjective Norms with respect to an employee’s cyber security
behaviors has also been studied by Jalali et al. [166], who observed that Subjective Norms
positively affect an individual’s intention to comply with the ISP of the organization.

Self-efficacy, together with Habits, is also an influential factor for security assurance behav-
iors. Kwak et al. [195] studied the role of Self-efficacy as a predictor of the likelihood of
reporting spear phishing emails, showing that individuals with higher levels of Self-efficacy
put great effort into reporting, whereas individuals with lower levels of Self-efficacy have
self-doubt and do not take further actions. On the other hand, recent research shows that
Email Habits, i.e. non-intentional automatic behaviors related to email usage, is a predictor
of the intention to click on phishing emails [311].

9.2.3. Discussion on related work

Several works in the multidisciplinary domains of InfoSec and cognitive sciences investi-
gate the human factors impacting behaviors aimed at protecting sensitive information or
relating to deception. However, previous studies have mainly focused on general positive
and negative cyber security behaviors in organizational contexts, covering human factors in-
volved in the beneficial and harmful behaviors individuals perform [100], but little attention
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has been given to human factors impacting intention to report. Recent work on reporting
has investigated, for instance, whether using the employees as a collective phishing detec-
tion mechanism is practical in large organizations [56, 196], the relationship between the
believability of a phishing email and the associated reporting rate [179] or how security gam-
ification can improve phishing reporting [171]. A few studies have focused on individuals’
behaviors towards phishing emails, for instance, by investigating the reasoning behind why
individuals open suspicious emails [166, 311] or the motivations of why phishing reporting
is scarce [195]. However, an understanding of which human factors influence an individ-
ual’s propensity to report suspicious emails is still lacking. Moreover, the vast number of
different theories and classifications may hinder the development of a clear overview of the
impact that human factors have on phishing reporting. Previous research hasmainly focused
on the factors that influence in-role behaviors of employees by adhering to ISP [319], while
the extra-role behaviors influencing an individual’s cyber security actions at their workplace
have not yet been assessed.

In this work, we investigate the human factors that influence individuals’ cyber security be-
haviors in organizational contexts and their intention to report phishing emails. To this end,
we employ the human factors identified in previous studies, especially concerning actions
related to phishing emails, as a baseline for the current research (cf. Section 9.3). Thus, this
work adds to the current literature by focusing on the human factors that influence behaviors
related to phishing reporting, at both organization and individual level.

9.3. Hypothesis Development

In Section 9.2 we identified the human factors and theories that the extant literature has
related to cyber security behaviors. We employ those perspectives to derive a theoretical
model of human factors, setting the hypotheses tested in this work. To keep the size of the
experiment manageable, for each variable category (OCBO, OCBI, personality traits, and
beliefs) we select two variables for which the literature reports evidence of their relevance
for the security constructs in our model. A more extensive justification of the inclusion of
each variable is given in Sections 9.3.1 to 9.3.3.

Figure 9.1 provides a graphical representation of the selected constructs and related hypothe-
ses. The model comprises eight constructs representing the human factors that can poten-
tially influence an individual’s cyber security behaviors and their intention towards the re-
porting of phishing emails. The hypotheses are divided in three groups: the first group inves-
tigates which human factors positively affect positive cyber security behaviors; the second
group investigates whether positive cyber security behaviors positively influence an indi-
vidual’s intention to report phishing emails; and the third group investigates which human
factors positively relate to the intention to report phishing emails.
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9.3.1. Human Factors affecting Positive Cyber Security Behaviors

Previous work has shown that OCB characteristics and personality traits influence an indi-
vidual’s cyber security behaviors [184, 238], but they were typically studied separately. In
this work, we are interested in assessing their combined effects on an individual’s positive
cyber security behaviors. Among the OCBO characteristics, it has been observed that Con-
scientiousness and Sportsmanship are strong predictors of organizational and security behav-
iors, where individuals with a high level of Sportsmanship are significantly more likely to
engage in behaviors that contribute to the good welfare of the organization [299], and Con-
scientiousness is positively associated with secure behaviours [141] and positively affects
how targets respond to received phishing emails [195]. As seen in Section 9.2.2, Altruism
and Courtesy display a strong positive correlation with OCB and are prominent predictors
for relevant human behaviors associated with helping coworkers, mitigating and avoiding
issues [162, 299, 329] which reasonably fall within the scope of positive cyber security be-
haviors. In terms of email usage, we aim to test whether individuals who tend to be less
impulsive in their decision-making processes and more extraverted, are also more likely to
performproactive security actions as these personality traits aremore relevant for an individ-
ual’s cyber security behaviors compared to other traits. Indeed, as shown in previous studies,
individuals with low cognitive impulsivity are more likely to take measures against phishing
attacks [63]; similarly, extraverted individuals typically take the appropriate action to han-
dle both genuine and phishing emails [238]. Therefore, we consider Emotional Stability and
Extraversion in our research model. As a result, the following hypotheses are used to test the
relationship between the identified factors and positive cyber security behaviors:

H1.1: Sportsmanship is positively related to an individual’s Positive Cyber Security Behaviors.
H1.2: Conscientiousness is positively related to an individual’s Positive Cyber Security Behav-
iors.
H1.3: Altruism is positively related to an individual’s Positive Cyber Security Behaviors.
H1.4: Courtesy is positively related to an individual’s Positive Cyber Security Behaviors.
H1.5: Emotional Stability is positively related to an individual’s Positive Cyber Security Behav-
iors.
H1.6: Extraversion is positively related to an individual’s Positive Cyber Security Behaviors.

9.3.2. Positive Cyber Security Behaviors affecting the Intention to Report
Phishing Emails

A large body of research has studied individuals’ cyber security behaviors within an organi-
zation setting, also in the context of phishing attacks. Previous work has often investigated
either abstract cyber security behavior constructs, such as PCSBs, or specific cyber security
behaviors, such as managing emails or clicking on links. However, in the former case the
resulting findings and considerations were often extended and generalised to specific cyber
security behaviors, and vice versa for the latter case. Such generalizations and extensions
of findings from generic to specific behaviors (or from specific to generic) might not always
hold. Moreover, previous studies typically focus on phishing victimization (opening a phish-
ing email or clicking on the link) while an understanding of the actions an individual may
perform to protect the organization from phishing attacks is far less studied. To fill these
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gaps, we investigate whether positive cyber security behaviors influence an individual’s in-
tention to report phishing emails, when both extra-role (SAB) and in-role (SCB) behaviors
are considered:

H2.1: Positive Cyber Security Behaviors are positively related to an individual’s intention to
report emails that they consider to be phishing.

9.3.3. Human Factors affecting the Intention to Report Phishing Emails

Although several works have studied whether human factors influence an individual’s cyber
security behaviors (cf. Section 9.2.2), it is still unclearwhether they also affect the intention to
report phishing emails, especially when reporting requires additional efforts. To this end, in
addition to the OCB characteristics and personality traits discussed in Section 9.3.1, we also
study how beliefs influence the intention to report suspicious emails. In particular, we study
the relation between beliefs and an employee’s compliance intentions (in-role behaviors) and
analyzewhether this knowledge can be extended to the employee’s active commitment to pro-
tect the organization outside of the described policies and regulations (extra-role behaviors).
Among the types of beliefs discussed in Section 9.2.2, we consider Subjective Norms and Self-
efficacy as these human attitude and perception factors can alter an individual’s behavioral in-
tentions in the context of reporting suspicious emails. On the other hand, we do not consider
Habits as they represent behaviors performed with repetition, where fewer conscious deci-
sions are required [356]. The observations above are captured by the following hypotheses:

H3.1: Sportsmanship is positively related to an individual’s intention to report emails that they
consider to be phishing.
H3.2: Conscientiousness is positively related to an individual’s intention to report emails that
they consider to be phishing.
H3.3: Altruism is positively related to an individual’s intention to report emails that they con-
sider to be phishing.
H3.4: Courtesy is positively related to an individual’s intention to report emails that they con-
sider to be phishing.
H3.5: Emotional Stability is positively related to an individual’s intention to report emails that
they consider to be phishing.
H3.6: Extraversion is positively related to an individual’s intention to report emails that they
consider to be phishing.
H3.7: Self-efficacy is positively related to an individual’s intention to report emails that they
consider to be phishing.
H3.8: Subjective Norms are positively related to an individual’s intention to report emails that
they consider to be phishing.

9.4. Methodology

To analyze to which extent human factors affect an individual’s intention to report phishing
emails and, thus, to test the hypotheses presented in Section 9.3, we conducted an online sur-
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vey on Amazon Mechanical Turk (AMT) [25], with a sample size of 𝑛 = 284 participants.1
The respondents were required to answer a questionnaire to assess their characteristics as
well as their cyber security behavior and willingness to report phishing emails. A number of
checks were employed to assess the reliability of the data [331]; only responses that passed
these checks were considered for hypothesis testing.

9.4.1. Subject Selection
We recruited the participants of our study on AMT. To ensure the quality of the collected
data, we required respondents to have a minimum of 1000 previously approved tasks on
the platform with an acceptance rate of at least 98%. We also recruited participants only
from the US. This choice was made to maintain a high likelihood of having fluent English
speakers and to avoid fragmentation in the respondent population. We discuss implications
to generalizability of our results in Section 9.6.3.

We follow recent practice underlying the importance of detecting and discarding incorrect
responses to maintain a high reliability for studies run on AMT [179, 331]. Following [179],
we employ four checks to ensure that unreliable respondents are excluded from data analysis.
The four checks are as follows. At the beginning of the survey, participants were required
to provide their AMT WorkerID. We removed surveys for which the WorkerID provided
by the participant did not match any WorkerID in the list of participants we gathered from
the AMT platform for this task, or the same WorkerID occurred multiple times to prevent
double entries from a single subject. We also included an attention check question in the
survey and only considered the responses of those participants who answered that question
correctly. In addition, at the end of the survey, participants had to provide a survey comple-
tion code to demonstrate that they have completed the survey. Finally, all participants who
completed the survey within 5 minutes2 were rejected and removed from the experiment.
Based on these checks, we discarded 16 participants (5% of respondents); answers from the
remaining 284 subjects were included in the analysis.

9.4.2. Survey Design
Our survey aims to assess the human factors influencing an individual’s positive cyber se-
curity behaviors and intention to report phishing emails. The survey consists of four parts.
After a short introduction about the notion of reporting and the purpose of the survey, the
participants were asked to provide their demographics, such as their age, education, and
current occupation (cf. Table D.5 in Appendix D.3). The second part of the questionnaire
comprises questions focusing on the respondents’ personality traits and other factors related
to their routines at the workplace (i.e., OCB characteristics). The last two sets of questions
aim to measure a participant’s beliefs, positive cyber security behavior, and intention to re-
port phishing emails, respectively. The survey also includes an open question that allows the

1We determine the minimum sample size to obtain a statistical power of 90% by conducting a pilot study involv-
ing 100 participants and calculate the final sample size following [224] (full calculations in Appendix D.2). This
estimation yielded a required sample size of𝑛 = 267. Accounting for an estimated 10% of faulty responses, the es-
timated total sample size for conducting the survey was rounded up to 300 participants. Accordingly, we recruited
200 additional participants for our study.
2The expected completion time of the survey is 20 minutes.
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participants to share their views regarding why anyone would or not be willing to report sus-
picious emails. An overview of the survey questions is provided in Appendix D.3 (Table D.6).

To reduce ambiguity and biases in the interpretation of the questions, we took several steps.
First, we based the survey items, used to measure the human factors, on existing assessment
methods [100, 126, 283, 311] and adapted them to minimize ambiguity and maximize the
fit in the context of phishing email reporting. Then, we ran three review rounds. In the
first review round, we consulted relevant literature [81, 290] to minimize common pitfalls in
questionnaire wording. In the second review round, we administered the questionnaire to
six PhD students who provided feedback regarding the clarity of the survey items. Finally,
the survey was reviewed by a native English speaker with the specific aim of identifying any
remaining ambiguous wording. The gathered feedback was discussed among the authors,
and the wording of the questions was finalized accordingly until no further ambiguities or
points of improvement emerged.

We used a five-point Likert scale with six items to measure positive cyber security behaviors
and four items to measure all the other constructs. Similarly, the attention check question
item asks the participants to select a particular choice from the same five-point scale. To
minimize ambiguity in the responses, we relied on [290, 344] to choose our wording to de-
fine the scale over which users rate their responses. When performing the analysis of the
results, the measured factors of each participant are calculated as the average of the answers
provided across all items for that specific variable.

9.4.3. Data Analysis

Respondent Demographics

From the answers gathered from the demographic questions in the survey, we first analyzed,
by means of their (Pearson) correlation, the relationship of the respondent’s demographics
with their positive cyber security behaviors and intention to report phishing emails. This analy-
sis was used to provide descriptive statistics of the survey participants and to provide context
for collected respondent data regarding their intention to report suspicious emails.

Reliability and Validity of the Measured Variables

Before assessing the hypotheses, we determined the reliability and validity of the measured
items. Following [185] we measure the internal consistency of the measured variables by
calculating the Cronbach’s 𝛼 value of the corresponding items, and set the threshold for a
satisfactory outcome to 0.7. We also assessed the discriminant validity of themodel variables
by computing the correlation across the independent and dependent variables to check for
multicollinearity problems. Following [139], we assume that there is no multicollinearity if
the correlations across all pairs of variables are below the recommended threshold value of
0.8.
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Hypothesis Evaluation

To evaluate the hypotheses presented in Figure 9.1, we devised three regression models,
one for each group of hypotheses. Model 1 encompasses the hypotheses presented in Sec-
tion 9.3.1 and aims to assess the effect of the OCB characteristics and personality traits on
positive cyber security behaviors. Model 2 addresses the hypothesis of Section 9.3.2 and
aims to assess the influence of positive cyber security behaviors on an individual’s intention
to report phishing emails. Finally, Model 3 formalizes the hypotheses of Section 9.3.3 and
aims to measure the effect of all identified human factors on the intention to report phishing
emails. An overview of the regression equations corresponding to the three models is given
in Table 9.4.

We performed a linear regression using the Ordinary Least Squares (OLS) Estimation [156].
When presenting the results of the regression analysis in Section 9.5.3, we report the stan-
dardized coefficients of the independent variables to compare the relative magnitude and
sign of the effects of these independent variables on the dependent variable.

We perform and report the regression analysis on the three models with and without control
variables, where the control variable are derived from the demographic information elicited
through the survey (cf. Section 9.4.2). This was to determine the extent to which the control
variables modulate the effect of the observed independent variables, which may be an index
of additional hidden effects in themodels. The results of the regression analysis were used for
the evaluation of the hypotheses. We consider factors whose regression coefficients have a p-
value lower than 0.05 as statistically significant. We note that our hypotheses are directional,
hence we only reject the respective null hypotheses when both coefficient sign and statistical
significance are aligned with the (statistical validity of the) prediction.

9.4.4. Ethical Aspects

This research was executed under ethical approval from our institution’s ethical review board
under approval numberERB2020MCS13. Participants’WorkerIDs were not transmitted in
any form to minimize any risks to our survey’s participants. The participants were assured
that their answers are used for research purposes only. In the design of the questionnaire,
we followed ethical practices for response options [290]. Additionally, in line with the US
federal minimumwage of $7.25 per hour [343], each participant that delivered a valid survey
response received a compensation of $2.7. With an average completion time of 21 minutes,
this equates to an hourly compensation of $7.7.

9.5. Results

After conducting the pilot and the main survey, the total dataset consisted of 284 valid re-
sponses. In this section, we first present the descriptive statistics of the respondents and
control correlations. Then, we report on the results of the factor reliability and the linear
regressions used for testing the hypotheses presented in Section 9.3.
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9.5.1. Respondent Demographics
Table 9.5 presents an overview of the demographic information of the 284 participants to
our survey. For each control variable, the table reports the frequency and percentage of the
participants’ answers. We can observe that a similar proportion of male and female partici-
pants were part of the survey. Moreover, our sample comprises approximately 60% of adults
between 31-50 years of age andmost have at least a college education. In line with this profile,
50% of the respondents report being in senior (i.e., not entry-level) job positions. A perhaps
surprising statistic emerging from the sample is the seemingly high (45%) fraction of respon-
dents that indicate having fallen for a phishing email. A possible explanation is that the type
of task focused on phishing in organizations attracted users with previous experience on the
topic. We comment on possible implications for external validity in Section 9.6.3.

Table 9.6 reports an overview of the linear relations between the control variables and an in-
dividual’s positive cyber security behaviors (top rows) and intention to report phishing emails
(bottom rows). Three of the eight selected controls, namely Education, Current employment
duration, and Reporting frequency, showed a significant relationship with positive cyber se-
curity behaviors. These results indicate that higher educated individuals, being part of the
organization for a longer period of time, and who consistently report suspicious emails, are
alsomore inclined to perform actions that benefit the cyber security of the organization. Ad-
ditionally, Current employment duration, Phishing Victim, and Reporting frequency show a
significant positive relationship with an individual’s intention to report phishing emails. This
suggests that individuals that are part of the organization for a longer period of time, who
fell for phishing emails in the past, and who consistently report suspicious emails, are also
more inclined to report phishing emails.

9.5.2. Questionnaire Reliability and Validity Checks

Reliability

Table 9.7 shows the internal consistency among the variables measured in our questionnaire.
We can observe that Sportsmanship, Altruism, Emotional Stability, Self-efficacy, and Posi-
tive Cyber Security Behaviors exceeded the recommended threshold value of 0.7, indicating
that the constraint on the internal consistency of these measurements is satisfied. On the
other hand, for Extraversion and Subjective Norms we dropped survey items E2, and SN3
respectively (cf. Table D.6 in Appendix D.3), to increase the Cronbach’s 𝛼 value to a value
close to the recommended threshold. For the remaining variables, namely Conscientious-
ness, Courtesy and intention to report phishing emails, dropping one or more survey items
did not have effect on the increase of the internal consistency of the model variables. How-
ever, the results show that the Cronbach’s 𝛼 values are always very close to the threshold,
leading to an overall satisfactory internal consistency of our measures.

Validity

Table 9.8 reports the correlations between variables. We can observe that the value of the
correlation across all pairs of variables is generally low and below the recommended value
of 0.8, indicating no problematic multicollinearity between the considered variables.
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Table 9.5: Profile of survey participants

Control Answer Freq. Perc.

Gender (C1) Male 144 50.7
Female 140 49.3
Prefer not to say 000 00.0
Other 000 00.0

Age (C2) 18–30 068 23.9
31–50 180 63.4
> 50 035 12.3
Prefer not to say 001 00.4

Education (C3) Primary School 002 00.7
Secondary/High School 052 18.3
College/University 230 81.0

Current Student 001 00.4
occupation (C4) Employed/Self-employed 271 95.4

Not employed 009 03.2
Retired 003 01.1
Other 000 00.0

Current employee Intern 001 00.4
position (C5) Entry-level/Associate 112 39.4

Manager/Senior manager 147 51.8
C-level exec./Director/Owner 016 05.6
Other 008 02.8

Current employee < half a year 010 03.5
duration (C6) Between 1/2 year & 2 years 107 37.7

> than 2 years 167 58.8
Phishing Yes 129 45.4
victim (C7) No 155 54.6
Reporting Never 045 15.8
frequency (C8) Rarely 049 17.3

Occasionally 092 32.4
Frequently 067 23.6
Always 031 10.9

9.5.3. Hypothesis Evaluation

We tested the hypotheses presented in Fig. 9.1 using the IBM SPSS Statistics software [157].
Fig. 9.2 presents the results of the regression analysis; coefficients are reported in Table D.7
in Appendix D.4. The figure reports the three models vertically, with plots in the top row
containing the standardized coefficients of the human factors without introducing the con-
trols (in blue) and with controls (in red). Plots in the bottom row of Fig. 9.2 illustrate the
standardized coefficients of the controls given the three models. We observe a very small
difference between the value of the coefficients of the independent variables when the set
of controls is considered compared to when the controls are omitted. As a consequence,
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Table 9.6: Relation of controls with Positive Cyber Security Behaviors and Intention to Report

Control Pearson
correlation

p-value

Po
si
tiv

e
C
yb

er
Se
cu
ri
ty

Be
ha

vi
or
s C1 (Gender) -0.022 <0.707

C2 (Age) -0.046 <0.442
C3 (Education) -0.124* <0.037
C4 (Current occupation) -0.113 <0.057
C5 (Current employment position) -0.055 <0.360
C6 (Current employment duration) -0.192** < 0.001
C7 (Phishing victim) -0.035 <0.552
C8 (Reporting frequency) -0.527** < 0.001

In
te
nt
io
n
to

R
ep
or
t C1 (Gender) -0.074 <0.213

C2 (Age) -0.079 <0.182
C3 (Education) -0.046 <0.440
C4 (Current occupation) -0.014 <0.820
C5 (Current employment position) -0.084 <0.157
C6 (Current employment duration) -0.216** < 0.001
C7 (Phishing victim) -0.137* <0.021
C8 (Reporting frequency) -0.357** < 0.001

Correlation is significant at: the 0.01 level (2-tailed), **; the 0.05 level (2-tailed), *

Table 9.7: Factor Reliability

Factor Cronbach’s 𝛼 Observations

Sportsmanship 0.894
Conscientiousness 0.666
Altruism 0.777
Courtesy 0.658
Emotional Stability 0.802
Extraversion 0.510 Dropped E2
Self-efficacy 0.769
Subjective Norms 0.673 Dropped SN3
Positive Cyber Sec. Beh. 0.791
Intention to Report 0.693

the introduced controls do not significantly affect the results of the assessed human factors.
Looking at the Adjusted 𝑅2 coefficients reported for the three models in Table D.7, we ob-
serve a noticeable effect of controls (chiefly, ‘C8 - reporting frequency’) only on Model 1,
for which their addition explains an additional 14% of the variance in the data (from 38%
to 52%). This is unsurprising as higher reporting frequencies can be expected to reflect in
overall positive cyber security behaviors. By contrast, the addition of controls in Model 1
and Model 2 only contribute to explaining, approximately, an additional one and three per-
cent of variance, respectively (M1: from 42% to 45%; M2: from 54% to 55%). This suggests
that the main effects in the model are appropriate to explain reporting intentions, and that
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Table 9.8: Variable Correlations

Variable 1 2 3 4 5 6 7 8 9 10

1. Sportsmanship 1
2. Conscientiousness 0.305** 1
3. Altruism 0.147** 0.554** 1
4. Courtesy 0.448** 0.632** 0.624** 1
5. Emotional Stability 0.645** 0.276** 0.164** 0.266** 1
6. Extraversion 0.177** 0.130** 0.396** 0.161** 0.498** 1
7. Self-efficacy 0.364** 0.570** 0.552** 0.616** 0.225** 0.193** 1
8. Subjective Norms 0.147** 0.543** 0.513** 0.556** 0.145** 0.235** 0.520** 1
9. Positive Cyber Security Behaviors 0.114** 0.546** 0.513** 0.463** 0.143** 0.272** 0.541** 0.566** 1
10. Intention to Report 0.178** 0.544** 0.577** 0 .560** 0.190** 0.206** 0.638** 0.591** 0.651** 1
Correlation is significant at the 0.01 level (2-tailed).**
Correlation is significant at the 0.05 level (2-tailed).*

no large hidden effects are likely to be found within the controls.
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Table 9.9 reports the hypothesis assessment based on the results of the regression analysis
when controls are considered.3 The standardized 𝛽 value of each hypothesis represents the
value of the variable coefficient assessed in the correspondingmodel. In terms of human fac-
tors, we observe thatConscientiousness and Extraversion have a positive influence on positive
cyber security behaviors, while Altruism, Self-efficacy, and Subjective Norms have a positive
effect on the intention to report phishing emails. Additionally, positive cyber security behav-
iors is highly influential on an individual’s intention to report phishing emails. Next, we
discuss each model individually.

Model 1 (OCB→ PCSB)

Model 1 aims to test whether the selected human factors, namely Sportsmanship, Consci-
entiousness, Altruism, Courtesy, Emotional Stability and Extraversion, positively affect an
individual’s positive cyber security behaviors, as captured by hypotheses H1.1 toH1.6. These
predictions are partially supported, where Conscientiousness is the most powerful human
factor (𝛽 = 0.359; 𝑝 < 0.001), indicating that conscientious individuals tend to engage
in behaviors that are beneficial for the security of the organization. Extraversion is another
human factor positively influencing an individual’ positive cyber security behaviors (𝛽 =
0.122; 𝑝 = 0.032), showing that extraverted individuals are inclined to perform helpful
behaviors to protect the organization and other employees.

Model 2 (PCSB→ RepInt)

Model 2 aims to test whether positive cyber security behaviors positively affect an individ-
ual’s intention to report phishing emails (H2.1). This prediction is supported, where the
intention to report phishing emails is strongly determined by positive cyber security behav-
iors (𝛽 = 0.630; 𝑝 < 0.001). This indicates that reporting potentially dangerous emails
falls within the behaviors that an individual may perform outside of his organizational tasks
and duties.

Model 3 (OCB + Beliefs→ RepInt)

This model hypothesizes that the selected human factors positively affect an individual’s in-
tention to report phishing emails (hypotheses H3.1 to H3.8). These hypotheses are partially
supported. The results show that beliefs, namely self-efficacy (𝛽 = 0.325; 𝑝 < 0.001) and
subjective norms (𝛽 = 0.207; 𝑝 < 0.001), are the factors that mostly influence an individ-
ual’s intention to report phishing emails. Altruism has also a significant impact on an indi-
vidual’s intention to report phishing emails (𝛽 = 0.174; 𝑝 = 0.006), showing that altruistic
individuals tend to act for the benefit of the organization and their colleagues. Surprisingly,
our analysis shows that Sportsmanship has a statistically significant negative relationship
with the intention to report phishing emails (𝛽 = −0.169; 𝑝 = 0.013). Individuals with

3To further verify the robustness of our findings, we re-run all our models adopting a robust OLS regression (which
is robust against violations on OLS assumptions) and compared regressed coefficients with those in output of a
standard OLS. We find virtually no difference, neither in magnitude nor direction, between the two sets of esti-
mated coefficients for all models.
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Table 9.9: Hypothesis testing (estimations frommodels including control variables)

Hypothesis Human Factor Standardized 𝛽 p-value Assessment

H1.1 Sportsmanship -0.021 <0.763 Not supported∗
H1.2 Conscientiousness -0.359 < 0.001 Supported∗
H1.3 Altruism -0.096 <0.132 Not supported∗
H1.4 Courtesy -0.088 <0.192 Not supported∗
H1.5 Emotional Stability -0.075 <0.259 Not supported∗
H1.6 Extraversion -0.122 <0.032 Supported∗
H2.1 Safe Cyber Security Behaviors -0.630 < 0.001 Supported∗
H3.1 Sportsmanship -0.169 <0.013 Not supported*
H3.2 Conscientiousness -0.089 <0.138 Not supported∗
H3.3 Altruism -0.174 <0.006 Supported∗
H3.4 Courtesy -0.071 <0.298 Not supported∗
H3.5 Emotional Stability -0.125 <0.053 Not supported∗
H3.6 Extraversion -0.054 <0.327 Not supported∗
H3.7 Self-efficacy -0.325 < 0.001 Supported∗
H3.8 Subjective Norms -0.207 < 0.001 Supported∗

*Note: The study results demonstrate a statistically significant negative relationship with the intention to report.

this trait tend to have a high tolerance for less-than-ideal situations such as receiving sus-
picious emails. In such situations, they might not take further actions to mitigate potential
risks and ignore the email, rather than reporting it.

9.6. Discussion and Implications

This section presents the theoretical implications of our study and research directions for
practice with respect to phishing reporting intentions and positive cyber security behaviors,
followed by a discussion on the threats to validity of this study.

9.6.1. Implications for Theory
This study provides several theoretical implications that can be used in future research, ob-
serving the role of cognitive theory in interpreting human behaviors with respect to positive
cyber security behaviors within organizations.

The need for a unified model for phishing reporting behavior

Cyber security behaviors are influenced by both human factors at the individual-level (i.e.,
OCBI characteristics, personality traits and beliefs) and at organization-level (OCBO char-
acteristics). However, previous work that addressed the two levels have done so only within
the OCB characteristics, without considering other influential factors, such as personality
traits or beliefs (cf. Table D.1).

Comparing results from our findings with prior research underlines the need to develop
a cohesive, complete model of reporting behavior to obtain consistent results and derive
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effective practices. For instance, on the individual level, prior work showed the positive
relationship between emotional stability and security assurance/compliance behaviors [100,
266, 271]; by contrast, our study shows that when considered together with other factors, this
relationship may not be significant for positive cyber security behaviors. On the other hand,
previous work on extraversion reports mixed results across various security behaviors [100,
271] whereas we find a positive relationship with positive cyber security behaviors. These
discrepancies can be ascribed to the fact that emotional stability and extraversion have been
often studied in isolation and that they might be less relevant when a broader portfolio of
human factors (including organization-related) is considered.

At the organizational level (OCBO), previous work has generally positively related cyber
security behaviors with the OCB construct [100]; by contrast, our results suggest only con-
scientiousness (OCBO) is consistent with previous results (if considering also OCBI the di-
vergence is more prominent). Moreover, our finding of a negative relation between sports-
manship and intention to report is unexpected: individuals with high sportsmanship, by def-
inition, can be reasonably expected to be more inclined to ‘take one for the team’ (referred
to, e.g., the nuance of reporting phishing emails) [203]. Unexpectedly, we find the opposite
might be true. An interpretation is that high sportsmanship individuals might not want to
create additional burden to other ‘members of the team’ (in this case, those responsible to
handle the reports) because of the, in their view, relatively minor inconvenience of receiv-
ing a phishing email. The not significant relationship of conscientiousness with intention to
report is surprising as well, because previous literature overall reports positive relationships
of conscientiousness (from the Big-Five traits) with specific security behaviors like detecting
phishing emails [142]. One possible explanation is that individuals with high conscientious-
ness (as per OCB) may not consider reporting to be within their ‘duties’ or that reporting is
still a concept misunderstood by many [179].

Future research can extend the scope of our study by evaluating the (combined) effects of the
other human factors discussed in Section 9.2.2 as well as of other external factors (e.g., win-
dows of opportunity [123], culture [319]), or factors that can negatively influence reporting.
On this line, the bystander effect, i.e., the expectation that others will do the reporting (see
Chapter 8), and the ill-perceived liability of reporting, i.e., the assumption that ‘it is the duty
of the IT department’ to deal with phishing (see Chapter 7), can be valuable avenues for re-
search to extend our model and to build a more comprehensive understanding of reporting
behaviors in general.

Generic vs. specific cyber security behaviors

Our evaluation shows a strong positive association between individuals’ positive cyber se-
curity behaviors and their intention to report phishing emails. This relation indicates that
employees who report phishing emails (the specific behavior), typically act in accordance
with the organization’s ISP and exhibit security assurance behaviors (the generic behavior).
However, our study shows that the underlying human factors driving these behaviors could
be different. For instance, our results reveal that sportsmanship and altruism have no strong
relationships with the generic positive cyber security behaviors whereas these factors do in-
fluence the specific behavior of (intention of) reporting, thus casting doubts on their relation
with the generic constructs of SAB and SCB. A possible explanation can be that the latter
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encompasses behaviors such as ‘using password managers’ or ‘complying with ISP’, which
poorly align with sportsmanship and altruism. On the other hand, conscientiousness and
extraversion appear to have a strong relationship with positive cyber security behaviors, but
this does not translate to the specific behavior of reporting. This suggests that relationships
between human traits and specific cyber security behaviors do not necessarily translate to
generic behaviors as one might expect. Therefore, researchers and practitioners should be
cautious in applying or generalizing their findings to other types of positive cyber security
behaviors.

Future research may investigate the impact that negative security behaviors (i.e., SRB and
SDB) [100] may have on the individual’s reporting actions. The contrast between positive
and negative cyber security behaviors may shift an individual’s intention to report, and
more specifically, it may alter their perspective on what defines normal and abnormal behav-
iors [135]. These security behaviors may reduce the intention to report, while counteracting
the effect of the positive cyber security behaviors.

Design of innovative training and awareness programs

Our findings can be used to support the design of innovative training and awareness pro-
grams. For example, gamification systems employed in phishing reporting can increase the
confidence and motivate individuals to perform beneficial cyber security behaviors [171].
When creating such systems to encourage phishing reporting, human factors shaping cyber
security behaviors may serve as instruments for fine-tuning the users’ interactions with such
a system (e.g., the number of false positives may increase when employees are prompted to
reporting hits). Our findings suggest that building the employees’ confidence in their capa-
bility to report potential attacks and the perceived validation from authoritative sources may
also increase the individual’s motivation to engage in beneficial cyber security behaviors and
comply with the organization’s policy.

9.6.2. Research Directions for Practice
Our findings also point at interesting research directions to investigate novel approaches
for training and awareness programs that organizations often provide, as well as aiming at
improving the organizational culture and the overall security posture of an organization (cf.
Section 9.2).

Training

This study provides insights relevant to the design of training practices aimed at improving
reporting behavior. For example, our study suggests that high sportsmanship is linked to
low intention to report a suspicious email. As high-sportsmanship individuals may tend to
avoid creating additional work to others because of their own negative experiences, a train-
ing program may want to ‘fight back’ this effect by explicitly gearing the training towards
minimizing the negative effects of reporting (i.e., the filed ‘complaint’) creates on the organi-
zation, and maximizing the relevance of the positive outcome in terms of increased overall
security. For example, regular training programs aimed at training phishing detection could
be extended to cover the process by which reported emails are handled by dedicated staff and
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to provide hard-data on the outcomes of the reporting process. Similarly, feedback mecha-
nisms informing the reporter of the effects of their report may help in curtailing the negative
effect measured for high sportsmanship individuals. On a similar line, we find self-efficacy
and subjective norms to be also factors positively related to the intention to report phishing
emails. These findings indicate, for instance, that training programs should focus on the
reporting mechanisms as well, rather than (primarily) on the detection of phishing attacks,
and employ special interventions aimed at enhancing employees’ self-efficacy in this direc-
tion. Additional research in this direction is needed to evaluate the effects that these human
factors have on training effectiveness.

Awareness

This study’s outcomes can also point to future directions to improve the efficacy of cyber
security awareness programs. For example, awareness programs can explicitly acknowledge
the contribution of conscientious behaviors to support the organization’s security posture
and reward diligent individuals tomotivate them and inspire others tomaintain it. Therefore,
incentive programs or approaches can be introduced to encourage employees to exceed the
formal expectations of the organization, while increasing their awareness of data security.
Similarly, employees’ altruistic tendencies can be accounted for in awareness programs to
encourage the reporting of phishing attacks; for example, awareness programs could further
clarify why such behaviors benefit the organization as a whole, and how they can contribute
to protecting colleagues that might not be as skilled in recognizing phishing attacks. These
insights could be integrated into awareness programs by different means, for example by
targeting ‘tailored’ programs to specific groups or by explicitly acknowledging the role of the
single employee in protecting their peers.

Culture

The organization’s collective assumptions, values, and perceptions can be a valuable tool to
mold positive cyber security behaviors [38]. With respect to phishing reporting behavior,
our findings suggest that fostering an organization’s culture to encourage individual initia-
tive (self-efficacy) and promote clear expectations within the work environment (subjective
norms)may have beneficial effects on reporting and, more in general, on positive cyber secu-
rity behaviors [225]. The recognition as a cultural value of a conscientious commitment to cy-
ber security and, thus, to the overall well-being of the organization’s collective can boost the
motivation of individuals to ‘keep up the good work’. Moreover, cherishing individual open-
ness and activeness, often observed in extravert individuals, can be an untapped resource for
attack mitigation to improve the security posture of the organization. Similarly, altruistic be-
haviors may be emphasized when defining the organizational culture, where such behaviors
are accepted as the norm, and peer collaboration is promoted. Encouraging these behaviors
would also lead to a positive outcome for taking protective actions, such as reporting poten-
tial phishing attacks. Employees can act as a collective phishing detection mechanism, even
in large organizations, enabling fast detection and thwarting of new phishing campaigns
with acceptable operational load [196]. Such a mitigation strategy can be ‘embedded’ in the
organization’s security stance by developing a sustainable security culture, for example, as
part of the organizational culture itself.
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9.6.3. Threats to Validity

Construct Validity. The study evaluates an individual’s intention to report and not the ac-
tual reporting behavior. As a consequence, the construct addressed in this study may not be
sufficient to assess reporting behaviors. However, several theories such as PMT [298] and
TPB [8] show there is a close relationship between intention and actual behavior and that
measures of intention are widely accepted as indicators for actual behaviors.

Internal Validity. To evaluate the internal validity of the study, we assess the measures used
for the theoretical model and the conducted survey. Firstly, the reliability of the model is
generally supported by satisfactory Cronbach’s 𝛼 values (cf. Table 9.7). On the other hand,
some constructs (chiefly, extraversion, and to a lesser extent conscientiousness, courtesy,
subjective norms, and intention to report) do show lower internal consistency levels; how-
ever, our attempts to increase consistency by removing items to the questionnaires did not
help for those constructs, despite being directly adapted from survey questions adopted in
the literature [100, 126, 283, 311]. Future work could address how to design more robust
measurements for those constructs. Secondly, the sample size for the survey participants is
adequate, as the minimum sample size required to assess the outcome is achieved. Finally,
we employed several checks to ensure the validity of the survey responses used in the anal-
ysis (cf. Section 9.4.1). The collected data, however, might be affected by other bias. For
instance, we based the survey items used to measure human factors on existing assessment
methods. These survey items are in the form of agree–disagree questions, which can lead to
acquiescence response bias [202]. This bias can influence the survey data, where respondents
may have the tendency to agree with the questions presented. Future research might design
construct-specific questions to mitigate this type of bias [191].

External Validity. To determine the minimum sample size to achieve an acceptable preci-
sion in the analysis, we employed a sample size estimation calculation, as described in Ap-
pendix D.2. For our study, we recruited participants located in the US through AMT. While
it has been shown that AMTworkers in the US are representative of the US population when
performing security- and privacy-related tasks [292], our results may not generalize to other
populations. On the other hand, the respondent demographics reported in Table 9.5 seem
to show relatively high rates of phishing victimization rate and high professional seniority.
A possible explanation is that the type of task focused on phishing in organizations attracted
users with previous experience on the topic. Given that the reference population for our
study consists of employed professionals exposed to phishing emails, we consider our find-
ings applicable to that population. The experiment can be reproduced, with respondents
from various countries and different levels of email use experience, to minimize the effect
of the selection bias and estimate whether different interpretations of the intention to report
phishing emails exist.

9.7. Conclusion

In this study, we investigated the influence of human factors on an individual’s intention to
report phishing emails. To this end, we developed a theoretical model of human factors and
their relations with an individual’s positive cyber security behaviors and intention to report
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phishing emails. We evaluated the model through an experiment within Amazon Mechani-
cal Turk, where 284 participants answered an online survey. The results show that there exists
a strong relationship between an individual’s positive cyber security behaviors and their in-
tention to report phishing emails. Moreover, among the studied human factors, we observed
that self-efficacy, subjective norms, and altruism positively impact reporting intention. How-
ever, not all factors that influence intention to report, such as altruism, are positively related
to cyber security behaviors. Furthermore, the results reveal that sportsmanship (characteriz-
ing subjects who tend to tolerate less-than-ideal situations, such as the nuance of reporting
a phishing email) hinders an individual’s intention to report phishing emails.

Our findings provide an answer to the second part of RQIV and shed light on theoretical a
practical implications of human factors in relation to phishing reporting. The recommenda-
tions provided in this chapter suggest that more research and experiments are required to
evaluate how human factors can be leveraged to improve an organization’s security posture,
for example, in terms of training and awareness programs as well as to foster an organiza-
tion’s security culture.





10
Conclusions

10.1. Summary of Contributions

T his thesis aims at filling the gap in understanding social engineering attacks, specifically
in terms of tailored phishing and countermeasures against it. We therefore structured

this work around the following main research question:

Main RQ: What are the current gaps in our understanding of tailored phishing attacks from
the target, attacker, and defender perspectives, and which technological and orga-
nizational methods can be employed to address these gaps?

To investigate this question, in Part I, we explored theories and models of human cognition
involved in SE attacks and developed a framework to evaluate and contextualize research re-
sults in SE (Chapter 3). The framework was instrumented to carry out a systematic literature
review of empirical SE research that focuses on experimental characteristics and core cogni-
tive features from both attacker and target perspectives (Chapter 4). The literature review,
therefore, helped to identify gaps and open research questions in SE research, including gaps
in our understanding of SE attacks, such as tailored phishing.

In Part II, we carried out a field experiment simulating a tailored phishing campaign which
showed the effects of using target-related information in the phishing emails across organiza-
tions and employee categories (Chapter 5). Our study on technological mitigation strategies
for phishing attacks yielded a proof-of-concept detection and decision support system to de-
fend against attacks aiming at stealing web credentials (Chapter 6). Further analysis of our
simulated phishing campaign led us to explore and propose an organizational mitigation
strategy against sophisticated attacks, such as spear and tailored phishing, in the form of an
improved phishing reporting process (Chapter 7).

We further examined organizational mitigation strategies in Part III by carrying out two
studies that investigate phishing reporting behavior. We interviewed employees of a small
IT company to understand their reaction to a simulated phishing campaign (Chapter 8). To
understand what factors influence the intention to report phishing at organizations, we ran
an online questionnaire to evaluate the relationships of different human factors and inten-
tion to report phishing (Chapter 9). The results of these studies revealed a series of impli-
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cations for research and practice that extend our comprehension of possible organizational
mitigation strategies against advanced phishing attacks.

Following, we revisit the main results and findings contributing to answer each of the re-
search questions derived from the Main RQ.

10.2. Characterizing the human attack surface

The SE domain is related to a variety of disciplines, such as human computer interaction, so-
ciology and psychology, among others. This multidisciplinarity makes it difficult to identify
gaps and open research questions and to interpret experimental result. Therefore, we asked:

RQI: How canwe characterize the SE attack surface to evaluate and contextualize research
results and identify gaps in empirical SE research?

This question was addressed in Chapter 3 where we investigated well-established theories of
human cognition, and examined the cognitive processes that can be affected by an attacker
during an SE attack:

TheSE attack surface can be characterized by relating attack effects and techniques
to specific cognitive features and processes of the targets. The processes of human
perception, attention and elaboration can be conditioned by incoming stimuli and
contextual variables to produce a behavior. The mapping of these processes and fea-
tures to the SE domain, such as the attack medium, attacker assumptions and persua-
sion techniques, provides a common structure for comparisons across different SE
attacks. The resulting framework can be used to analyze real and simulated SE attacks,
and serves as an instrument to identify gaps in empirical SE research.

To illustrate how the framework can be used to evaluate and contextualise research results,
we applied it to two simulated SE attacks and two real attack cases. The analysis reveals,
for example, that the framework forces the identification of relevant attacker and target pa-
rameters (i.e., properties characterizing the context in which the attack occurs) that might
not be explicitly included in the experiment design of a simulated SE attack. This can be a
valuable insight as the (mis)matches between attacker assumptions and target characteris-
tics are a significant explanatory factor in SE susceptibility [132]. Similarly, the framework
can aid isolating factors that are difficult to recognize without a reference to the features of
human cognition, such as, effects on perception of previous stimuli (e.g., priming [266]) or
the attention type expected in the participant (e.g., delivering attack artefacts during high
attentional load [242]). From a practical point of view, the forced identification of proper-
ties characterizing the context in which the attack occurs, and the match thereof, has the
potential to improve risk metrics for different typologies of attacks, for example, based on
the level of attack adaptation to the targets [320] or the presence of multiple target-attacker
interactions [149]. These observations highlight the potential of the framework to enable a
systematic comparison of different SE attacks based on their cognitive features, and to iden-
tify gaps in experiments simulating SE attacks.

With the framework of Chapter 3 at hand, we were able to address RQII:
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RQII: What are the open gaps between the features of human cognitive processes and em-
pirical research in SE, including future research directions?

By reviewing 169 papers in empirical SE research, we identified and characterized the open
gaps between the features of human cognitive processes and empirical research. We identi-
fied the following gaps in Chapter 4:

Gap between real attacks and attacks simulated in the studies: most experiments
only partially reflect the complexity of real SE attacks and investigate only a small
portion of the overall attack space. For instance, the majority of studies focused on
one-step one-stimulus attack scenarios (e.g., email and click on link), as opposed to
more sophisticated and increasingly more relevant – multi-step multi-modal attacks
where attack interactions may cross multiple media, applications, and devices (e.g.,
social network to phishing website to download).

The SE attack surface is vast: the exploitable SE attack surface appears much larger
than the coverage provided by the current body of researchwhere, for example, despite
their high relevance for both attack design and defense, factors such as targets’ context
(e.g., device type, task and social context) and cognitive processes (e.g., attention type,
triggers of anomalies) are often ignored or not explicitly considered in experimental
designs.

Studies are focused on a few experimental setups only: the literature tends to em-
ploy certain experimental methods with specific populations whereby the most com-
monly investigated scenarios consist of lab experiments with a generic population
(e.g., crowd-sourced online questionnaires) and field experiments at organizations
(e.g., embedded phishing exercises). This can make the obtained results of limited
explanatory power.

Inconsistent constructs of experimental outcomes: experimental constructs devised
to measure attack success rate vary, from clicking a link, opening an attachment to vis-
iting a website. Each of these constructs arguably measures different degrees of attack
success (which, depending on the threat model, do not necessarily lead to a security
impact) and, conversely, may lead to conflicting findings.

Lack of common reference for targetization: the effects of different pretexts and var-
ied targetization levels (i.e., to what extent an attack was adapted to the recipient) are
overall marginally considered. Attack targetization is responsible for large changes
in expected success rates, however we do not know to what extent tailored phishing
techniques improve the attack success rate or when different pretexts work best.

Future experiments in SE can address richer, more complex scenarios across different do-
mains, for example, with multi-step multi-modal simulations that go beyond email-to-click,
such as credential submissions with multi-factor authentication [30] or various QR code de-
livery methods [354]. Contextual variables and effects on cognitive features are especially
difficult to control or measure. Supplementary techniques from the fields of cognitive sci-
ence and (social) psychology can provide methodological insights on how to investigate fac-
tors such as, the role of perception [90], attention [207] or elaboration [44, 153]. Further
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limitations in empirical SE research may be mitigated with more realistic laboratory exper-
iments (e.g., realistic user interfaces and complete attack process [273, 322]) and in vivo
observational studies (e.g., in collaboration with service providers [391]). Qualitative in-
sights of confounding factors (otherwise difficult to measure quantitatively) can shed light
on user context (e.g., briefly after the embedded training [93]) and on targetization effects
(e.g., characterizing the premise alignment [323]).

10.3. Tailored phishing and potential counter-strategies

Among the gaps identified in Chapter 4, generic, un-targeted phishing constitutes the over-
whelmingmajority of experiments; this leads to a limited comprehension of the effectiveness
of phishing attacks tailored to their targets. As tailored phishing is becoming increasingly
relevant to the overall threat landscape, with potentially high impact and relatively low effort
from the attacker, we asked the question:

RQIII: How effective are tailored phishing campaigns in deceiving targets to perform an ac-
tion, and what strategies can be employed to mitigate these attacks?

By performing two simulated tailored phishing campaigns against a Dutch university and a
consultancy company, in Chapter 5 we learned that:

Tailored phishing attacks can achieve a high success rate (in terms of credential
submissions) if compared to the yield of an average phishing campaign. Overall, em-
ployees are highly susceptible, with attack success rates between 10% and 30% across
user roles and organizations.

The effectiveness of tailored phishing depends on the target environment and user
role. In our experiment, company employees, as opposed to university employees, are
significantlymore susceptible to our attack, with junior employees themost vulnerable
category in both environments.

Most users that will fall for the attack are likely do so in the very few hours after
attack delivery: 50% of submissions occurred within the first 2 hours from attack
delivery and more than 75% of submissions occurred within 4 hours.

By investigating the effects of persuasion techniques and notification methods on the attack
success rate, we found that:

There is no significant effect for the introduction of persuasion techniques in our
tailored phishing campaigns. Themeans by which persuasion techniques are imple-
mented has a sizeable effect, although it is not stable across experiment conditions (i.e.,
different notification methods and target characteristics lead to different outcomes).

This suggests that ‘baseline’ persuasion techniques (commonly employed in generic cam-
paigns) can be superseded by the overall ‘persuasive’ effect of a well tailored phishing email.
The adoption of notification methods (the means by which persuasion techniques are imple-
mented) appears, instead, more important than themere presence of a persuasion technique
in a tailored attack. For example, the effect of specific persuasion techniques (e.g., Scarcity
and Authority) may be enhanced by notification methods which ‘move’ the cognitive attack
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from the body text of the phishing email to amore prominent position, such as the subject or
signature. However, the effectiveness of these attack techniques (combination of persuasion
techniques and notification methods) can vary significantly across organization types (i.e.,
industry vs. academia) and professional roles (i.e., junior, support and senior roles).

Our findings suggest that current user training and awareness programs aimed at immuniz-
ing individuals against widely used persuasion techniques (Scarcity, Authority, etc.) may be
off-target in a highly-tailored phishing scenario. In this context, users’ lack of knowledge on
internal organization processes (i.e., junior staff or newly hired personnel) is being exploited
by an attacker to build credible pretexts. Therefore, specific training targeted towards this
baseline of vulnerable users may help to reduce the attack surface [363], while an efficient
mechanism for user reporting (especially with experienced users)maymitigate the impact of
the remaining fraction of users that fell for the attack early on [56]. Overall, more replication
studies evaluating the effects of target-related information in phishing, against different pop-
ulations and organizational settings, are necessary to improve our understanding of tailored
phishing and help devise more effective mitigation strategies.

Chapter 6 addresses the second half of RQIII by exploring a technological mitigation strat-
egy against phishing websites that are often the payload of phishing campaigns, such as the
campaign in Chapter 5. Our proposition to mitigate web-based phishing attacks consist of
an experimental tool with the following characteristics:

Integrated phishing detection techniques (i.e., back-end detection logic) and HCI
ingredients (i.e., front-end user notification methods) to evaluate, characterize, and
refine the interaction between phishing decision support, and the final user.

‘zero-hour’ phishing detection capability by relying on search engines to identify
which website a phishing page is replicating by means of textual and visual features
extracted from an unknown page. This removes the reliance on predefined corpora of
brand representations (e.g., URLs, screenshots).

Various warning methods for user notification, such as blocking warnings on suc-
cessful detection and ‘retrospective’ notifications of past phishing encounters. The
front-end is packaged into a browser extension to facilitate the deployment of new
experiments with varying numbers of participants.

The use of visual features, in addition to textual features, allows achieving a phishing detec-
tion accuracy of 99.66% (vs. 98.98% previous work) on phishing data from 2019. Whereas
the improved detection performance compared to previous similar work is small in absolute
terms, it represents a ≈ 70% reduction in error rate. This is a significant advance in web page
analysis-based techniques, as with high numbers of websites to check even small error rates
can get in the way of user reliance on decision-support tools. A key feature of the proposed
approach is its ‘zero-hour’ detection capability: using search engines to identify legitimate
websites removes the need to rely on corpora of predetermined URLs, screenshots or train-
ing sets, which is a major shortcoming of current visual similarity-based detection methods.
However, this comes at the price of longer runtimes that may severely affect the tool’s us-
ability. This limitation is mitigated by leveraging various risk communication methods that
do not disrupt the user experience, but allow the user to remediate previous ‘bad’ decisions,
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analogous to password breach alerts in modern browsers [334]. Future work can assess the
efficacy of tool’s risk advice, as well as improve runtime performances, for example, by eval-
uating tools usability in real-world conditions or by optimizing the caching system to reduce
the number of requests.

Whereas technological solutions can help with certain attack classes, such as phishing web-
sites of Chapter 6, it largely remains difficult to defend against sophisticated phishing. In
Chapter 7, we follow up on the mitigation strategies of RQIII by promoting more effective
response procedures in organizations to counter tailored phishing. Preliminary evidence sug-
gests that some users are ‘phishing champions’, i.e. naturally predisposed to identify anoma-
lies between the communication processes employed by tailored phishing attacks and the
‘normal’ ones employed by an organization. Therefore, we propose to:

Leverage the natural ‘immunity’ of (some) employees in an organization, such as
employees with a deep knowledge of the ‘normal’ processes within the organization
and a natural ability to detect ‘anomalies’ in related communication, to mitigate tai-
lored attacks.

However, only a few users typically report phishing emails, and the rationale and factors be-
hind this are poorly explored in the literature. The preliminary results uncover the inability
of university employees (that reported to IT the attack of Chapter 5) to generalize the ratio-
nale for notifying a suspicious email, as opposed to their consistent rationale in classifying
a phishing email as such. For example, the reporting procedure is ill-perceived in terms of
effort and liability (i.e., it is someone else duty to deal with security incidents). On the other
hand, a higher sense of responsibility to protect colleagues or their organization motivate
employees to act. Similarly, the awareness of perceived sophistication of the attack, and the
uncertainty on their decision to act emerge as underlying factors for reporting. Therefore,
to enable the proposed mitigation strategy, we need to:

Increase reporting incidence by, for example, gearing awareness campaigns towards
reporting phishing and specific training at ‘phishing champions’.

Assess the quality of reports by, for instance, developing reputation-based methods
to assign risk scores to specific reports, such as those from ‘phishing champions’.

Having a reliable reporting process and a defined risk metric does not address the attack
velocity issue highlighted in Chapter 5. It remains crucial to operationalize the risk metrics
to anticipate the containment phase as soon as possible after the first few user notifications.
Our findings suggest that reports may indeed arrive ‘soon enough’ to enable this strategy. To
operationalize this idea, researchers can investigate an automatic response procedure that
can be initiated when sufficiently many high-risk reports are collected, such as attempted
in [196].

10.4. Why do people report phishing

Following on the findings of Chapter 7, we understand that a more efficient phishing report-
ing process based on employees better predisposed to detect complex attacks and eager to re-
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port can aid the resilience of the organization as a whole. However more research into users’
reasoning and factors that influence their decisions is needed. Therefore, we asked RQIV:

RQIV: What rationale do users follow when deciding to report a phishing attack and what
influences their decisions?

In Chapter 8, the analysis of reactions of employees at a small IT company after a tailored
phishing attack helps answering RQIV, and reveals that the participants’ rationale for report-
ing our phishing attack includes:

The protection of other colleagues from the consequences of the attack and the ex-
pectation that sufficiently many reports may protect the whole group.

The reasons to not report the attack concern:

The lack of knowledge on how to report a phishing email, the belief that someone
else should do it (delegation to others) and that reporting will not have any effect.

Furthermore, user reporting of our phishing attack was affected by:

The mismatch of expectations (i.e., the detection of an inconsistent pattern) as the
primary method for detecting the attack, possibly due to the limited size of the com-
pany where ‘everyone knows everyone’.

The tailored nature of the attack prompting certain employees to investigate further,
such as carrying out ‘whois’ look-ups or submitting fake credentials, and eventually
notifying the wider group.

The observed collective defense may be attributed to the network effects inherent in small
organizations, whichmightmitigate the bystander effect that is frequently observed in larger
organizational settings. This suggests that it can be challenging for an attacker to carry out
tailored phishing campaigns in an environment where members know and help each other,
in contrast with ‘siloed’ structures typical of larger enterprises. Future research may investi-
gate how larger organizations can achieve similar effects, in terms of ‘group defense’, against
sophisticated phishing attacks, for instance, with improved communication between users
who report and the department collecting such reports [195]. Similarly to the findings of
Chapter 7, the participants’ mentions of reasons to not report signal that there may be a
need for security awareness programs to emphasize the underlying reasons why reporting is
important, for example, by presenting real case studies that employees can relate to [204].

By developing and testing a theoretical model that explains intention to report phishing in
organizations, in Chapter 9, we answer the second part of RQIV showing that different per-
sonality traits, beliefs, attitudes towards the organization and co-workers affect individuals’
intention to report phishing emails and other positive cyber security behaviors, such as using
password managers or adhering to the Infromation Securiy Policy (ISP). Specifically:

Self-efficacy, subjective norms, and altruismpositively impact reporting intention;
while a high sportsmanship attitude (the tendency to tolerate less-than-ideal situa-
tions) hinders an individual’s intention to report phishing emails.
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Employees who report phishing emails, typically act in accordance with the organi-
zation’s ISP and exhibit other positive security behaviors. However, the underlying
human factors driving these behaviors could be different: relationships between hu-
man traits and specific cyber security behaviors, such as reporting phishing, do not
necessarily translate to generic behaviors, such as complying with the ISP.

Our findings can support researchers and practitioners in the design of better training prac-
tices and awareness programs and help organizations to create a security culture. For in-
stance, our results on high-sportsmanship individuals, who usually tend to avoid filing com-
plaints, might be explained by the desire to avoid creating additional burden to other ‘mem-
bers of the team’. Building on the findings of Chapter 7 and 8, a training program may mit-
igate this effect by stressing the relevance of phishing reporting in terms of increased over-
all security. Moreover, employees’ altruistic tendencies can be accounted for in awareness
programs by further clarifying why such behaviors benefit their not-as-skilled colleagues in
recognizing phishing attacks.

Comparing our findings with prior research casts doubts on previous research results, po-
tentially due to the inclusion of additional factors, such as organization-related factors. This
underlines the need to develop a cohesive, complete model of reporting behavior that in-
cludes a broader portfolio of human factors and specific security behaviors. For instance,
conscientiousness and extraversion appear to have a strong relationship with generic cyber
security behaviors, but this does not translate to the specific behavior of reporting; to the
contrary, we observed sportsmanship and altruism to influence reporting. Future research
can extend the scope of our study by evaluating the (combined) effects of the other human
and external factors.

10.5. Final remarks

As the well-being of our society is strongly intertwined with the functioning of digital com-
munications, this thesis advances SE research by identifying, estimating and mitigating the
associated risks. Given that the impact of SE attacks is affected by attack features, target
characteristics and the countermeasures in place, we account for all three perspectives in our
efforts. We explore the target perspective in SE by reviewing the interplay between cognitive
effects and SE attack features. We delve into the attacker perspective by analyzing the effects
of tailored phishing attacks and, finally, we study the defender perspective by investigating
innovative phishing mitigation strategies.

In all three perspectives, our reasoning revolves around the importance of considering users
as the main action point to understand and improve the security of computer systems. We
thus hope to show in this thesis that overlooking users or blaming them for security failures
– ‘humans as the weakest link’ – is counterproductive, if not outdated. Instead, we should
focus our efforts to develop more resilient systems where the user can be an asset – where
the ‘weakest link’ is allowed fail, but gracefully.
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A
Appendix to Chapter 3

A.1. Parking fine phishing attack

This attack is taken from a study on phishing susceptibility [256] and it is a simple phishing
attempt which pretext is a parking fine pretending to be from a local police authority. The
e-mail content is reported in Listing A.1.

Listing A.1: Parking fine phishing attack from [256].
Our resources have indicated that you have a parking violation from
12/17/2015 at SW 89th Avenue at 3:34pm.
Please go to our website to obtain more information about the violation and
to pay your fine or refute your ticket: <link>

A.2. Tailored phishing attack

This attack is taken from an experiment on tailored phishing susceptibility [61] where the au-
thors administer treatments in randomized fashion to employees of a university and a consul-
tancy company. The (first stage) e-mail content is reported in Listing A.2. The second stage
is a replica of the organization’s intranet login page hosted on a mimicked domain name.

Listing A.2: Tailored phishing attack against organizations [61]
From: info@{domain-name}
Subject: Your holiday hours
Dear Colleague,

To facilitate the planning of activities for the
period September to December, we invite you to provide a rough estimate of
the holiday hours you are currently planning to take until the end
of this calendar year.
Please provide this information by following this link:
{domain-name/path}

Thank you,
{signature}
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A.3. NGO spear-phishing attack

This attack is an advanced spear phishing attack against anNGO [47]. The topic andwording
is targeted to the victims, the pretext refers to real specific events that are of interest to the
victims and impersonation of high-profile identities is attempted (with different techniques,
like spoofing or typos, omitted in the listing). The e-mail content is reported in Listing A.3.

Listing A.3: NGO spear phishing attack from [47].
From: ...
Date: Mon, Mar 4, 2013 at 8:58 AM
Subject: Invitation Letter of WUC International Conference
To: ...
Dear ...,

I am writing to you from the World Uyghur Congress (WUC) and on behalf of
the Unrepresented Nations and Peoples Organization (UNPO) and the Society
for Threatened People (STP) with financial support from the National
Endowment of Democracy, cordially invites you to attend the WUC’s upcoming
Conference which will be held in Geneva between 11th and 13th March 2013.

Attached you can find the invitation letter. We hope you will give a
positive consideration to this invitation, and look forward to meeting you
in Geneva. During your stay in Geneva, travel, accommodation and food are
covered by the WUC.

The WUC is a non-profit organization granted by the National Endowment for
Democracy in Washington, DC to peacufully promote human rights, democracy
and freedom for the Uyghur people in East Turkestan.
If you have any questions or queries regarding your participation, please
do not hesitate to contact me. Phone: ..., Fax: ..., e-mail: ...

sincerely,

A.4. LinkedIn multi-stage attack

This attack is a multi-stage, highly targeted spear-phishing attack against white-collar work-
ers on LinkedIn [15] that actively employs collected information on its targets to forge the
attack artifacts used in each stage of the attack. The LinkedIn post in Fig. A.1 refers to a
(fictitious) Eliora Construction company located in the US. The offer is targeted towards a
specific set of European, North African and Middle East countries where white-collar work-
ers may be more easily appealed to it. Listing A.4 presents relevant portions of the artifacts
used in the next stages of the attack.

Listing A.4: LinkedIn multi-stage attack from [15].
[STAGE 2]

Dear Applicant,
I write to inform you that your resume has been properly reviewed and
screened by our recruiting board and you have been found eligible for this
vacant position. Be informed that you have been shortlisted for an
interview scheduled for Friday, 12th of January 2018 at ELIORA CONSTRUCTION
COMPANY, 1055 Metropolitan Avenue Charlotte, North Carolina, 28204, United
States of America.
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Figure A.1: Stage 1 - The LinkedIn job post

[...] our primary reason for requesting for your physical presence is to
have our chief project manager have a one on one interview with you and
ensure you possess the aforementioned qualities and also have you
familiarize yourself with the company structure as well as a recap on past
and upcoming project.

[...] Please note that our official travelling consultant shall handle your
travel needs which will include flight tickets, hotel reservations, visa
procurement and transfers within the United States. More so, you will be
responsible for all your travel expenses made through our affiliated travel
agency. These expenses shall then be refunded to you by Eliora
Construction on arrival at the interview venue

[STAGE 3]

[...] Job Locations: As advertised on LinkedIn (Further information will be
issued after the interview).

[...] Our company’s accountant will furnish you with our banking details
for making a wire transfer of your booking cost as soon as your documents
have been received.

[...] Interviews are also designed to ascertain claims of working
experience. Should any claim be found wanting the affected expatriate may
be deported. Please note that our official travelling consultant shall
handle your travel needs

[...] you will be responsible for all your travel expenses made through our
affiliated travel agency.

[...] Date of Interview: Friday, 12th of January 2018
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A.5. Frameworks on cognition and social engineering

Table A.1: Comparison of framework features with extant SE-related frameworks.

This frame-
work

Other frame-
works

Key aspects

Stimulus Cranor [84] Similarly to [57], a stimulus in [84] is a communication fed as input to the hu-
man receiver, triggering the processing steps and resulting in some behavior. The
communication types in [84] can be, e.g., warnings, notices, status indicators or
others, which are fully covered by stimuli and stimuli attributes in [57]. Addi-
tionally, the framework in [57] accounts for feedback across attack stages and
interaction with parameters, which are not covered in [84].

Perception Montañez et
al. [238]

Perception in [238] translates signals from senses to percepts as in [57]. Percep-
tion in [57] is defined nearly identically to [238] and has additional characteriza-
tions, such as specificity of target-related information and priming, not present
in [238].

Attention Cranor [84],
Montañez et
al. [238]

Attention functions in [238] are described very similarly to [57] and, in both
cases, concern theWorkingMemory (WM); [57] additionally describes the Cen-
tral Executive as a voluntary attentional control system. Moreover, the frame-
works [57] and [84] have an additional characterization of attention (i.e., goal-
dependency in parameters [57] or attention switch [84]). Active and passive com-
munications in [84] are related to the exogenous and endogenous attention types
of [57] (i.e., as a function of certain parameters in [84]). Attention switch in [84]
is captured as the routing mechanism of (exogenous or endogenous) central at-
tention towards the heuristic or systematic processing in Elaboration in [57]. Fi-
nally, attention maintenance in [84] is the concept of sustained cognitive focus
towards a warning, which is not captured in [238] and only partially captured
by the routing of attention to systematic processing (e.g., a warning or indicator
triggering an Anomaly) in Elaboration in [57].

Elaboration Cranor [84],
Montañez et
al. [238]

Communication processing in [84] includes comprehension (to understand) and
knowledge acquisition (to learn, as in training or experience), and is fully covered
in [57] by the Elaboration block (reasoning towards a decision or judgment) and
interactions with memory and other blocks (e.g., retrieval of experience), such
as parameters and the feedback loop. Decision-making in [238] has similar func-
tions to the Elaboration block in [57] where, in both, information is prioritized
fromWM to reach a decision or judgment to be translated into action. Elabora-
tion in [57] and [84] explicitly depicts a few factors/mechanisms (e.g., Heuristics
or Comprehension) relevant in the respective scopes (i.e., warning science [83]
and SE attacks) that are not present in [238] (due to a higher level of abstraction
of these concepts). For example, Decision-making in [238] can accommodate
the usage of Heuristics or Anomalies in [57], but only Heuristics are discussed
explicitly in [238]; similarly, knowledge acquisition in [84] is closely related to
the interactions of [238]’s building blocks and Long-Term Memory, but with no
particular focus on learning mechanisms; heuristic processing and/or cognitive
biases omitted in [84], except a brief mention of habituation. Therefore, aspects
related to elaboration relevant to SE attacks, such as heuristic-systematic process-
ing, decision-making, or judgment, are fully covered only in [57].
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Table A.1 continued from previous page

This frame-
work

Other frame-
works

Key aspects

Heuristics Montañez
et al. [238],
MINDSPA-
CE [98], Tetri
and Vouri-
nen [332]

The Heuristics block in [57] covers the mechanisms described in Decision-
making block of [238] where decision-making, modulated by attentional mech-
anisms (e.g., attentional tunneling [238]) can be driven by fast and automatic
processes that lead to good enough decisions, but subject to systematic errors.
Heuristic’s function and the stimuli attributes (e.g., usage of persuasion tech-
niques) of [57] fully accommodate the [238]’s discussion on ‘persuasion-related
behavior’ and are not limited to a set of persuasion techniques. The persuasion
techniques and relations with certain organizational parameters in [332] are con-
structed similarly to the interactions between the Heuristics block, stimuli at-
tributes, and parameters in [57]. However, the framework in [57] covers a wider
set of parameters, such as personal, work, and setting-related. Similarly, the only
mention of persuasion or automatic processing in [84] (i.e., the ‘habituation’ pa-
rameter in Communication delivery) falls within the wider characterization of
heuristic processing in [57] or persuasion-related behavior of [238]. The nudg-
ing andpersuasion techniques at the core of [98]’s framework fall naturallywithin
the discussion of the Heuristics block of [57] but are almost exclusively treated
standalone, in the context of policy communication, that does not relate to SE
attacks. Therefore, the framework in [57] provides the widest characterization of
heuristic-related processing mechanisms in the context of SE.

Anomalies Montañez et
al. [238], Cra-
nor [84]

The Anomaly block in [57] covers the mechanisms described in Decision-
making block of [238] where conscious controlled processing is defined as slower,
effortful but sensitive to the particulars of a given situation (e.g. influenced by
short-term factors in [238] or parameters and attributes in [57]). Knowledge
transfer (Comm. processing in [84]) is captured by the Anomaly block in Elab-
oration in [57] and its interaction with target parameters (e.g., the ability to rec-
ognize situations and how to apply knowledge, such as with a suspicious URL in
an email).

Behavior Montañez et
al. [238], Cra-
nor [84]

Given the similarity of possible behavior types, interactions that condition the
final action/not action, and assumption on the attackers, the behavior concept
in [84] is fully captured by the Behavior block in [57]. Similarly, a measured
action is called behavior in [238] and represents the concept of behavior as in [84]
and [57]. The explicit feedback mechanism considered in [57] allows for even
wider characterizations of SE attacks than the only framework that mentions it
(i.e., Action in [238]).

Parameters Cranor [84],
Montañez
et al. [238],
MINDSPA-
CE [98], Tetri
and Vouri-
nen [332]

The process parameters of [84] are Personal and Environmental variables (e.g.,
demographics, primary task), and Intentions and Capabilities (e.g., self-efficacy
or conflicting goals). They define the properties and context of the information
processing by the receiver. Short- and Long-term cognitive factors (e.g., work-
load or expertise) in [238] have a very similar role, with fewer of them being
explicitly discussed. These concepts and their interactions with other process-
ing steps (e.g., primary task w.r.t. attention type in [57]) are fully captured by
parameters in [57] and their interactions with processing steps in [57] since pa-
rameters define the properties of the context of the cognitive process w.r.t. the
target and environment. Some specific parameters/variables mentioned in [84]
may be partially covered by [57], such as cognitive and physical skills from Ca-
pabilities in [84]. Attacker effort (i.e., message quality, personalization, and con-
textualization) in [238], and the relation of target and contextual variables with
attacker impersonation and persuasion efforts in [332], are modeled as the align-
ment of target and attack parameters (attacker’s assumptions on target) in [57],
with no limitation on the type of parameters (virtually any property of a given
communicative situation). Finally, all the references to properties of policy com-
munication in [98] (relatable to parameters as in [84], [332] or [57]) fall naturally
within the coverage of parameters in [57].
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Table A.1 continued from previous page

This frame-
work

Other frame-
works

Key aspects

Features not (fully) covered

Knowledge
retention

Cranor [84] The user’s ability to remember communication when needed (knowledge reten-
tion) is made as an explicit ‘processing step’ in [84]. The framework in [57]
loosely captures the concept by modeling the interaction of Elaboration with the
Long-TermMemory and/or target parameters (e.g., knowledge within a domain
of interest, such as an organization).
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B.1. Details on analysis

After the selection of the relevant papers, the analysis was carried out by three investigators.
Specifically, one investigator carried out the content analysis deductively, that is, by applying
the a-priori identified criteria in Section 4.3.3 (henceforth, we call them features) on the body
of the included articles. Each article has a relatively constant structure that includes at least a
section with hypotheses or RQs, a study design description (usually in the methods section),
and a results section. This makes it straightforward to identify the relevant information that
belongs to a feature as, in most cases, the presence of a unit of information (e.g., population
or stimuli) and its employment (e.g., treating participants with training or measuring clicks
on links) is evident from the article text as is, with little to no risk of different interpreta-
tions [228]. To assist with the analysis, the Zotero reader and bibliography manager was
used to catalogue papers and highlight relevant sections with notes for future reference; an
online spreadsheet was used to build the dataset, the codebook with descriptions of features
and categories and to keep track of updates, with comments and additional notes.

To support the analysis and ensure its reproducibility, one investigator defined a codebook
based on the cognitive framework presented in Chapter 3, including a description of the
inclusion criteria for each feature (with examples) and individual variables extracted from
the papers. For example, stimuli attributes are “Features of stimuli defining its content and
form used as experiment variables.”. An example of stimuli attribute is ‘framing’ [145], which
belongs to the category of persuasion techniques and is defined as “The employed persuasion
techniques/principles/wording or indicators to intentionally trigger cognitive biases/heuristics”.
Variables concerning attributes, target parameters, and elaboration have been grouped into
categories due to the sheer number of different variables reported in the papers. These vari-
ables have been grouped into categories by affinity using a bottom-up approach. It is worth
noting that some categories across personal, work-related, and setting-related target param-
eters have the same name (i.e., demographics, experience, situation, and security awareness)
although they refer to different target parameters, within which they should be interpreted.
For example, ‘demographics’ in work-related parameters contains demographic characteris-
tics related to the work domain of a person such as salary, while ‘demographics’ in personal
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parameters contains variables such as age or education.

To ensure the quality of the analysis, the three investigators regularly carried out meetings
(either weekly or biweekly, depending on progress) throughout the study in which they dis-
cussed the coded papers, identified points of disagreements and resolved disagreements, up-
dating the codebook and the analysis of papers already coded [228]. To assure clarity of the
descriptions and to validate the feature inclusion criteria and the categories, co-coding ses-
sions with all three investigators were carried out whereby a random sample of papers (from
three to five per session) was assigned to each investigator to independently perform the
mapping of paper contents to the features and to the relative categories following the code-
book. This procedure was carried out iteratively, in in-person sessions of at least 2 hours
with distinct samples of papers in each session. Initially, most disagreements were caused by
the ambiguous description of certain features in the articles which allowed different interpre-
tations by readers following the initial codebook. However, with the progress of the analysis,
disagreements decreased due to the updated codebook definitions lowering the chances of
ambiguous interpretations.

As mentioned in threats to validity (Section 4.5.1), the mapping of extracted variables to
some of the features necessarily remain subject to some level of interpretation. Somewhat
ambiguous cases concerned, for example, the application of individual targetization level;
specifically, whether messages saluting the recipient by name or username should be labeled
as individual-level targetization. It was decided to not label such cases as individual-level,
since the name or username can be trivially derived from, e.g., the email address itself. An-
other case of disambiguation concerned the mapping of effects on heuristics and anomalies:
although studies may refer to investigations of, e.g., activation of heuristics or detection of
anomalies, most of the time the measurements of these effects are carried out on the final be-
havior as a proxy variable, with a prior manipulation of stimulus attributes (e.g., a pretext re-
flecting authority or a warning pop-up). Therefore, it was decided to label such occurrences
of measurements as indirect. Similarly, we label indirect effect measurements for attention
and perception.

The codebook, description of categories, and the full dataset are available as supplementary
material at https://zenodo.org/record/8380243.

B.2. Analysis of sample size

Fig. B.1 shows the distributions of sample sizes for each study type with extremes and me-
dian highlighted in red. The typical laboratory experiment includes less than one hundred
participants1, whereas interviews comprise around thirty participants. On the contrary, field
experiments and surveys are almost always carried out in the hundreds or more, and obser-
vational studies in the tens of thousands, although this is limited to three studies only.

1Some lab experiments are conducted online, e.g., on Amazon Mechanical Turk, which allows recruiting a higher
number of subjects compared to in-person studies.

https://zenodo.org/record/8380243
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Figure B.1: Distribution of sample sizes across study types.
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Appendix to Chapter 8

C.1. Phishing email pretext

The pre-text regarding [Trips Website]1 makes a distinction between employees who have
worked at CompanyX for less than a year and those who have worked for more than a year.

C.1.1. Baseline (non-personalized) and Treated (personalized) emails

Dear <EmployeeName>,
Since the COVID measures in the Netherlands have been largely abolished, we can finally get back to our normal lives.
To let you know how much we appreciate having you at CompanyX, we would like to offer you the following; We partnered with [Trips
Website].NL to arrange a selection of exciting activities. You can refer to the following website to view activities’ options and make a
reservation.
<LinkToFakeWebsite/wattedoen>
We hope that you like the idea and enjoy the activities of your choice.
--
Kind regards/Met vriendelijke groet ,
[CEO’s name]
CEO
[Company’s name]
[Company’s address]
[CEO’s phone number]
[Company’s website]

The treatment used for the employee having worked at CompanyX for more than a year in
blue and the one used for the employee at CompanyX with less than than a year in red.

1An online platform that is well-known among Dutch audience, and specializes in offering various activities and
tourist destinations in the Netherlands
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Dear <EmployeeName>,
Since the COVID measures in the Netherlands have been largely abolished, we can finally get back to our normal lives.
To let you know how much we appreciate your long-standing efforts with us / Given that you have recently joined us and to welcome you
on board once again, we would like to offer you the following; We partnered with [Trips Website].NL to arrange a selection of exciting
activities in your city, <CityName>. You can refer to the following website to view activities’ options and make a reservation.
<LinkToFakeWebsite/wattedoen>
We hope that you like the idea and enjoy the activities of your choice.
--
Kind regards/Met vriendelijke groet ,
[CEO’s name]
CEO
[Company’s name]
[Company’s address]
[CEO’s phone number]
[Company’s website]

C.2. Debriefing

Thedebriefing page informs victims about the experiment (i.e., purpose, authors, which data
have been collected and how it will be used, and experiment authorization) and provides the
authors’ contact information for any questions or concerns about the experiment. To ensure
experiment integrity, the debriefing page also invites participants to refrain from disclosing
information about the experiment to their colleagues. Upon completion of the experiment,
we provided debriefing to those participants who did not fall for the phishing attempt, re-
garding the nature and purpose of the campaign. The content of the debriefing page follows:

Phishing exercise DISCLAIMER
Please read the full text

Hi there, this was a phishing exercise conducted by CompanyX in collaboration with security researchers at the Re-
search Institute. The data used in the emails sent to you was collected using public sources, such as LinkedIn and
Facebook. If you have any questions, please contact names of the persons responsible for the experiment at Compa-
nyX and at the Research Institute.
The password you entered has not been sent to the server and the fact that you entered your login details will not be
communicated to anyone, not even your company. All data is anonymized, but we do recommend that you consider
changing your password if you have not done so in a while.
It is extremely important that you do not inform your colleagues about this exercise, as it will affect the results of the
experiment. The experiment will conclude on the 17th of June, from then on feel free to discuss it with your colleagues.
A survey will follow, which you are kindly requested to fill out as part of the research project, to better understand the
interaction between the subject and the phishing email.
More details about this experiment will be communicated to you soon.

C.3. Interview questions

1. The security awareness of the employees

• How would you rate your overall knowledge regarding security awareness and
specifically phishing? Not knowledgeable at all / somewhat knowledgeable / very
knowledgeable / expert

• Where does your knowledge stem from? Training / professional experience /
previous victimization / something else?

2. The rational and emotional response upon reading the email.
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• After sharing the screen to display the email sent and highlighting certain aspects
of it, such as that the sender pretends to be their CEO, pretext, and personalization.
Did you see the email before or after being warned by your colleagues?

• What did you think when you first read the email? What did you do about it?

• How did you feel when you read the email? Why do you think you felt that way?

3. The emotional drive that led employees to report the phishing campaign.

• Did you report the phishing email? Why did you report it? / why did you not
report it?

• Are you aware of any security reporting mechanism at CompanyX? How would
you have behaved if there was one?

4. The behavior fostered by the tailored nature of the attack.

(a) Would you have behaved identically to other generic phishing emails or were
there any features in this email that triggered your specific behavior?

(b) Considering the usage of personal data in the email (Place of Residence and Years
in Current Company), did you assume you were the only target? How did that
make you feel?
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Table D.1: Construct correlations between human factors and cyber security behaviors from previous studies

Construct 1 2 3 4 5 6 7 8 9 10
1. Civic Virtue -
2. Leader Support -.08 [203] -
3. Organizational Commitment .03 [203] - -
4. Sportsmanship .045** [203] -.02 [203] -.04 [203] -
5. Conscientiousness (OCB) .035** [203] -.03 [203] .01 [203] .019 [203] -
6. Job satisfaction .01 [203] - .44** [284] .03 [203] .00 [203] -
7. Altruism .023** [203] .35** [203] .21** [203] .048** [203] .037** [203] .23** [203] -
8. Courtesy .012** [203] -.02 [203] -.06 [203] .046** [203] .023** [203] .02 [203] .031** [203] -
9. Agreeableness - - - - - - - - -
10. Conscientiousness (Big Five) - - - - - - - - .39*** [100] -
11. Openness to Experience - - - - - - - - .35*** [100] .33*** [100]
12. Extraversion - - - - - - - - .30*** [100] .11* [100]
13. Emotional Stability - - - - - - - - - -
14. (Email) Habits - - - - - - - - - -
15. Subjective Norms - - - - - - - - - -
16. Self-efficacy - - - - - - - - - -
17. OCBO - .03 [203] -.02 [203] - .03 [203] .01 [203] .42*** [100] - .42*** [100] .48*** [100]
18. OCBI - .30** [203] .21** [203] - .22** [203] .24** [203] .36*** [100] - .36*** [100] .35*** [100]
19. OCB .37 [251] .41** [203] .32** [203] .51** [251] .13 [203] .31** [203] - - - -
20. SAB - - - - - - - - .15** [100] .18** [100]
21. SCB - - - - - - - - .29*** [100] .27*** [100]

with: ∗𝑝 ≤ .05, ∗∗𝑝 ≤ .01, ∗∗∗𝑝 ≤ .001

Table D.2: Continuation of Table D.1

Construct 11 12 13 14 15 16 17 18 19 20 21
1. Civic Virtue
2. Leader Support
3. Organizational Commitment
4. Sportsmanship
5. Conscientiousness (OCB)
6. Job satisfaction
7. Altruism
8. Courtesy
9. Agreeableness
10. Conscientiousness (Big Five)
11. Openness to Experience -
12. Extraversion .22*** [100] -
13. Emotional Stability - - -
14. (Email) Habits - - - -
15. Subjective Norms - - - .76 [311] -
16. Self-efficacy - - - .77 [311] .59 [311] -
17. OCBO .29*** [100] -.02 [100] .27*** [100] - - - -
18. OCBI .29*** [100] .13** [100] .08 [100] - - - .34*** [100] -
19. OCB - - - - - - - - -
20. SAB .11* [100] .07 [100] .19*** [100] - - - .15*** [100] .18*** [100] - -
21. SCB .27*** [100] .03 [100] .21*** [100] - - - .44*** [100] .22*** [100] - .25*** [100] -
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D.1. Construct correlation values extracted from literature

Tables D.1 and D.2 report the construct correlation values from the literature.

D.2. Sample size calculations

We performed the Fisher’s Exact Test [118] on the pilot data to observe which controls, from
the selected list of eight controls, needed to be considered for calculating the sample size.
The resulted p-values from this test, assessing the statistical significance of each control with
the intention to report, are presented in Table D.3. We considered controls with 𝑝 ≤ 0.05 as
statistically significant, and p-values higher than 0.05 but 𝑝 ≤ 0.1 as borderline significant.
Therefore, the selected controls, with a maximum p-value of 0.052, were: Education (𝑝 =
0.002), Phishing victim (𝑝 = 0.003), Current employment position (𝑝 = 0.052), and
Reporting frequency (𝑝 =< 0.001). Table D.4 presents the calculated parameters, as well as
the computed minimum sample size, predicted from the data gathered from the pilot. The
resulting maximum value for the minimum sample size was 𝑛 = 267.

Table D.3: p-value of Controls in relationship with the Intention to Report

Control Intention to report: p-value

Gender < 0.397
Age < 0.852
Education < 0.002
Current occupation < 0.330
Current employment position < 0.052
Current employment duration < 0.388
Phishing victim < 0.003
Reporting frequency < 0.001
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Table D.4: Sample size calculation

Exposure Outcome Prevalence

Intention to report phishing pO = 62 %
Exp. PR 1.50 Exp. PR 2.00

Education Power PONE: 45% PONE: 35.3%
College/Univ.:75.8% (E) 80% n = 200 n = 82
Other: 24.2% (NE) 90% n = 267 n = 109
r: 0.32
Employment position PowerPONE: 50.5% PONE: 42.6%
Manag./Sen. manag.:45.5% (E) 80% n = 118 n = 42
Other: 54.5% (NE) 90% n = 158 n = 57
r: 1.2
Phishing victim PowerPONE: 55.3% PONE: 49.9%
Yes: 24.2% (E) 80% n = 132 n = 41
No: 75.8% (NE) 90% n = 177 n = 56
r: 3.13
Reporting frequency PowerPONE: 57.9% PONE: 54.3%
Always: 14.1% (E) 80% n = 183 n = ND
Other: 85.9% (NE) 90% n = 245 n = ND
r: 6.1
Note: ND = value could not be determined, as prevalence of outcome in
the exposed would be above 100%, according to the specified parameters.

D.3. Questionnaire

Table D.5 presents the questions to gather participants’ demographic information, and Ta-
ble D.6 presents the survey item. For each constructs, the latter table reports the hypotheses
and the corresponding characteristics, along with which survey items measure the selected
characteristics, and the study which served as reference.
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Table D.5: Demographic questions in the survey

No. Demographic Question Answer Options

C1 What is your gender? Male
Female
Prefer not to say
Other

C2 What is your age in years? Young adult (18–30)
Adult (31–50)
Senior adult (> 50)
Prefer not to say

C3 What is the highest degree or level of school you have completed? If
currently enrolled, please select the highest degree you have already
completed.

Primary School

Secondary/High School
College/University

C4 Which of the following categories best describes your current posi-
tion, if any?

Student

Note: If ‘Not employed’ or ‘Retired’ is selected, please consider your
affiliation with the last organization when answering the upcoming
questions.

Employed/Self-employed

Not employed
Retired
Other, please specify

C5 Which of the following categories best describes your employment
position/role at the organization you are affiliated with?

Intern

Entry-level/Associate
Manager/Senior manager
C-level executive/Director/Owner
Other, please specify

C6 For how long have you been in your selected position regarding the
previously mentioned affiliation with the organization?

Less than half a year

Between half a year and 2 years
More than 2 years

C7 As far as you know, have you ever fallen for a fraudulent phishing
email?

Yes

No

C8 When you receive an email in your inbox that you consider suspi-
cious, how often do you report it?

Never

Rarely
Occasionally
Frequently
Always

Table D.6: Survey items

Hypothesis Characteristic Survey Item Reference

Part I

H1.5, H3.5 Emotional Stability At my workplace… [126]
(ES1) I am relaxed most of the time.
(ES2) I often feel sad/discouraged. (R)
(ES3) I get stressed out easily. (R)
(ES4) I worry about things. (R)

H1.6, H3.6 Extraversion At my workplace… [126]
(E1) I feel comfortable around my co-workers.
(E2) I do not mind being the center of attention.
(E3) I do not talk a lot with my co-workers. (R)
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…continued
Hypothesis Characteristic Survey Item Reference

(E4) I do not like to draw attention to myself. (R)

H1.1, H3.1 Sportsmanship (S1) I spend a lot of time complaining about trivial matters to my
co-workers. (R)

[283]

(S2) I always focus on what is wrong at work, rather than the posi-
tive side. (R)
(S3) I tend tomake problems seemworse than they actually are. (R)
(S4) I criticize/find fault in what the organization is doing. (R)

H1.2, H3.2 Conscientiousness (CNS1) I treat my punctuality at work with seriousness. [283]
(CNS2) I take no undeserved breaks at work.
(CNS3) I follow the organization’s informal rules and policies, even
when no one is watching.
(CNS4) I am committed to diligently putting in the amount of work
expected by my employer.

H1.3, H3.3 Altruism (A1) I assist my co-workers with their tasks when they have been
absent or have heavy workloads.

[283]

(A2) I go out of my way to help new co-workers within the organi-
zation.
(A3) I willingly lend a compassionate ear to co-workers who have
work-related or personal problems.
(A4) I willingly lend a helping hand to the co-workers around me
when they need me.

H1.4, H3.4 Courtesy (CO1) I take steps to try and prevent creating problems for other
employees (i.e., changing holiday schedule / work days / shifts).

[283]

(CO2) I am mindful of how my behavior affects my co-workers’
jobs.
(CO3) I do not abuse the rights of my co-workers.
(CO4) I consider the impact of my actions on my co-workers.

Part II

H3.7 Self-efficacy Scenario: You are part of Western University, an institution which
encourages employees to follow their strongly defined data policies
and regulations that aim at protecting the organization’s private
data. John works as an HR advisor within the Human Resources
Management department of the Western University. This univer-
sity has a strong Information Security Policy that requires stringent
compliance with email security requirements. This policy requires
that suspicious emails must be reported to the Information Secu-
rity department of the university. Due to this role in the university,
John sends and receives numerous emails on a regular basis from
job agencies, as well as from possible job candidates. One such re-
ceived email from a trusted job agency contained cues that made
John suspicious that the email could be a phishing email. He con-
tacted the job agency in order to warn them about the possibility
of them being impersonated by an attacker in a phishing incident.
However, considering that he could recognize the email as phish-
ing, John did not value it as a high-risk threat. Therefore, he did
not report it to the university’s Information Security department,
and simply deleted it from his inbox.

[311]

(SE1) I am confident that if I find myself in John’s position, I would
be able to contact the job agency about the suspicious email.
(SE2) I am confident that I am able to report bymyself an email that
I found to be suspicious.
(SE3) At this moment, I am confident that I am able to report an
email I find suspicious, even if there was no one around to tell me
what to do.
(SE4) At this moment, I am confident that I am able to report an
email I find suspicious, if I could ask for help when I am stuck.

H3.8 Subjective Norms I believe that… [311]
(SN1)my supervisors think that I should put effort into protecting
the private data of the organization.
(SN2) my colleagues think that protecting the private data of the
organization is our responsibility.
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…continued
Hypothesis Characteristic Survey Item Reference

(SN3)my supervisors think that I should increase my performance
at work, and to do so, I overlook/omit the obligations I have for
protecting the private data of the organization. (R)
(SN4) my organization’s IT department thinks that I must follow
the Information Security policies.

H2.1 Positive Cyber (POS1) I monitor my work computer for signs of a virus and/or
malware.

[100]

Security Behaviors (POS2) I immediately report suspicious emails I receive at work af-
ter reading them.
(POS3) I go above and beyond what is required of me in order to
protect the private data of the organization.
(POS4) I follow the Information Security Policies and practices of
the organization I work for.
(POS5) I use the Information Security technology provided to me
by the organization I work for.
(POS6) I comply with organizational Information Security Policies
in order to protect the organization’s Information Systems.

Part III

Intention to Report I believe that reporting suspicious emails to the organization’s IT
department may be desirable because…

Phishing Emails (REP1) it is required by the email security policy of the organization
I work for.
(REP2) it is important to contribute to protecting the organization
that I work for as a whole.
(REP3) it is important to contribute to protecting the information
and technology resources of the organization I work for.
(REP4) it is important to contribute to protecting my colleagues
from similar attacks.
Open question: Is there any remark you would like to make on why
anybody, you included, may or may not want to report phishing
emails?

-

Attention check: This is an attention check question, so please click on the answer
’Occasionally’.

Notes: R = reverse scored question
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D.4. Regression analysis results

Table D.7: Linear Regression Results

Group Factor Model 1 Model 2 Model 3
DV: 𝑃𝐶𝑆𝐵(𝑈𝑖) DV: 𝑅𝑒𝑝𝐼𝑛𝑡(𝑈𝑖) DV: 𝑅𝑒𝑝𝐼𝑛𝑡(𝑈𝑖)

OCBO Sportsmanship -.082∗∗∗ .021∗∗∗ -.143∗∗∗ -.169∗∗∗
Conscientiousness .386∗∗∗ .359∗∗∗ .070∗∗∗ .089∗∗∗

OCBI Altruism .160∗∗∗ .096∗∗∗ .187∗∗∗ .174∗∗∗
Courtesy .145†∗∗ .088∗∗∗ .091∗∗∗ .071∗∗∗

Pers. Attr.Emotional Stability -.067∗∗∗ -.075∗∗∗ .120†∗∗ .125†∗∗
Extraversion .183∗∗∗ .122∗∗∗ -.050∗∗∗ -.054∗∗∗

Beliefs Self-efficacy .348∗∗∗ .325∗∗∗
Subjective Norms .240∗∗∗ .207∗∗∗
Positive Cyber Sec Behav-
iors

.651∗∗∗ .630∗∗∗

Controls C1 (Gender) .030∗∗∗ -.055∗∗∗ -.031∗∗∗
C2 (Age) -.025∗∗∗ .030∗∗∗ .042∗∗∗
C3 (Education) .027∗∗∗ .001∗∗∗ -.008∗∗∗
C4 (Current occupation) -.055∗∗∗ .044∗∗∗ .013∗∗∗
C5 (Current empl. posi-
tion)

.037∗∗∗ -.119∗∗∗ -.090∗∗∗

C6 (Current empl. dura-
tion)

.113∗∗∗ .036∗∗∗ .047∗∗∗

C7 (Phishing victim) .056∗∗∗ -.127∗∗∗ -.027∗∗∗
C8 (Reporting frequency) .377∗∗∗ .058∗∗∗ .131∗∗∗
Adjusted 𝑅2 .378∗∗∗ .521∗∗∗ .422∗∗∗ .455∗∗∗ .535∗∗∗ .549∗∗∗
𝐹 29.636∗∗∗ 22.959∗∗∗ 207.765∗∗∗ 27.207∗∗∗ 41.762∗∗∗ 22.504∗∗∗
𝑂𝑏𝑠. 284∗∗∗ 284∗∗∗ 284∗∗∗ 284∗∗∗ 284∗∗∗ 284∗∗∗

∗∗†𝑝 ≤ .1
∗∗∗𝑝 ≤ .05
∗∗∗𝑝 ≤ .01
∗∗∗𝑝 ≤ .001
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